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***** Start of change *****
5.3.6
UE identification by SUCI in response to IDENTITY REQUEST message and AUTHENTICATION REJECT

5.3.6.1
Definition and applicability

The identification procedure is specified to request a particular UE to provide specific identification parameters, e.g. the SUCI or the IMEI. The SUCI is a privacy preserving identifier containing the concealed SUPI and IMEI is a format of PEI.

The network initiates the identification procedure by sending an IDENTITY REQUEST message to the UE and starting timer T3570. The IDENTITY REQUEST message specifies the requested identification parameters in the Identity type information element and the UE shall be ready to respond to an IDENTITY REQUEST message at any time whilst in 5GMM-CONNECTED mode. 

5.3.6.2
Conformance requirement

1)
A UE shall be ready to respond to an IDENTITY REQUEST message at any time whilst in 5GMM- CONNECTED mode. 

2)
Upon receipt of the IDENTITY REQUEST message, if the Identity type IE in the IDENTITY REQUEST message is set to "SUCI", the UE shall:

-
if timer T3519 is not running, generate a fresh SUCI as specified in 3GPP TS 33.501 [41], send an IDENTITY RESPONSE message with the SUCI, start timer T3519 and store the value of the SUCI sent in the IDENTITY RESPONSE message; and

-
if timer T3519 is running, send an IDENTITY RESPONSE message with the stored SUCI.

3)
If the REGISTRATION ACCEPT message contained a 5G-GUTI, the UE shall return a REGISTRATION COMPLETE message to the AMF to acknowledge the received 5G-GUTI, stop timer T3519 if running, and delete any stored SUCI.

4)
If the AUTHENTICATION REJECT message is received by the UE, the UE shall abort any 5GMM signalling procedure, stop any of the timers T3510, T3516, T3517, T3519 or T3521 (if they were running), delete stored SUCI and enter state 5GMM-DEREGISTERED.

Reference:

-
TS 31.102 [4], clauses 4.4.11.8, 4.4.11.11, 5.3.47 and 5.3.51;

-
TS 33.501 [41], clauses 6.12.2 and Annex C;

-
TS 24.501 [42], clauses 5.5.1.2.2, 5.5.1.2.4, 5.4.3, 5.4.1.3.5 and 5.4.1.2.2.11.

5.3.6.3
Test purpose

1)
To verify that the READ EFSUCI_Calc_Info, EFRouting_Indicator and EFIMSI commands are performed correctly by the terminal.

2) To verify that the UE will perform SUCI calculation procedure correctly.

3) To verify that upon reception of the IDENTITY REQUEST message with Identity type IE set to "SUCI", the UE will:

-
if timer T3519 is not running, generate a fresh SUCI as specified in 3GPP TS 33.501 [41], send an IDENTITY RESPONSE message with the SUCI, start timer T3519 and store the value of the SUCI sent in the IDENTITY RESPONSE message; and

-
if timer T3519 is running, send an IDENTITY RESPONSE message with the stored SUCI.

4) To verify that upon receiving AUTHENTICATION REJECT UE deletes the stored SUCI.
5.3.6.4
Method of test

5.3.6.4.1
Initial conditions

The NG-SS transmits on the BCCH, with the following network parameters:

Cell A -TAI (MCC/MNC/TAC):
244/083/000001.

Access control:


unrestricted.

Cell B -TAI (MCC/MNC/TAC):
244/084/000001.

Access control:


unrestricted.

The default 5G-NR UICC is used with the following exception:

EF5GS3GPPLOCI (5GS 3GPP location information)

Logically:


5G-GUTI:



244083 00010266436587


TAI:



244 083 000001


5GS update status:

5U2 NOT UPDATED

	Coding:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8

	Hex
	00
	0B 
	F2
	42
	34
	80
	00
	01

	
	B9
	B10
	B11
	B12
	B13
	B14
	B15
	B16

	
	02
	66
	43
	65
	87
	42
	34
	80

	
	B17
	B18
	B19
	B20
	
	
	
	

	
	00
	00
	01
	01
	
	
	
	


The UICC is installed into the Terminal. 

5.3.6.4.2
Procedure

a)
Bring up the Cell A and the UE is switched on.

b)
The UE sends REGISTRATION REQUEST to the Cell A, indicates the 5GS registration type IE as "initial registration" and 5GS mobile identity information element type "5G-GUTI", then the UE starts timer T3510.

c)
NG-SS sends IDENTITY REQUEST message to the UE indicating Identity type information element is "SUCI, then the UE sends IDENTITY RESPONSE message with the fresh generated SUCI and start T3519 timer.

d)
NG-SS sends AUTHENTICATION REQUEST to the UE.

e)
Upon receiving AUTHENTICATION RESPONSE from UE, NG-SS sends AUTHENTICATION REJECT.

f)
UE stops T3510 and T3519 timers and deletes the stored SUCI.

g)
Bring down Cell A and bring up Cell B, switch off and then switch on UE.

h)
The UE sends REGISTRATION REQUEST to the Cell B, indicates the 5GS registration type IE as "initial registration" and 5GS mobile identity information element type "SUCI", with fresh SUCI then the UE starts timers T3519, T3510.
i)
NG-SS sends REGISTRATION ACCEPT message with a 5G-GUTI.

j)
Upon reception of REGISTRATION ACCEPT message, the UE sends REGISTRATION COMPLETE message to the NG-SS, stops timers T3510 and T3519 if running and deletes any stored SUCI.
5.3.6.5
Acceptance criteria

a)
In step c) the UE shall send IDENTITY RESPONSE with new generated SUCI.
b)
In step h) the UE shall send REGISTRATION REQUEST with a fresh generated SUCI.
***** End of change *****
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