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[bookmark: _Toc36655746][bookmark: _Toc44962049]**** first change ****
[bookmark: _Toc10738239][bookmark: _Toc20396073][bookmark: _Toc29397655][bookmark: _Toc29398777][bookmark: _Toc36648787][bookmark: _Toc36654575][bookmark: _Toc44960846]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
		References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
· 	For a specific reference, subsequent revisions do not apply.
		For a non-specific reference, the latest version in same release as the implementation release of the terminal under test applies.
**** next change ****
…
[46]	RFC 5480; "Elliptic Curve Cryptography Subject Public Key Information".
[xx]	RFC 4187; "Extensible Authentication Protocol Method for 3rd Generation Authentication and Key Agreement (EAP-AKA)". 
…
15.1	Authentication procedure for EAP-AKA'
[bookmark: _Toc44962050][bookmark: _Toc36655747]15.1.1	Authentication procedure for EAP-AKA' - Authentication is successful
…
[bookmark: _Toc517476897][bookmark: _Toc502364632][bookmark: _Toc44962052][bookmark: _Hlk722478]15.1.1.2	Conformance requirement
1) The UE shall support the EAP based primary authentication and key agreement procedure. 
2) [bookmark: _Hlk9856895][bookmark: _Hlk10542551]The ME shall forward the RAND and AUTN received in EAP message IE with EAP-request/AKA'-challenge within the AUTHENTICATION REQUEST message to the USIM. 
3) [bookmark: _Hlk9873740]The ME shall return the EAP message IE with EAP-response/AKA'-challenge in AUTHENTICATION RESPONSE message.
4) [bookmark: _Hlk9856715]As a result of successful authentication procedure and upon receipt of the EAP Success message, the 5G NAS security context parameters shall be stored on the USIM if the corresponding file is present on the USIM.
5) [bookmark: _Hlk9856738][bookmark: _Hlk805401][bookmark: _Hlk789612]If service n°122 is "available", the ME shall store KAMF with the associated key set identifier, the UE security capabilities, and the uplink and downlink NAS COUNT values in EF5GS3GPPNSC on the USIM. 
6) [bookmark: _Hlk789565]If service n°123 is "available", the ME shall store the KAUSF and KSEAF in EF5GAUTHKEYS on the USIM. 
Reference:
-	3GPP TS 31.102 [4], subclauses 4.4.11.3, 4.4.11.4 and 4.4.11.6; 
-	3GPP TS 33.501 [41], subclause 6.1.3.1;
-	3GPP TS 24.501 [42], subclause 5.4.1.2 and Annex C.
[bookmark: _Toc517476898][bookmark: _Toc502364633][bookmark: _Toc44962053]15.1.1.3	Test purpose
1) [bookmark: _Hlk9846160]To verify that the ME forwards the RAND and AUTN received in EAP-request/AKA'-challenge within EAP message IE to the USIM.
2) To verify that the ME returns the EAP message IE with EAP-response/AKA'-challenge in AUTHENTICATION RESPONSE message indicating the response calculated in the USIM (RES).
3) To verify that the ME stores 5G NAS security context parameters, consisting of KAMF with the associated key set identifier in EF5GS3GPPNSC on the USIM if service n°122 is "available".
4) To verify that the ME stores the KAUSF and KSEAF in EF5GAUTHKEYS on the USIM if service n°123 is "available".
…
**** first change ****
[bookmark: _Toc517476901][bookmark: _Toc502364636][bookmark: _Toc44962056]15.1.1.4.2	Procedure
a)	Bring up Cell A and tThe UE is switched on.
[bookmark: _Hlk10472212]b)	Upon reception of an RRCSetupRequest message from the UE, NG-SS transmits an RRCSetup message to the UE followed by reception of an RRCSetupComplete message from the UE.
c)	After receipt of a REGISTRATION REQUEST message from the UE during registration, the NG-SS initiates the EAP-AKA' authentication procedure and sends EAP message IE with EAP-request/AKA'-challenge message in the AUTHENTICATION REQUEST message and it uses:
ngKSI:
NAS key set identifier:	'000' 
TSC:	'0'
EAP message:	EAP-request/AKA'-challenge 
d)	Using the EAP-request/AKA'-challenge data received in AUTHENTICATION REQUEST message the ME passes the RAND and AUTN to the USIM.
e)	The UE shall return the EAP message IE with EAP-response/AKA'-challenge in AUTHENTICATION RESPONSE message.
[bookmark: _Hlk10556136][bookmark: _Hlk10196922][bookmark: _Hlk789851]f)	After reception of AUTHENTICATION RESPONSE message from the UE, the NG-SS sends EAP-success in SECURITY MODE COMMAND message, the UE sends a SECURITY MODE COMPLETE message.
g)	The NG-SS sends a REGISTRATION ACCEPT message. 
5G-GUTI:	24408300010266436587
TAI:	42 34 80 00 00 01
[bookmark: _Toc36655748]h)	The UE sends a REGISTRATION COMPLETE message.

[bookmark: _Toc44962058]15.1.2	Authentication procedure for EAP-AKA' – Authentication is successful - GSM UICC
[bookmark: _Toc44962059]…
[bookmark: _Toc44962060]15.1.2.2	Conformance requirement
1) [bookmark: _Hlk805814][bookmark: _Hlk724264]The ME shall ignore the GPRS Kc and not store the GPRS Kc on USIM or in ME if the USIM computes a Kc (i.e. GPRS Kc) from CK and IK using conversion function c3 as described in TS 33.102 [45].
2) If Service n°122 and Service n°123 are not available on the USIM, the 5GS 3GPP access NAS security context parameters and the 5G authentication keys shall be stored in the non-volatile memory of the ME.
[bookmark: _Hlk9528002]Reference:
-	3GPP TS 33.501 [41], subclause 6.1.3.1;
-	3GPP TS 24.501 [42], subclause 5.4.1.2 and Annex C.

[bookmark: _Toc44962061]15.1.2.3	Test purpose
1) [bookmark: _Hlk9961297]To verify that the ME will ignore the GPRS Kc and will not store the GPRS Kc on USIM or in ME when the USIM computes a Kc (i.e. GPRS Kc) from CK and IK.
2) To verify that the ME stores the 5GS 3GPP access NAS security context parameters and the 5G authentication keys inside the ME non-volatile memory when Service n°122 and Service n°123 are not available on the USIM.
…

**** next change ****
15.1.2.4	Method of test
15.1.2.4.1	Initial conditions
The NG-SS transmits on the BCCH, with the following network parameters:
-	TAI (MCC/MNC/TAC):	244/083/000001.
-	Access control:	unrestricted.
The default UICC is used and installed into the ME and the UE is powered on. 

[bookmark: _Toc44962064][bookmark: _Hlk9528123]15.1.2.4.2	Procedure
a)	Bring up Cell A and the UE is switched on.
b) The UE sends REGISTRATION REQUEST to NG-SS. Further NG-SS responds with REGISTRATION REJECT (cause: Roaming not allowed in this tracking area), and then UE is switched off.
c) The UE is switched on.
db)	Upon reception of an RRCSetupRequest message from the UE, NG-SS transmits an RRCSetup message to the UE followed by reception of an RRCSetupComplete message from the UE.
ec)	After receipt of a REGISTRATION REQUEST message from the UE during registration, the NG-SS initiates the EAP-AKA' authentication procedure and sends EAP message IE with EAP-request/AKA'-challenge message in the AUTHENTICATION REQUEST message, uses:
ngKSI:
NAS key set identifier:	'000' 
TSC:	'0'
EAP message:	EAP-request/AKA'-challenge
fd)	Using the 5G authentication challenge data received in AUTHENTICATION REQUEST message the ME passes the RAND and AUTN to the USIM, the USIM calculates the response parameter KC (i.e. GPRS Kc) from CK and IK using conversion function c3.
ge)	After the reception of AUTHENTICATION RESPONSE message from the UE, the NG-SS sends a SECURITY MODE COMMAND message. The UE sends a SECURITY MODE COMPLETE message.
hf)	The NG-SS sends a REGISTRATION ACCEPT message. 
5G-GUTI:	24408300010266436587
TAI:	42 34 80 00 00 01
[bookmark: _Hlk9934629]ig)	The UE sends a REGISTRATION COMPLETE message, the NG-SS sends RRCRelease message.
jh)	The UE is switched off or the UE's radio interface is switched off to perform the DEREGISTRATION procedure, then the NG-SS sends the RRCRelease message.,
ki)	The UE is switched on.
lj)	The UE sends REGISTRATION REQUEST message, indicates the 5GS mobile identity information element type "5G-GUTI"
5G-GUTI:	24408300010266436587
mk)	The NG-SS transmits a SECURITY MODE COMMAND message using the last calculated KAMF indicated by the ngKSI to activate NAS security, then the UE sends SECURITY MODE COMPLETE message.
ln)	The NG-SS sends REGISTRATION ACCEPT to the UE. with:
5G-GUTI:	24408300010266436555
TAI:	42 34 80 00 00 01
om)	The UE sends a REGISTRATION COMPLETE message, the NG-SS sends RRCRelease message.
pn)	The UE is switched off or the UE's radio interface is switched off to perform the DEREGISTRATION procedure.

**** next change ****
[bookmark: _Toc44962065]15.1.2.5	Acceptance criteria
1) 1)	After step ca) the ME shall read EFUST
2) 2)	During step ec) the UE shall indicate in the REGISTRATION REQUEST that no key is available for the NAS key set identifier.
3) 3)	In step fd) the ME forwards the RAND and AUTN received in AUTHENTICATION REQUEST message to the USIM.
4) 4)	In step ge) the ME shall send AUTHENTICATION RESPONSE message contains:
-	Authentication response message identity:	‘0101 0111’
-	Authentication response parameter: 	16 octets RES value calculated according to 3GPP TS 24.501 [42]
[bookmark: _Hlk9960599]5)	In step e) the UE shall send SECURIY MODE COMPLETE message.
6)	In step g) the ME acknowledge in the REGISTRATION COMPLETE message the received 5G-GUTI.
5) 7)	During steps ge) to ig) the ME does not store GPRS Kc on the USIM.
6) 8)	In step lj) the UE shall indicate in the REGISTRATION REQUEST that NAS key set identifier is set to '000' and TSC is set to '0' and uses the 5GS mobile identity information element type "5G-GUTI" with value:
5G-GUTI:	24408300010266436587.
79)	 AfterIn step mk) the UE shall send SECURITY MODE COMPLETE message.
[bookmark: _Toc36655749][bookmark: _Hlk10019744]
**** next change ****
[bookmark: _Toc44962066]15.1.3	Authentication procedure for EAP-AKA' – AUTN fails on the USIM
[bookmark: _Toc44962068]…
15.1.3.2	Conformance requirement
1) 1)	The ME shall forward the RAND and AUTN received in the EAP message IE with EAP-request/AKA'-challenge in the AUTHENTICATION REQUEST message to the USIM.
2) 2)	If the verification of the AUTN fails on the USIM, then the USIM and ME shall proceed as described in subclause 6.1.3.3 in 3GPP TS 33.501 [41].
3) 3)	The ME shall return the EAP-Response/AKA-Synchronization-Failure, when the sequence number in the AUTN parameter is incorrect as described in subclause 9.6 of RFC 4187 [xx] in the AUTHENTICATION FAILURE message.
Reference:
· 3GPP TS 33.501 [41], subclause 6.1.3.1 and 6.1.3.3;
· 3GPP TS 24.501 [42], subclauses 5.4.1.2.2.1.;
· RFC 4187 [xx], subclause 9.6.
[bookmark: _Toc44962069]**** next change ****
15.1.3.3	Test purpose
1) 1)	To verify that the ME forwards the RAND and AUTN received in EAP-request/AKA'-challenge message to the USIM.
2) 2)	To verify that the ME returns the EAP-responseResponse/AKA-synchronizationSynchronization-Failure in the AUTHENTICATION FAILURE message if the verification of AUTN failed on the USIM due to a synchronisation failure.
[bookmark: _Toc44962070]
**** next change ****
15.1.3.4	Method of test
[bookmark: _Toc44962072]…
0. Procedure
a)	Bring up Cell A and Tthe UE is switched on.
b)	Upon reception of an RRCSetupRequest message from the UE, NG-SS transmits an RRCSetup message to the UE followed by reception of an RRCSetupComplete message from the UE.
[bookmark: _Hlk10476067][bookmark: _Hlk10555883]c)	After receipt of a REGISTRATION REQUEST message from the UE during registration, the NG-SS initiates the EAP-AKA' authentication procedure and sends EAP message IE with EAP-request/AKA'-challenge message in the AUTHENTICATION REQUEST message contains:
ngKSI:
NAS key set identifier:	'000'
TSC:		'0'
EAP message:	EAP-request/AKA'-challenge
d)	Using the EAP-request/AKA'-challenge data received in AUTHENTICATION REQUEST message the ME pass the RAND and AUTN to the USIM and starts the timer T3520.
[bookmark: _Hlk10542994]e)	The UICC returns AUTS parameter to the ME indicating that the verification of AUTN failed due to a synchronisation failure.
f)	The UE transmits the AUTHENTICATION RESPONSE FAILURE message including the EAP-response/AKA'-synchronization-failure message and startsstops the timer T3520, the NG-SS sends an AUTHENTICATION REQUEST message
[bookmark: _Hlk10558203]g)	After the reception of AUTHENTICATION REQUEST message from the NG-SS, the ME forwards the received RAND, AUTN to the UICC and stops the timer T3520.
h)	After reception of AUTHENTICATION RESPONSE message from the UE, the NG-SS sends a SECURITY MODE COMMAND message, the UE sends a SECURITY MODE COMPLETE message
i)	Upon reception of REGISTRATION ACCEPT message with a new 5G-GUTI, the UE sends a REGISTRATION COMPLETE message.

**** next change ****
0. [bookmark: _Toc44962073]Acceptance criteria
1. [bookmark: _Hlk10553060]1.	In step d) the ME forwards the RAND and AUTN received in AUTHENTICATION REQUEST message to the USIM.
2. [bookmark: _Hlk10473649]2.	In step f) the UE sends AUTHENTICATION FAILURE RESPONSE message, indicating including the AT AUTS attribute.:
5GMM cause:	#21 "Synch failure"
Authentication Failure parameter:	AUTS (see 3GPP TS 33.102 [45])
3.	In step g) after the reception of AUTHENTICATION REQUEST message the UE shall stop the timer T3520.
3. [bookmark: _Toc36655750]4.	After step h) ME shall send AUTHENTICATION RESPONSE message contains the response calculated in the USIM (RES).

**** next change ****
[bookmark: _Toc44962074]15.1.4	Authentication procedure for EAP-AKA' - after SUPI is changed
…
[bookmark: _Toc44962076]15.1.4.2	Conformance requirement
1) 1)	The UE shall support the EAP based primary authentication and key agreement procedure.
2) 2)	The 5G NAS security context parameters shall be stored on the USIM or in a non-volatile memory in the ME together with the SUPI from the USIM.
3) 3)	The UE shall delete the 5GMM parameters if the SUPI from the USIM does not match the SUPI stored in the non-volatile memory.
Reference:
-	3GPP TS 33.501 [41], subclause 6.1.3.1;
-	3GPP TS 24.501 [42], subclauses 5.4.1.2 and Annex C.

**** next change ****
[bookmark: _Toc44962077]15.1.4.3	Test purpose
1) 1)	To verify that the ME generates the 5G NAS security context parameters and stores them inside the non-volatile memory in the ME together with the SUPI from the USIM.
2) 2)	To verify that the UE deletes existing 5G NAS security context parameters from the ME’s non-volatile memory if SUPI is changed.
[bookmark: _Toc44962078]

**** next change ****
15.1.4.4	Method of test
15.1.4.4.1	Initial conditions
The NG-SS transmits on the BCCH, with the following network parameters:
-	TAI (MCC/MNC/TAC):	244/083/000001.
-	Access control:	unrestricted.
The default 5G-NR UICC is used with the following exception and installed into the ME and the UE is powered on.
EFUST (USIM Service Table)
Logically:	
User controlled PLMN selector available
Fixed dialling numbers available
The GSM Access available
The Group Identifier level 1 and level 2 not available
Service n° 33 (Packed Switched Domain) shall be set to '1'
Enabled Services Table available
EPS Mobility Management Information available
Allowed CSG Lists and corresponding indications available
5GS Mobility Management Information not available
5G Security Parameters not available
Subscription identifier privacy support available
SUCI calculation by USIM not available
	Byte:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8

	Binary:
	xxxx xx1x
	xxxx xxxx
	xxxx 1x00
	xxxx x1xx
	xxxx xx11
	xxxx xxxx
	xxxx xxxx
	xxxx xxxx

	
	
	
	
	
	
	
	
	
	
	
	
	

	
	B9
	B10
	B11
	
	B16
	
	
	

	
	xxxx xxxx
	xxxx xxxx
	xx11 xxxx
	.....
	xxx0 100x
	
	
	


[bookmark: _Toc44962079]
15.1.4.4.2	Procedure
a)	Bring up Cell A and the UE is switched on with default IMSI.
b)  The UE sends REGISTRATION REQUEST to NG-SS. Further NG-SS responds with REGISTRATION REJECT (cause: Roaming not allowed in this tracking area), and then UE is switched off.
c)  The UE is switched on, with IMSI set as 246081685533963.
d) The UE sends REGISTRATION REQUEST to NG-SS. Further NG-SS responds REGISTRATION REJECT (cause: Roaming not allowed in this tracking area), and then UE is switched off.
e) The UE is switched on with default IMSI.
fb)	Upon reception of an RRCSetupRequest message from the UE, NG-SS transmits an RRCSetup message to the UE followed by reception of an RRCSetupComplete message from the UE.
gc)	After receipt of a REGISTRATION REQUEST message from the UE during registration, the NG-SS initiates the EAP-AKA' authentication procedure and sends EAP message IE with EAP-request/AKA'-challenge message in the AUTHENTICATION REQUEST message, uses:
ngKSI:
NAS key set identifier:	'000'
TSC:	'0'
EAP message:	EAP-request/AKA'-challenge
hd)	After receipt of AUTHENTICATION RESPONSE message from the UE, the NG-SS sends a SECURITY MODE COMMAND message, then the UE sends a SECURITY MODE COMPLETE message.
ie)	The NG-SS sends a REGISTRATION ACCEPT message.
5G-GUTI: 	24408300010266436587
TAI:	42 34 80 00 00 01
jf)	The UE sends a REGISTRATION COMPLETE message, the NG-SS sends RRCRelease message.
kg)	The UE is switched off or the UE's radio interface is switched off to perform the DEREGISTRATION procedure.
lh)	Change the UICC configuration (by setting the IMSI to 246081685533963), then switch the UE on.
mi)	After the receipt of REGISTRATION REQUEST message from the UE during registration, the NG-SS transmits a SECURITY MODE COMMAND message using the last calculated KAMF indicated by the ngKSI to activate NAS security.
j)	The UE sends SECURITY MODE REJECT message.
nk)	The UE is switched off.

**** last change ****
15.1.4.5	Acceptance criteria
1)	After In step hd) the UE sends a SECURITY MODE COMPLETE message.
2)	In step mi) the UE shall not use the 5G-GUTI or the Last visited registered TAI parameters in the REGISTRATION REQUEST message, instead it shall use SUCI as 5GS mobile identity IE.
3)	During step mi) the UE shall indicate within the REGISTRATION REQUEST for the NAS key set identifier that no key is available.
4)	AfterIn step jm) the UE sends SECURITY MODE REJECT message.

