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	Reason for change:
	Test Case 5.3.6.1 Mininum security level
Correction and clarifciation on Status Word returned by the USIM to be compliant with ETSI TS 102.225 §4.1 specification

	
	

	Summary of change:
	Refering to ETSI TS 102.225 §4.1:
if the Sending Entity requests a response and the Receiving Entity cannot authenticate the Sending Entity, the
Receiving Entity shall:
- either send a Response Packet indicating the error cause without any security being applied to the
Response Packet and the Counter (CNTR) field set to zero; or
- not send any Response Packet and discard the Command Packet with no further action being taken;
Then Status Word returns by cards is 61XX or 9000.
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[bookmark: _Toc258834059]5.3.6.1	Minimum security level
Test Area Reference: ufw_tin_msl
5.3.6.1.1	Conformance requirements
5.3.6.1.1.1	Normal execution
-	CRRN1: The Receiving Entity shall check the Minimum Security Level during processing the security of the Command Packet.
-	CRRN2: The Receiving Entity shall reject the message if the MSL check fails.
-	CRRN3: If the MSL check fails, a Response Packet with the 'Insufficient Security Level' Response Status Code shall be sent if required.
-	CRRN4: If the length of the Minimum Security Level field is greater than zero, the Minimum Security Level is used to specify the minimum level to be applied to Secured Packets. The first byte shall be the MSL Parameter, other bytes shall be the MSL Data.
-	CRRN5: If the length of the Minimum Security Level field is zero, no minimum security level check shall be performed by the receiving entity.
5.3.6.1.2	Test area files
Test source: 		Test_Ufw_Tin_Msl_1.java
Test Applet: 		Ufw_Tin_Msl_1.java
Cap file: 		ufw_tin_msl.cap
5.3.6.1.3	Test coverage

	CRR number
	Test case number

	CRRN1
	Not applicable

	CRRN2
	2, 4

	CRRN3
	2, 4

	CRRN4
	2, 4

	CRRN5
	1, 4



5.3.6.1.4	Test procedure

	Id
	Description
	API/(U)SAT Framework Expectation
	APDU Expectation

	1
	Installation with MSL length of 0 
FORMATTED_SMS_PP_ENV

1- Install (install) applet with a MSL length = 0
2- Send formatted SMS PP ENV with no RC/CC/DS, no Ciphering and counter mode 0 (not checked)
3- Send a formatted SMS PP ENV with CC, ciphering and counter mode 1 (counter available and no checking)
4- Delete the applet instance 
	



2- Applet is triggered


3- Applet is triggered
	

1- SW = 9000

	2
	Installation with correct MSL value 
FORMATTED_SMS_PP_ENV

1- Install (install) applet with MSL field set to 02 (CC needed).
2- Send formatted SMS PP ENV with no RC/CC/DS, no Ciphering and counter mode 0 (not checked)
3- Send a formatted SMS PP ENV with CC, no ciphering and counter mode 1 counter available and no checking)
4- Send a formatted SMS PP ENV with PoR required and no CC, ciphered with DES and counter mode 0 counter available and no checking)
5- Delete the applet instance
	



2- Applet is not triggered


3- Applet is triggered

4- Applet is not triggered
	

1- SW = 9000

2- SW = 61 XX, Response status code shall be '0A', insufficient security level.
or
SW = 9000





4- SW = 62 61 00, Response status code shall be '0A', insufficient security level.
or
SW = 9000

	3
	Installation with MSL length of 0 
FORMATTED_USSD
1- Install (install) applet with a MSL length = 0
2- Send formatted ÚSSD with no RC/CC/DS, no Ciphering and counter mode 0 (not checked)
3- Send a formatted USSD with CC, ciphering and counter mode 1 (counter available and no checking)
4- Delete the applet instance

	



2- Applet is not triggered


3- Applet is triggered

4- Applet is not triggered
	

1- SW = 9000

2- SW = 61 XX, Response status code shall be '0A', insufficient security level.
or
SW = 9000

4- SW = 61 XX, Response status code shall be '0A', insufficient security level.
or
SW = 9000

	4
	Installation with correct MSL value
FORMATTED_USSD
1- Install (install) applet with MSL field set to 02 (CC needed).
2- Send formatted SMS PP ENV with no RC/CC/DS, no Ciphering and counter mode 0 (not checked)
3- Send a formatted SMS PP ENV with CC, no ciphering and counter mode 1 counter available and no checking)
4- Send a formatted SMS PP ENV with PoR required and no CC, ciphered with DES and counter mode 0 counter available and no checking)
5- Delete the applet instance
	



2- Applet is not triggered


3- Applet is triggered

4- Applet is not triggered
	

1- SW = 9000

2- SW = 61 XX, Response status code shall be '0A', insufficient security level.
or
SW = 9000





4- SW = 62 61 00, Response status code shall be '0A', insufficient security level 
or
SW = 9000
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