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1
Decision/action requested

In this box give a very clear / short /concise statement of what is wanted.
Agreement to extend Parlay-X address model to permit composition of Parlay-X specifications with Identity Management  standard frameworks.
2
References

3
Rationale

Important aspects when exposing network capabilities to external service providers is security and end-user privacy. Industry initiatives exist that have produced standards to support these aspects. Parlay-X specifications are though not adapated to leverage on these standards, hence considerably reducing the variety of deployments and combinations with identity framework and management standards. To correct this limitation and to ensure combination of Parlay-X specifications with relevant identity framework and management standards, an extension to the Parlay-X Address model is proposed.
Typically users and terminals are represented in current specifications by means of network identifiers according to the format xsd:anyURI, as defined in W3C Recommendation (2 May 2001): "XML Schema Part 2: Datatypes". (for instance a SIP or TEL URI).
However, in many situations, the element utilized to identify users or terminals is a potentially complex XML datastructure which could be conveyed in the Body of the SOAP message or even by means of SOAP Headers - such as when such information is not processed by the service itself, but by intermediaries or by the infrastructure (e.g. security subsystem).
To take into account these scenarios, it is necessary that the data types representing Identity or Addressing information of users/terminals are flexible enough to be able to convey such potentially complex data structures (such as a security token) or a reference to another SOAP element. Current specifications do not support such scenarios, since users/terminals are usually identified by means of URIs.
Hence, there is a clear need to extend those common data types representing Identity or Addressing information of a user/terminal, in order to be able to convey any potentially complex data structure (such as a security token) or a reference to another SOAP element within the message.

In many situations the information utilized to identify the user is processed not by the service itself, but by intermediaries or by the infrastructure (e.g. security subsystem), and therefore conveyed by means of SOAP Headers.
In case of non-approval of CRs associated with this contribution (C5-070356, C5-070357, C5-070358, C5-070359, C5-070360,C5-070361, C5-070362), it would be impossible to integrate (compose) the 29.199 api:s with another webservices specifications covering generic functionality which is common to every service (framework)
NOTE: If this contribution and associated CRs are approved, corresponding changes will be made to the remaining 29.199 specifications.

4
Detailed proposal


[image: image1]
The above figure illustrates how a Parlay-X Gateway may fit into an operator’s domain, and how the Gateway interacts with an identity subsystem or framework. To ensure a certain level of privacy the operator has in this example chosen to not expose the real identities of the end-users, but aliases according to an e g identity framework standard.
Apart from this, the Web Service requestor might also need to provide some other sort of privacy and security-related information in its request to the enabler, such as, for instance, purpose for which the enabler is being accessed, subsequent use that could be made of the information obtained from the enabler, and information about the whether or not the user has explicitly authorized access to such enabler (this is intimately related to user privacy and data protection legislation, such as European Union directives).
1. The Web Service Requestor (e g external service provider) issues a sendSms request to the Parlay-X gateway. As stated above, the Service Provider (Web Service Requestor) submits privacy and security-related information together with its business request (sendSMS). The identity of the user to which the message will be posted can be represented by means of an MSISDN (for instance according to current status of ParlayX API) or by some other potentially complex data structure that will typically travel in a SOAP Header but might also travel in the SOAP Body (depending on the deployment). Such structure may for example be a SAML assertion (token). The Web Service Requestor has obtained the user identifier in previous interactions with the operator infrastructure. The Parlay-X Gateway is able to accept and process such potentially complex structures identifying end-users.
2. The Parlay-X Gateway recognises the structure and exchanges the identity information with the operator’s support system. 
3. The support system resolves the MSISDN of the end-user (or any other end-user identifier that the enabler uses to actually send the SMS) and returns this to the Parlay-X Gateway.
4. Parlay-X Gateway now has the necessary information to submit the SMS to the end-user via the SMS-C.
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