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Decision/action requested

We propose a new Policy Web Service to Parlay X Web Services(Release 8)
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Rationale
Policy Functions have been required to express operational criteria which are essential for policy enabled services.  Policy Web Service requirement of Parlay X Web Service was published at CT5 #31 meeting, Osaka, JAPAN 2005. The first draft of Policy Evaluatoin Web Service was proposed at the accelerator meeting in Prague 2006[1] and some valuable comments were delivered at the meeting for this work. The most important one of comments was that both provisioning and evaluation functions are needed to be efficiently used by 3rd party applications, while proposed Policy Evaluation Web Services[1] defined only evaluation operations. Therefore new Policy specification including both provisioning and evaluation functions are definitely needed. 
This Policy Web Service has been defined to provide the provisioning functions to create, modify, and delete policies and evaluation functions to request the evaluation of policies. This proposal is to request the discussion to add it as a new item to Parlay X Release 8.
4
Detailed proposal

· Scope of  Policy Web Service 
The Policy Web Service is defined to provide simple means for applications to make use policies to satisfy two purposes as follows:

· The first one is to provide the user defined policies for the 3rd party applications who want to personalize their services by using their own preference expressed as policies at a high level. At this level, policies could be defined and managed by 3rd party applications, and applied to any policy enabled service.
· The second one is to protect resources in network from unauthorized requests based on policies, therefore enables the network operators and service providers to control the access to their resources. Network resources can be accessed in a secure and controlled way and network operator could impose constraints on the usage of their services. 

· Relationship to similar specifications

We researched a few specifications related with the Parlay X Policy Web Service. They are OSA/Parlay Policy Management SCF[5], OMA PEEM service enabler[6], and W3C WS Policy related specifications. We tried to clarify the relationship between the Policy Web Service and these three specifications as follows: 

· OSA/Parlay Policy Management SCF[5] was defined for supporting interfaces about the management and evaluation of policies to the 3rd party applications. The Policy Web Service is highly simplified and abstracted based on OSA/Parlay Policy Management SCF. 
· OMA PEEM service enabler is defined to protect the resource in the network[6], while the Policy Web Service is defined to both protect resource in network and provide the 3rd party user defined policy. The 3rd party users can easily manage their own policies through this Policy Web Service. OMA PEEM and the Policy Web Service may interact with each other in case interfaces for supporting the user defined policies are required by OMA PEEM service enabler.

· W3C WS-Policy Framework provides a general purpose model and corresponding syntax to describe the policies of entities in a Web services-based system. It also defines a base set of constructs that can be used and extended by other Web services specifications to describe a broad range of service requirements and capabilities[9]. Policy Assertion defined in W3C WS-Policy is a piece of metadata what describes a capability related to a specific WS-Policy domain[11]. WS-Policy related specifications are defined to describe how web-service based applications interact one another within the same environments. 
· Architecture of Parlay X Web Service
The Policy Web Service is provided with the architecture as shown in figure1. This Policy Web Service is focused on the easy and simplified way to manage and evaluate policy rules. It can interact with OSA/Parlay Policy Management SCF or directly access network resource if necessary.
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Figure 1 : Policy web service architecture

· Policy Web Service Design Principles
This Policy Web Service is based on Policy Core Information Model defined by the IETF in RFC 3060 [2] and Parlay/OSA Policy Management SCF[5]. To follow the basic principles of Parlay X Web Service, we have focused on simplification and abstraction and adherence to the following principles:

· Policy Information Model
Policies can either be used in a stand-alone fashion or aggregated into policy groups to perform more elaborated functions. Stand-alone policies are called policy rules[2, 5].  The API proposed here only provides a stand-alone fashion to maintain the level of the simplification. There could be more than one rule without any group in a domain. It doesn’t provide aggregated rules and nested domains.

· Re-usable versus Rule-specific Conditions and Actions

Policy conditions and actions can be partitioned into two groups. One is termed rule-specific conditions and actions and is associated with a single policy rule. The other one is unattached conditions and actions and could be accessed without rule information and reusable for other policy rules[2, 5]. 
The API proposed here only provides this unattached conditions and actions, so that they could be reused and be accessed independently of rules. For simple management, a rule contains a list of conditions and a list of actions,  and conditions and actions within a list can be separately reused for other rules. 
· Condition Model 

The set of conditions associated with a policy rule specifies when the policy rule is applicable[2, 5]. Conditions in  groups are represented as an ORed set of ANDed conditions or an ANDed set of ORed conditions. Condition model proposed here doesn’t provide group concept in a condition list. Conditions in a condition list could be ANDed set or ORed set and each one could be either negated(Not Condition) or unnegated(Condition).
· Functionality
The Policy Web Service is defined to offer provisioning and evaluation functions for policies. This Specification is separated into four interfaces. 
· PolicyProvisioning interface includes the operation to create, modify, view, and delete policies.
· PolicyEvaluation interface provides operations to request evaluation of policies.
·  PolicyEventNotificationManagement interface provides functions for starting and ending subscription of the notification about events. 
· PolicyEventNotification interface is defined for delivering the notification to the application when the event occurs.
· Use Cases
· Use case 1 – provide the user defined policy : “Privacy management for my location”
Figure 9 shows an example scenario which describes how the third party user can manage user defined policy through PolicyManagement Interface of the Policy Web Service. Terminal Location Web Service provide the requester ID for the privacy of Bob who owns the mobile phone. It needs to check whether requester is permitted to see Bob’s location or not. However there’s no mechanism for the owner to manage his privacy information in Terminal Location WS. This use case shows the example where the owner can manage his preference expressed as policies by using Policy Management Interface and Terminal Location Web Service is required to use evaluation interface to evaluate his policy.

Application1 for Bob is managing his own policy to control the list of requesters and we assume he permits only Alice to see his location, so Joy’s request may be rejected. Application2 for Alice requests Bob’s location as including her requester ID within the parameter of getLocation operation and receive his location as the result of request. In case of Joy,  application 3 may request Bob’s location by getLocation operation and any exception to let it know rejection may be returned after the process of evaluation for requester list.
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Figure 9 : The architecture of Privacy Management for My Location
· Use case 2 – Protect resources in network : “Black List Sharing Service”
Figure 11 shows how to protect resources in network. An operator manages policies for providing Black List with application servers which want to know a user’s information for credit. These application servers may use the evaluation interface of this Policy Web Service to determine whether a user is credible or not before providing some valuable services. Black List is usually not easy to be controlled by an application server and it should be shared by all of other application servers. 
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Figure 10 : Black List Sharing Service
· Use case 3 – Protect resources in network : “Adult authentication Service”
Figure 12 shows a use case for an adult authentication service. If an operator manages policies for the authentication of adult by using network user profiles, application servers need to request just evaluation for the authentication. 
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Figure 11 : Adult authentication Service
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