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	Reason for change:
	In the data type AuthenticationSubscription, the authenticationMethod attribute is mandatory; so, for users with no 5G subscription, a value needs to be assigned, to cover the scenario where the UDM generates AVs per request of the HSS.

Also, to support the AV generation in UDM, the sequence numbers stored in UDR need to accomodate more "requesting node types" (currently, only "ausf" is defined in the TS).


	
	

	Summary of change:
	- Specify that for users with no 5G subscription, when AVs need to be generated upon request from the HSS, any of the 5G AKA-based auth. methods shall be set in the authenticationMethod attribute.

- Add keys for the "lastIndexes" map in the "SequenceNumber" data type (same values as currently defined in TS 29.002).


	
	

	Consequences if not approved:
	The scenario in which HSS requests UDM to generate AVs for 4G-only users (i.e. not having 5G authentication data in its subscription profile) is not supported.
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	5.4.2.2, 5.4.2.23
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	Other comments:
	This CR introduces backwards compatible corrections, with impacts on the following APIs:
- TS29504_Nudr_DataRepository.yaml

(There are no changes on the OpenAPI YAML file, but the additional values for "lastIndexes" imply a change in the API itself).
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[bookmark: _Toc24937542][bookmark: _Toc33962357]* * * First Change * * * *
[bookmark: _Toc20127157][bookmark: _Toc27589148][bookmark: _Toc36459954][bookmark: _Toc24766476][bookmark: _Toc27589293][bookmark: _Toc24766477][bookmark: _Toc27589294]5.4.2.2	Type: AuthenticationSubscription
Table 5.4.2.2-1: Definition of type AuthenticationSubscription
	Attribute name
	Data type
	P
	Cardinality
	Description

	authenticationMethod
	AuthMethod
	M
	1
	String containing the Authentication Method (
"5G_AKA" , "EAP_AKA_PRIME", "EAP_TLS"...)."

If AV generation for HSS is required in UDM, this attribute shall take any 5G AKA-based value (i.e. "5G_AKA" or "EAP_AKA_PRIME").

	encPermanentKey
	string
	C
	0..1
	The encrypted value (hexstring) of the permanent authentication key (K) (see 3GPP TS 33.501 [9]).
It shall be present if the authentication method is "5G_AKA" or "EAP_AKA_PRIME" unless vector generation is to be done in the HSS.

	protectionParameterId
	string
	C
	0..1
	Identifies a parameter set securely stored in the UDM(ARPF) that can be used to decrypt the encPermanentKey (and encOpcKey or encTopcKey if present). Values and their meaning are HPLMN-operator specific.
It shall be present if the authentication method is "5G_AKA" or "EAP_AKA_PRIME" unless vector generation is to be done in the HSS.

	sequenceNumber
	SequenceNumber
	C
	0..1
	String containing the SQN as defined in  3GPP TS 33.102 [10].
It shall be present if the authentication method is "5G_AKA" or "EAP_AKA_PRIME" unless vector generation is to be done in the HSS.

	authenticationManagementField
	string
	C
	0..1
	Hexstring containing the Authentication management field as defined in  3GPP TS 33.501 [9].
It shall be present if the authentication method is "5G_AKA" or "EAP_AKA_PRIME" unless vector generation is to be done in the HSS.
Pattern: '^[A-Fa-f0-9]{4}$'

	algorithmId
	string
	C
	0..1
	Identifies a parameter set securely stored in the UDM (ARPF) that provides details on the algorithm and parameters used to generate authentication vectors. Values and their meaning are HPLMN-operator specific.
It shall be present if the authentication method is "5G_AKA" or "EAP_AKA_PRIME" unless vector generation is to be done in the HSS.

	encOpcKey
	string
	O
	0..1
	Hexstring of the encrypted OPC Key.
Presence indicates that the provided value (decrypted) shall be used instead of the value derived from OP and K.

	encTopcKey
	string
	O
	0..1
	Hexstring of the encrypted TOPC Key.
Presence indicates that the provided value (decrypted) shall be used instead of the value derived from TOP and K.

	vectorGenerationInHss
	boolean
	O
	0..1
	True indicates that the UDM needs to retrieve an Authentication Vector from the HSS;
False and absence indicates that vector generation shall be performed in the UDM.



[bookmark: _Toc20127181][bookmark: _Toc27589172][bookmark: _Toc36459978]* * * Next Change * * * *
5.4.2.23	Type: SequenceNumber
Table 5.4.2.23-1: Definition of type SequenceNumber
	Attribute name
	Data type
	P
	Cardinality
	Description

	sqnScheme
	SqnScheme
	M
	1
	The scheme used to generate the sequence numbers, as described in  3GPP TS 33.102 [10], clause C.1.1.

	sqn
	string
	C
	0..1
	A 48-bit hex string containing the SEQ part of SQN (most significant bits), as specified in  3GPP TS 33.102 [10], and where the IND part (least significant bits) is filled with 0's.

When the sqnScheme is "TIME_BASED", the SEQ part (most significant bits) of this attribute contains the DIF value.

This IE may be absent, if it does not exist in UDR (e.g. right after the subscriber is provisioned); otherwise, it shall be present.

Pattern: '^[A-Fa-f0-9]{12}$'

	lastIndexes
	map(integer)
	C
	1..N
	A map of integer values, where the key of the map is the type of node that is requesting the generation of an authentication vector in UDM, and the integer is the last used value of IND for the corresponding type of node.

The types of nodes currently defined are:
- "ausf"
- "vlr"
- "sgsn"
- "s-cscf"
- "bsf",
- "gan-aaa-server"
- "wlan-aaa-server"
- "mme"
- "mme-sgsn"

This IE may be absent, if it does not exist in UDR (e.g. right after the subscriber is provisioned); otherwise, it shall be present.

	indLength
	integer
	O
	1
	Number of bits of the IND part of SQN. The length of the SEQ part is, therefore, (48 - indLength) bits.

If not present, the default value is 5.

	difSign
	Sign
	O
	1
	Sign of the DIF value. It is applicable when the sqnScheme is "TIME_BASED".

If not present, the default value is "NEGATIVE".
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