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1. INTRODUCTION

C4-202109 ("Misalignment between Discovery Service and Subs/Notif Service in NRF", from Ericsson) identifies issues due to the possibility of having different NF profile representations in the NRF and in NFs, and proposes two possible solutions: 

· Alternative 1: The NRF always returns full NF Profiles in the discovery profile.

· Alternative 2: Enhance the Subscription creation request in the NFManagement service to keep it aligned with the filtering criteria used in the service discovery.

This Discussion paper provides additional considerations on the issues and possible solutions, and the way forward preferred by Nokia.


2. PROBLEMS

a) Problem outlined in C4-202109

According to the current 3GPP TS 29.510, the NRF may: 

· return a sub-set of the services of an NF profile in an NF Discovery response, e.g. excluding services 
· with an NF service status not allowing them to be discovered (e.g. not operative services); 
· not allowed to be accessed by the requester NF (cf the "allowedXXX" attributes, e.g. to prevent an eMBB consumer to try to consume a URLLC dedicated service set at the producer side); or 
· that do not match query parameters; 
· return a sub-set of the S-NSSAIs supported by the producer (i.e. the intersection of the requested S-NSSAIs and the S-NSSAIs supported by the producer). 

This results in a possible mismatch of the NF profile representation between the NRF and NFs, which prevents to notify delta changes in particular for all attributes defined as an array. The aggravating factor is that NF services are defined as an array of services in the NF profile (where a map would have been more appropriate).

Nokia agrees with the problem statement from C4-202109, that this is a critical issue to solve in Rel-15 and that corrective CRs need to be agreed during CT4#98e (May 2020). 


b) Other issues 

There can be a mismatch of NF profile representations between the NRF and NF due to other reasons than NRF not returning the full NF profiles in NF Discovery response, e.g. if a subscribing NF misses one Notify Status Change for whatever reason (e.g. NF in overload, network problem), or (race conditions) if an NF Service producer happens to update its NF profile between the time the NF Service consumer performs the NF Discovery request and the Subscribe NF Status request. 

Means are therefore needed (e.g. use of ETag in NF Profile) to be able to detect a mismatch of representations between the subscribing NF and the NRF when a subscribed NF receives a Notify Status Change, in order to avoid the subscribing NF to wrongly apply delta changes notified by the NRF. Corrective CRs should be considered for Rel-16.

The following side issue can also be noted regarding the use of the authorization parameters ("allowedxxx" parameters):
· TS 29.510 misses to specify how the NRF should handle discovery or subscription requests, when the operator uses the authorization parameters to restrict the access to certain services and the request does not contain the requester's information needed to authorize the access to the service. The NRF should be able to reject such requests, based on operator policies.


3. POSSIBLE SOLUTIONS

(Note: pros and cons in italic below are quoted from C4-202109)

a) Alternative 1: The NRF always returns full NF Profiles in the discovery profile (see C4-202109).

Pros:
· This is more compliant with a RESTful design, since it keeps independence between services, and ensures that both client and server work on the basis of the same resource representation. 

· It is much simpler for the NRF and computationally much less expensive than Alternative 2.
· It enables all NRF’s consumers to store a single NF profile per producer NF instance, and to easily apply all NF profile changes notified by the NRF. This enables a simple behaviour for all NRF consumers (i.e. all NFs).
Cons:
· It requires that the consumer checks the received NF Profiles from NRF and inspect the content to see which parts of them really satisfy the service requirements of the consumer.
This includes consumers checking and selecting NF services that match the discovery parameters, that they are allowed to access ("allowedxxx" paras at NF service level) and with an NF service status that enable them to be discovered. 
· It reduces the functional scope and flexibility of what an NRF can do (e.g. operator specific policies regarding profile contents to return).

· It exposes all the information of the producer profile to the requester NF, including information that should not be exposed e.g. based on the NF service "allowedxxx" parameters.

· Consequently, it opens the possibility for requesters to abuse (intentionally or not) what they are allowed to do, e.g. accessing dedicated service sets they are not allowed to access, meaning that we should then think about ensuring that this does not occur (possibly requiring Access Token API enhancements). 

· It increases the length of NF profiles in discovery response with information or services that may not be relevant to the consumer.

If this alternative was preferred by 3GPP CT4, the authors of this paper consider that the solution should include the following additional aspects: 
· The NRF shall newly return in the NF Discovery response the authorization parameters (“allowedXxx” attributes) defined at NF service level in NF Profile;  

· The NRF may (optionally) indicate in the NF Discovery response the service instance IDs in the returned NF profiles that match the discovery parameters, which can help the requester NF to select the producer service instance (i.e. this is functionally equivalent to NRF returning only a subset of services). This information should be provided separately from the NF profiles themselves.

· Requester NFs shall newly evaluate the authorization parameters defined at NF service level in NF Profile when selecting a producer NF service instance, otherwise consumers could start consuming services they are not allowed to use.

b) Alternative 2: Enhance the Subscription creation request in the NFManagement service to keep it aligned with the filtering criteria used in the service discovery (see C4-202109).

Pros:

· Functionally, it is more beneficial for the consumer to receive just the parts of the profile that are of their interest, and blindly invoke the services as received from the NRF, knowing that they will fulfil the expected service requirements.

Cons:
· It is extremely demanding, computationally for the NRF; the NRF, upon every single change on an NF profile, needs to evaluate all different filtering criteria of every subscribing NF (potentially hundreds); so, this is equivalent to evaluating hundreds of simultaneous discovery requests upon every single NF profile change in NRF.

· It is a more brittle solution, overall, since it requires that the consumer uses the exact same set of filtering criteria during service discovery and during the creation of the subscription to profile changes on NRF.

· Race scenarios could exist (e.g. NF configuration is modified) resulting in a different set of parameters sent to the NRF in a subscription request vs. what was sent in an earlier discovery request, in which case the solution would no longer work.

· There may be several discovery parameters that could alter the contents of the NF Profile returned in a NF Discovery response (if the full NF profile needs not be returned), e.g. requested TAI, DNN, S-NSSAI, preferred-locality, or more parameters defined in future releases. One cannot reasonably extend the SubscribeNFStatus procedure with all these parameters. 

· It would require NRF consumers to possibly perform multiple NF status change subscriptions targeting the same NF producer, with different parameters, corresponding to discovery requests with different sets of query parameters (NRF implementations may possibly filter out parts of NF profiles based on other parameters than just requested services or requested S-NSSAI).

· It would increase network signalling accordingly.


c) Alternative 3: Define a "map" of NF Services in NF Profile and enable the NRF to still return a subset of NF services in NF Discovery response

The solution would be as follows:

· Define a new NF Services attribute in the NFProfile as a map of NF services, while also keeping the existing nfServices attribute defined as an array for backward compatibility.

	nfServices
	array(NFService)
	O
	1..N
	List of NF Service Instances. It shall include the services produced by the NF that can be discovered by other NFs, if any.

	ExtnfServices
	map(NFService)
	O
	1..N
	List of NF Service Instances. It shall include the services produced by the NF that can be discovered by other NFs, if any.
The key of the map shall be the serviceInstanceId of the service instance.



Reminder: a map is defined as a set of key-value pairs. So instead of using an array index (integer) to refer to a service, a map key set to the serviceInstanceID is used, that is unambiguous.
· Require NFs upgraded with the corrective CR to: 
· register their services using the new map attribute only.
· ignore delta changes related to an NF service that has not been retrieved yet before, if any in a Notify NF Status, and apply any other change related to NF services stored (the NF may issue a new discovery request if it wishes to retrieve the NF service profile of the former NF service).

NOTE: regardless of the solution, an NF may receive at any time a Notify NF Status change with delta changes for an NF for which it has not discovered yet the profile. 

· Enable the NRF to return a subset of the services of an NF profile in NF Discovery response (as per existing specification). 
· When returning an NF service, the NRF returns the complete NF service profile. 
· All NF Profile level attributes other than nfServices are also always returned completely (i.e. the solution would revert the requirement to return an "interclause of S-NSSAIs" in the snssais, plmn-specific-snssai-list attributes).

· To handle the interim phase until all NFs are upgraded with the correction:

· NRF and NFs upgraded with the corrective CR shall support NF profiles with both formats (NF serviced defined as array and map). 

· NF profile registration:
· Upgraded NRF returns a new flag in NF Register response, indicative that it supports the new map attribute.
· When registering their NF profiles, NFs check if NF Register Response contains the new flag. If not, the NF re-registers its NF services using an array 
(this is for backward compatibility with legacy NRF).

· NF Discovery / Subscribe NF status: 
· Upgraded NF indicates a new (feature) flag in NF Discovery request and in Subscribe NF Status request, indicative that the NF supports the new map attribute.
· NRF sends NF profiles in NF Discovery response and Notify NF Status with map of services for NF Discovery Request / Subscribe NF Status with the new (feature) flag, or with array of services otherwise 
(this is for backward compatibility with legacy NF). Note that the conversion between both formats is straight forward.

· Upgraded NRF provides the full NF Profile in Notify NF status towards NFs not upgraded with the correction (this is to solve the issue with legacy NF)

NOTE: the new flag can be defined as a new feature of the NRF APIs, using the existing feature negotiation mechanism.

Pros:
· Functionally, it is more beneficial for the consumer to receive just the parts of the profile that are of their interest, and blindly invoke the services as received from the NRF, knowing that they will fulfil the expected service requirements.

· NRF can still return a subset of services in NF discovery response, as per today. Services not allowed to be accessed, not discoverable, not matching query parameters need not be returned. Operator policies can still be supported in NRF wrt what to return to NRF consumers. 

· It is much simpler for the NRF and computationally much less expensive than Alternative 2.
· It enables all NRF’s consumers to store a single NF profile per producer NF instance, with full or a subset of services, and to easily apply all NF profile changes notified by the NRF. This enables a simple behaviour for all NRF consumers (i.e. all NFs).
· The solution has minimal impacts on the NRF and on NRF’s consumers, merely a straightforward format change from array to map.

· The solution allows a smooth transition till roll out of the corrective CR in the NRF and all NFs. The NRF or any NF in the 5GS can be upgraded with the correction independently from others (the solution works fine with a mix of upgraded and not upgraded NFs).


Cons:
· the solution may still result in different NF Profile representation between NRF and NF (due to NRF possibly returning a subset of services), but NF service representation is in-sync between NRF and NFs for all NF services that have been discovered/retrieved.



4. CONCLUSION

Nokia agrees with the problem statement from C4-202109, that this is a critical issue to solve in Rel-15 and that corrective CRs need to be agreed during CT4#98e (May 2020). 

[bookmark: _GoBack]Nokia supports the approach of adopting "Alternative 3" as an essential correction for Rel-15, which preserves the existing functionalities and behaviour of the NRF and NRF's consumers. 

If Alternative 3 is not preferred by 3GPP CT4, the Alternative 1 with the additional aspects listed in section 3a) above is preferred over Alternative 2.  

Regardless of the solution chosen, the other issues listed in section 2b) above should also be addressed in Rel-16.

