

	
[bookmark: _GoBack]3GPP TSG-CT WG4 Meeting #97e	C4-202514
E-Meeting, 15th – 24th April 2020	(was C4-202239)
	CR-Form-v12.0

	CHANGE REQUEST

	

	
	29.503
	CR
	0407
	rev
	1
	Current version:
	16.3.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	X



	

	Title:	
	HSS Authentication Info Request

	
	

	Source to WG:
	Ericsson

	Source to TSG:
	CT4

	
	

	Work item code:
	UDICOM
	
	Date:
	2020-03-19

	
	
	
	
	

	Category:
	B
	
	Release:
	Rel-16

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	[bookmark: OLE_LINK1]Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
Rel-12	(Release 12)
Rel-13	(Release 13)
Rel-14	(Release 14)
Rel-15	(Release 15)
Rel-16	(Release 16)

	
	

	Reason for change:
	The data type "HssAuthenticationInfoRequest" is missing additional information to be received from HSS to calculate AVs in 4G, such as the Access Network ID.


	
	

	Summary of change:
	Add a new attribute to convey the Access Network ID.


	
	

	Consequences if not approved:
	AV generation for 4G does not work properly.


	
	

	Clauses affected:
	2, 6.3.6.2.10, 6.3.6.3.x (new), A.4

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications	
	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	This CR introduces backwards-compatible new features, with impacts on the following APIs:
- TS29503_Nudm_UEAU.yaml


	
	

	This CR's revision history:
	Rev. 1:
- Add reference to TS 24.302
- Add explanation of the usage of Access Network Identity
- Correction of typos




Page 1


* * * First Change * * * *
[bookmark: _Toc11338335][bookmark: _Toc27584938][bookmark: _Toc36456880][bookmark: _Toc27585441][bookmark: _Toc36457447]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
[bookmark: OLE_LINK2][bookmark: OLE_LINK3][bookmark: OLE_LINK4]-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".
[3]	3GPP TS 23.502: "Procedures for the 5G System; Stage 2".
[4]	3GPP TS 29.500: "5G System; Technical Realization of Service Based Architecture; Stage 3".
[5]	3GPP TS 29.501: "5G System; Principles and Guidelines for Services Definition; Stage 3".
[6]	3GPP TS 33.501: "Security Architecture and Procedures for 5G System".
[7]	3GPP TS 29.571: "5G System; Common Data Types for Service Based Interfaces Stage 3".
[8]	3GPP TS 23.003: "Numbering, addressing and identification".
[9]	3GPP TS 29.504: "5G System; Unified Data Repository Services; Stage 3".
[10]	3GPP TS 29.505: "5G System; Usage of the Unified Data Repository Services for Subscription Data; Stage 3".
[11]	3GPP TS 32.255: "Charging management; 5G data connectivity domain charging".
[12]	3GPP TS 32.298: "Charging management; Charging Data Record (CDR) parameter description".
[13]	IETF RFC 7540: "Hypertext Transfer Protocol Version 2 (HTTP/2)".
[14]	OpenAPI Initiative, "OpenAPI 3.0.0 Specification", https://github.com/OAI/OpenAPI-Specification/blob/master/versions/3.0.0.md
[15]	IETF RFC 8259: "The JavaScript Object Notation (JSON) Data Interchange Format".
[16]	IETF RFC 7807: "Problem Details for HTTP APIs".
[17]	IETF RFC 7396: "JSON Merge Patch".
[18]	IETF RFC 6749: "The OAuth 2.0 Authorization Framework".
[19]	3GPP TS 29.510: "Network Function Repository Services; Stage 3".
[20]	3GPP TS 23.122: "Non-Access-Stratum (NAS) functions related to Mobile Station in idle mode".
[21]	3GPP TS 29.002: "Mobile Application Part (MAP) specification".
[22]	3GPP TS 29.338: "Diameter based protocols to support Short Message Service (SMS) capable Mobile Management Entities (MMEs)"
[23]	ITU-T Recommendation E.164: "The international public telecommunication numbering plan".
[24]	3GPP TS 29.509: "Authentication Server Services; Stage 3".
[25]	IETF RFC 7232: "Hypertext Transfer Protocol (HTTP/1.1): Conditional Requests".
[26]	IETF RFC 7234: "Hypertext Transfer Protocol (HTTP/1.1): Caching".
[27]	3GPP TS 24.501: "Non-Access-Stratum (NAS) protocol for 5G System (5GS); Stage 3".
[28]	ETSI TS 102 225: "Smart Cards; Secured packet structure for UICC based applications".
[29]	IETF RFC 7542: "The Network Access Identifier".
[30]	3GPP TR 21.900: "Technical Specification Group working methods".
[31]	IETF RFC 3986: "Uniform Resource Identifier (URI): Generic Syntax".
[32]	3GPP TS 23.632: "User Data Interworking, Coexistence and Migration"
[33]	3GPP TS 29.519: "Policy Data, Application Data and Structured Data for Exposure; Stage 3".
[34]	3GPP TS 29.572: "5G System; Location Management Services; Stage 3".
[35]	3GPP TS 23.288: "Architecture enhancements for 5G System (5GS) to support network data analytics services".
[36]	3GPP TS 29.518: "Access and Mobility Management Services".
[37]	3GPP TS 23.316: "Wireless and wireline convergence access support for the 5G System (5GS); Stage 2".
[38]	3GPP TS 23.273: "5G System (5GS) Location Services (LCS); Stage 2".
[39]	3GPP TS 29.515: "5G System; Gateway Mobile Location Services; Stage 3".
[40]	3GPP TS 29.508: "5G System; Session Management Event Exposure Service; Stage 3".
[41]	IETF RFC 6902: "JavaScript Object Notation (JSON) Patch".
[42]	BBF TR-069: "CPE WAN Management Protocol".
[43]	BBF TR-369: "User Services Platform (USP)". 
[44]	3GPP TS 29.524: "5G System; Cause codes mapping between 5GC interfaces; Stage 3".
[45]	3GPP TS 29.122: "T8 reference point for Northbound APIs".
[46]	3GPP TS 24.008: "Mobile radio interface Layer 3 specification; Core network protocols; Stage 3".
[47]	3GPP TS 22.071: "Location Services (LCS); Service description; Stage 1".
[xx]	3GPP TS 24.302: "Access to the 3GPP Evolved Packet Core (EPC) via non-3GPP access networks".

* * * Next Change * * * *
6.3.6.2.10	Type: HssAuthenticationInfoRequest
Table 6.3.6.2.10-1: Definition of type HssAuthenticationInfoRequest
	Attribute name
	Data type
	P
	Cardinality
	Description

	hssAuthType
	HssAuthType
	M
	1
	Indicates the authentication method.

	numOfRequestedVectors
	NumOfRequestedVectors
	M
	1
	Maximum 5 vectors are allowed per service request.

	servingNetworkId
	PlmnId
	C
	1
	Shall be present if the authentication method is EPS_AKA.

	resynchronizationInfo
	ResynchronizationInfo
	O
	0..1
	Contains RAND and AUTS.

	anId
	AccessNetworkId
	O
	0..1
	Contains the Access Network ID used in the derivation of authentication vectors in EAP-AKA'.

	supportedFeatures
	SupportedFeatures
	O
	0..1
	See clause 6.3.8

	NOTE:	For GBA authentication type, the number of requested vectors shall be set to 1; for other authentication types, the number of generated vectors by UDM, may be less than the number of requested vectors.



[bookmark: _Toc24937797][bookmark: _Toc33962617]* * * Next Change * * * *
[bookmark: _Toc27585452][bookmark: _Toc36457458]6.3.6.3.x	Enumeration: AccessNetworkId
This data type contains the values for the Access Network Identities defined by 3GPP in the context of non-3GPP access to EPC, used in the generation of EAP-AKA' authentication vectors. The possible values are originally defined in 3GPP TS 24.302 [xx].
Table 6.3.6.3.x-1: Enumeration AccessNetworkId
	Enumeration value
	Description

	"HRPD"
	Access Network: HRPD

	"WIMAX"
	Access Network: WiMAX

	"WLAN"
	Access Network: Wireless LAN

	"ETHERNET"
	Access Network: Ethernet



* * * Next Change * * * *
[bookmark: _Toc27585641][bookmark: _Toc36457664]A.4	Nudm_UEAU API

(… text not shown for clarity …)
    HssAuthenticationInfoRequest:
      type: object
      required:
        - hssAuthType
        - numOfRequestedVectors
      properties:
        supportedFeatures:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
        hssAuthType:
          $ref: '#/components/schemas/HssAuthType'
        numOfRequestedVectors:
          $ref: '#/components/schemas/NumOfRequestedVectors'
        servingNetworkId:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/PlmnId'
        resynchronizationInfo:
          $ref: '#/components/schemas/ResynchronizationInfo'
        anId:
          $ref: '#/components/schemas/AccessNetworkId'


(… text not shown for clarity …)
    HssAvType:
      anyOf:
        - type: string
          enum:
          - EPS_AKA
          - EAP_AKA
          - IMS_AKA
          - GBA_AKA
        - type: string

    AccessNetworkId:
      anyOf:
        - type: string
          enum:
          - HRPD
          - WIMAX
          - WLAN
          - ETHERNET
        - type: string

* * * End of Changes * * * *
