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[bookmark: _Toc20129598][bookmark: _Toc27584225]* * * First Change * * * *
[bookmark: _Toc19709011][bookmark: _Toc27745089][bookmark: _Toc29803242][bookmark: _Toc35970032][bookmark: _Toc36050826][bookmark: _Toc35970054]6.10	Support of Indirect Communication
[bookmark: _Toc19709012][bookmark: _Toc27745090][bookmark: _Toc29803243][bookmark: _Toc35970033][bookmark: _Toc36050827]6.10.1	General
NF Service Consumers and NF Service Producers may support or be configured to use Indirect Communication models via SCP as specified in clauses 6.3 and 7.1 of 3GPP TS 23.501 [3]. This clause defines specific requirements to support Indirect Communication models.
An SCP may be known to the NF (e.g. SCP based on independent deployment units) or not (e.g. SCP based on service mesh, with co-located NF and SCP within the same deployment unit). If the SCP is known to the NF, the NF shall be configured with a scheme, authority, and optionally a deployment-specific prefix of the SCP.  The scheme may be "http" or "https".  If the scheme is "https" then the authority shall contain an FQDN and not a literal IP address.  If the scheme is "http" then the authority shall contain either an FQDN or a literal IP address. In either case, the authority may optionally contain a port number.  If the SCP is known to the NF, but the NF is not configured with a deployment-specific prefix of the SCP, the NF shall consider the deployment-specific prefix of the SCP to be empty.  If the SCP is unknown to the NF, the NF may still be configured to use delegated discovery through the unknown SCP as detailed in Clause 6.10.2A.
NOTE:	See Annex G of 3GPP TS 23.501 [3] for SCP deployment examples.
Indirect Communication models shall support the same level of security as Direct Communication ones. Security requirements for Indirect Communications are specified in clause 5.9.2.4 of 3GPP TS 33.501 [17]. TLS shall be used between the SCP and NFs, if network security is not provided by other means. When co-located, the NF and associated SCP may interact using HTTP.
More than one SCP may be present in the communication path between an NF Service Consumer and an NF Service Producer.

* * * Next Change * * * *
[bookmark: _Toc35970034][bookmark: _Toc36050828]6.10.2	Routing Mechanisms with SCP Known to the NF
[bookmark: _Toc19709014][bookmark: _Toc27745092][bookmark: _Toc29803245][bookmark: _Toc35970035][bookmark: _Toc36050829]6.10.2.1	General
The routing mechanisms specified in clause 6.1 shall apply for Indirect Communication models with the additions or modifications specified in this clause.  This routing mechanism shall be used when TLS is used between the NF and the SCP, or between two SCPs.  This routing mechanism may also be used when TLS is not used, i.e., when network security is provided by other means.

* * * Next Change * * * *
[bookmark: _Toc19709015][bookmark: _Toc27745093][bookmark: _Toc29803246][bookmark: _Toc35970036][bookmark: _Toc36050830]6.10.2.2	HTTP/2 connection management
Separate HTTP(S) connections shall be set up between the HTTP client and the SCP, between SCPs (if there is more than one SCP in the communication path between the HTTP client and the HTTP server), and between the SCP and the HTTP server. HTTP CONNECT requests shall not be used for Indirect Communication models.
The NFs and the SCP shall manage the HTTP/2 connections as defined in clause 5.2.6.

[bookmark: _Toc19709017][bookmark: _Toc27745095][bookmark: _Toc29803248][bookmark: _Toc35970038][bookmark: _Toc36050832]* * * Next Change * * * *
[bookmark: _Toc35970037][bookmark: _Toc36050831]6.10.2.3	Connecting inbound
If the request is not satisfied by a local cache, the NF (acting as an HTTP/2 client) shall connect inbound by establishing (or reusing) a connection to an available SCP as defined in clause 5.2 of IETF RFC 7230 [12] when sending HTTP/2 request.
When forwarding a request to another SCP, an SCP shall connect inbound by establishing (or reusing) a connection to the next hop SCP.
When the SCP forwards the request to the HTTP server, the SCP (acting as an HTTP/2 client) shall connect inbound to an authority server for the target resource. For connecting inbound to an authority not in the same PLMN, the SCP shall connect to the Security Edge Protection Proxy.

* * * Next Change * * * *
6.10.2.4	Pseudo-header setting
[bookmark: _Toc27745097][bookmark: _Toc29803249][bookmark: _Toc19709019]For Indirect Communications with or without delegated discovery, when sending a request to the SCP, the HTTP client shall set the pseudo-headers as follows:
-	":scheme"set to "http" or "https";
-	":authority" set to the FQDN or IP address of the SCP (if the scheme is "http"), or to the FQDN of the SCP (if the scheme is "https");
-	":path" including the optional deployment-specific string of the SCP and the path and query components of the target URI excluding the optional deployment-specific string of the target URI.
An HTTP client sending a notification or callback request cannot know whether the callback URI contains any deployment specific string or not. Accordingly, it shall behave assuming that there is no deployment specific string in the callback (i.e. target) URI.
Additionally, for HTTP requests for which an HTTP client may cache responses (e.g. GET request), the HTTP client should include the cache key (ck) query parameter set to an implementation specific value that is bound to the target NF (see clause 6.10.2.6).
The HTTP client shall include the apiRoot of an authority server for the target resource (including the optional deployment-specific string of the target URI), if available, in the 3gpp-Sbi-Target-apiRoot header (see clause 6.10. 2.5).
When forwarding a request to another SCP, an SCP shall replace the apiRoot of the SCP received in the request URI of the incoming request by the apiRoot of the next hop SCP. The SCP shall include the apiRoot of an authority server for the target resource (including the optional deployment-specific string of the target URI), if available, e.g. if the 3gpp-Sbi-Target-apiRoot header was received in the request. The SCP shall set the pseudo-headers as specified in clause 6.1, with the following additions:
-	the SCP shall modify the ":authority" HTTP/2 pseudo-header field to the FQDN of the next hop SCP.
-	the SCP shall remove any optional deployment-specific string of the SCP in the ":path" HTTP/2 pseudo-header and add any optional deployment-specific string of the next hop SCP;
-	the SCP shall remove the cache key query parameter, if this parameter was received in the request.
When forwarding a request to the HTTP server, the SCP shall replace the apiRoot of the SCP received in the request URI of the incoming request by the apiRoot of the target NF service instance. If the 3gpp-Sbi-Target-apiRoot header was received in the request, the SCP shall use it as the apiRoot of the target NF service instance, if the SCP does not (re)select a different HTTP server, and regardless shall remove it from the forwarded request. The SCP shall set the pseudo-headers as specified in clause 6.1, with the following additions:
-	the SCP shall modify the ":authority" HTTP/2 pseudo-header field to the FQDN of the target NF service instance.
-	the SCP shall remove any optional deployment-specific string of the SCP in the ":path" HTTP/2 pseudo-header and add any optional deployment-specific string of the target URI;
-	the SCP shall remove the cache key query parameter, if this parameter was received in the request.
EXAMPLE 1:	For indirect communication without delegated discovery, if the NF Service Consumer needs to send the request "GET https://example.com/a/b/c/nudm-sdm/v1/{supi}/nssai" to the NF Service Producer (represented by the FQDN "example.com" and where "a/b/c" is the apiPrefix of the NF service producer figured out from NRF discovery):
-	the NF service consumer shall send the request "GET https://scp.com/1/2/3/nudm-sdm/v1/{supi}/nssai" to the SCP (where "1/2/3" is the "apiPrefix" of the SCP), with the "3gpp-sbi-target-apiRoot" header set to "https://example.com/a/b/c".
-	the SCP shall send the request "GET https://example.com/a/b/c/nudm-sdm/v1/{supi}/nssai" to the NF Service Producer, without any "3gpp-sbi-target-apiRoot" header.
EXAMPLE 2:	For indirect communication, if the NF Service Producer needs to send a notification request "POST https://example.com/a/b/c/notification" to the NF Service Consumer (represented by the FQDN "example.com", i.e. the host part of the callback URI):
-	the NF service producer shall send the request "POST https://scp.com/1/2/3/a/b/c/notification" to the SCP (where "1/2/3" is the "apiPrefix" of the SCP), with the "3gpp-sbi-target-apiRoot" header set to "https://example.com".
-	the SCP shall send the request "POST https://example.com/a/b/c/notification" to the NF Service Producer, without any "3gpp-sbi-target-apiRoot" header.
[bookmark: _Toc27745098][bookmark: _Toc29803250][bookmark: _Toc35970040][bookmark: _Toc36050834]
* * * Next Change * * * *
[bookmark: _Toc27745107][bookmark: _Toc29803259][bookmark: _Toc35970049][bookmark: _Toc36050843][bookmark: _Toc19709022]6.10.3.4	Returning the NF Service Producer ID to the NF Service Consumer
When using delegated discovery, if and only if the NF Service Producer does not return a client binding indication in a service response creating a resource, the SCP that (re)selected the target NF service instance shall include the 3gpp-Sbi-Producer-Id header in the HTTP response it forwards towards the NF Service Consumer, containing the NF Instance ID of the NF Service Producer selected by the SCP (see clause 6.10.3.2).
NOTE 1:	This allows to support deployments where not all NF Service Producers have been upgraded to support the binding procedures.
NOTE 2:	In scenarios where the same NF Service Producer needs to be selected when creating new resources, e.g. when the AMF needs to establish a new PDU session towards the same SMF as the one selected for a previous PDU session, the NF Service Consumer can include the 3gpp-Sbi-Discovery-target-nf-instance-id header set to the NF Instance ID of the NF Service Producer in the request creating the new resource.
NOTE x:	An SCP needs not insert a 3gpp-Sbi-Producer-Id header in the HTTP response if it receives the 3gpp-Sbi-Target-apiRoot header in the HTTP request and the SCP did not reselect a different NF Service Producer.  
[bookmark: _Toc19709023][bookmark: _Toc27745109][bookmark: _Toc29803261][bookmark: _Toc35970051][bookmark: _Toc36050845]
* * * End of Changes * * * *
