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* * * * First Change * * * *
5.2.2.2.1	General
The service operation "Authenticate" permits the requester NF to initiate the Authentication of the UE by providing the following information to the AUSF:
-	UE id (i.e.g. SUPI or SUCI)
-	Serving Network Name
The AUSF retrieves the UE's subscribed authentication method from the UDM and depending on the information provided by the UDM, the AUSF enters in one of the following procedures:
-	5G-AKA
-	EAP-based authentication'
For those two different procedures a new resource is generated by the AUSF. The content of the resource will depend on the procedure and will be returned to the AMF.
This service operation "Authenticate" also permits the requester NF to initiate the Authentication of the FN-RG registration via W-AGF by providing the following information to the AUSF:
-	UE id (i.e.g. SUCI)
-	Indication that the W-AGF has authenticated the FN-RG
The AUSF retrieves the UE's SUPI, indication that authentication is not required for the FN-RG from the UDM, and AUSF shall not perform the authentication.

The service operation "Authenticate" also permits the requester NF to inform the AUSF to remove the UE authentication result in the UDM.
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5.2.2.2.2	5G AKA
In this procedure, the NF Service Consumer (AMF) requests the authentication of the UE by providing UE related information and the Sserving Nnetwork Nname to the NF Service Producer (AUSF), which retrieves UE related data and authentication method from the UDM. In this case the retrieved authentication method is and the 5G AKA is selected. The NF Service Consumer (AMF) shall then return to the AUSF the result received from the UE:



Figure 5.2.2.2.2-1: 5G AKA
1.	The NF Service Consumer (AMF) shall send a POST request to the AUSF. The payload of the body shall contain at least the UE Id and the Serving Network Name.
2a.	On success, "201 Created" shall be returned. The payload body shall contain the representation of the resource created and the "Location" header shall contain the URI of the created resource (e.g. .../v1/ue_authentications/{authCtxId}). The AUSF generates a sub-resource "5g-aka-confirmation". The AUSF shall provide an hypermedia link towards this sub-resource in the payload to indicate to the AMF where it shall send a PUT for the confirmation.
2b.	On failure, one of the HTTP status code listed in table 6.1.7.3-1 shall be returned with the message body containing a ProblemDetails structure with the "cause" attribute set to one of the application error listed in Table 6.1.7.3-1. If the serving network is not authorized, the AUSF shall use the SERVING_NETWORK_NOT_AUTHORIZED "cause".
3.	Based on the relation type, the NF Service Consumer (AMF) deduces that it shall send a PUT containing the "RES*" provided by the UE to the URI provided by the AUSF or derived by itself. The NF Service Consumer (AMF) shall also send a PUT containing null value in the RES* to indicate the failure to the AUSF for the following cases:
-	if the UE is not reached, and the RES* is never received by the NF Service Consumer (AMF);
-	the comparation of the HRES* and HXRES* is unsuccessful in the NF Service Consumer (AMF);
-	the authentication failure is received from the UE, e.g. synchronization failure or MAC failure;
4a.	On success, "200 OK" shall be returned. If the UE is not authenticated, e.g. the verification of the RES* was not successful in the AUSF, the AUSF shall set the value of AuthResult to AUTHENTICATION_FAILURE.
4b.	On failure, one of the HTTP status code listed in table 6.1.7.3-1 shall be returned with the message body containing a ProblemDetails structure with the "cause" attribute set to one of the application error listed in Table 6.1.7.3-1.
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In this procedure, the NF Service Consumer (AMF) requests the authentication of the FN-RG registration via W-AGF by providing the the SUCI of the FN-RG and the authenticated indication.



Figure 5.2.2.2.4-1: Authentication for FN-RG
1.	The NF Service Consumer (AMF) shall send a POST request to the AUSF. The payload of the body shall contain at least the UE Id and the authenticated indication.
2a.	On success, "201 Created" shall be returned. The payload body shall contain the representation of the resource created and the "Location" header shall contain the URI of the created resource (e.g. .../v1/rg-authentications/{authCtxId}).
2b.	On failure, one of the HTTP status code listed in table 6.1.7.3-1 shall be returned with the message body containing a ProblemDetails structure with the "cause" attribute set to one of the application error listed in Table 6.1.7.3-1.
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