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[bookmark: _Toc25270631][bookmark: _Toc34310284]BEGIN OF CHANGE
4.1	Introduction
The Network Function (NF) Authentication Server Function (AUSF) is the network entity in the 5G Core Network (5GC) supporting the following functionalities:
-	Authenticate the UE for the requester NF,
-	Provide keying material to the requester NF,
-	Protect the Steering Information List for the requester NF.,
-	Protect the UE Parameter Update Data for the requester NF.,
-	Provide Network Slice-Specific Authentication and Authorization (NSSAA) service to the requester NF.
Figure 4-1 shows the reference architecture for the AUSF:



Figure 4-1: AUSF in 5G System architecture
This figure represents the AUSF architecture in the Service-based Architecture model. In the reference point model, the interface between the AMF and the AUSF is named N12. In this release, the SEAF function is collocated with the AMF. The  AUSF may provide the service to the UDM.
[bookmark: _Toc25270633][bookmark: _Toc34310286]NEXT CHANGE
5.1	Introduction
The AUSF offers to NF Service Consumers (e.g. AMF) the following services:
-	Nausf_UEAuthentication
-	Nausf_SoRProtection
-	Nausf_UPUProtection
-	Nausf_NSSAA
Table 5.1-1 summarizes the corresponding APIs defined for this specification. 
Table 5.1-1: API Descriptions
	Service Name
	Clause
	Description
	OpenAPI Specification File
	apiName
	Annex

	Nausf_UEAuthentication
	6.1
	AUSF UE Authentication Service
	TS29509_Nausf_UEAuthentication.yaml
	nausf-auth
	A.2

	Nausf_SoRProtection
	6.2
	AUSF SoR Protection Service
	TS29509_Nausf_SoRProtection.yaml
	nausf-sorprotection
	A.3

	Nausf_UPUProtection
	6.3
	AUSF UPU Protection Service
	TS29509_Nausf_UPUProtection.yaml
	nausf-upuprotection
	A.4

	Nausf_NSSAA
	6.x
	AUSF Slice-Specific Authentication Service
	TS29509_Nausf_NSSAA.yaml
	nausf-nssaa
	A.5



[bookmark: _Toc25270634][bookmark: _Toc34310287]NEXT CHANGE
5.X	Nausf_NSSAA Service
[bookmark: _Toc25270635][bookmark: _Toc34310288]5.X.1	Service Description
The AUSF is acting as NF Service Producer. It provides Network Slice-Specific authentication and authorization service to the requester NF. The NF Service Consumer is the AMF.
For this service, the following service operations are defined:
-	Authenticate
-	Notify
This service permits to authenticate and authorize the slice by relaying the request to an AAA Proxy or AAA Server.
[bookmark: _Toc25270636][bookmark: _Toc34310289]5.X.2	Service Operations
[bookmark: _Toc25270637][bookmark: _Toc34310290]5.X.2.1	Introduction
The service operations defined for the Nausf_NSSAA is as follows:
-	Authenticate: It allows the AMF to request the AUSF to perform slice-specific authentication and authorization for a UE.
-	Notify: It is used to provide notification to the current AMF that re-authentication and re-authorization is needed for the UE, or revocation of authentication and authorization is to be triggered.
[bookmark: _Toc25270638][bookmark: _Toc34310291]5.X.2.2	Authenticate
[bookmark: _Toc25270639][bookmark: _Toc34310292]5.X.2.2.1	General
The service operation "Authenticate" permits the requester NF (i.e. the AMF) to initiate the Network Slice-Specific Authentication and Authorization. The AUSF relays the EAP message to an AAA-P or directly to an AAA-S, and collects the result of slice-specific authentication and authorization from the AAA-P or the AAA-S, as specified in clause 4.2.9.2 of 3GPP TS 23.502 [3].
[bookmark: _Toc25270640][bookmark: _Toc34310293]5.X.2.2.2	Slice-Specific Authentication and Authorization
In this procedure, the NF Service Consumer (AMF) requests the AUSF to perform Network Slice-Specific Authentication and Authorization.


Figure 5.X.2.2.2-1: Network Slice-Specific Authentication and Authorization
1.	The NF Service Consumer (AMF) shall send a POST request to the AUSF, to perform slice-specific authentication and authorization. The payload of the body shall contain the slice authentication information, which includes:
-	UE ID (i.e. GPSI)
-	S-NSSAI
-	AAA-S address
-	EAP ID Response message (which is received from the UE)
2.	The AUSF creates slice authentication context for the UE, and forwards the slice EAP ID Response message to the AAA-P or the AAA-S to perform slice-specific authentication and authorization. Depends on the result, step 3a or step 3b is performed.
3a.	On success, "201 Created" shall be returned. The "Location" header shall contain the URI of the created resource (e.g. .../v1/slice_authentications/{authCtxId}). The payload body shall contain the slice authentication context, which includes the EAP message from the AAA-P or the AAA-S. The NF Service Consumer (AMF) shall forwad the received EAP message to the UE in NAS message, as specified in clause 4.2.9.2 of 3GPP TS 23.502 [3].
3b.	On failure, one of the HTTP status code listed in table 6.X.7.3-1 shall be returned with the message body containing a ProblemDetails structure with the "cause" attribute set to one of the application error listed in Table 6.X.7.3-1. If the slice is not authorized, the AUSF shall use the SLICE_NOT_AUTHORIZED "cause".
4.	Once receiving EAP message from the UE, the NF Service Consumer (AMF) shall send a PUT request to the AUSF. The payload body shall carry the slice authentication confirmation data which includes:
-	UE ID (i.e. GPSI)
-	S-NSSAI
-	AAA-S address
-	EAP Message (which is received from the UE)
5.	The AUSF forwards the EAP Message to the AAA-P or the AAA-S to confirm the slice-specific authentication and authorization. Depends on the result, step 6a or step 6b is performed.
6a.	On success, "200 OK" shall be returned. The payload body shall contain the slice authentication confirmation response, which includes the EAP success/failure message from the AAA-P or the AAA-S.
If the UE is not authenticated, e.g. the verification of the RES* was not successful in the AUSF, the AUSF shall set the value of AuthResult to SLICE_AUTHENTICATION_FAILURE.
6b.	On failure, one of the HTTP status code listed in table 6.X.7.3-1 shall be returned with the message body containing a ProblemDetails structure with the "cause" attribute set to one of the application error listed in Table 6.1.7.3-1.
[bookmark: _Toc25270659][bookmark: _Toc34310314]5.X.2.3	Notify
Editor’s Notes:	The details of Notify service operation has not been defined by SA2/SA3.
NEXT CHANGE
6.X	Nausf_NSSAA Service API
[bookmark: _Toc25270660][bookmark: _Toc34310315]6.X.1	API URI
URIs of this API shall have the following root:
{apiRoot}/{apiName}/{apiVersion}/
where "apiRoot" is defined in clause 4.4.1 of 3GPP TS 29.501 [5], the "apiName" shall be set to "nausf-nssaa" and the "apiVersion" shall be set to "v1" for the current version of this specification.
[bookmark: _Toc25270661][bookmark: _Toc34310316]6.X.2	Usage of HTTP
[bookmark: _Toc25270662][bookmark: _Toc34310317]6.X.2.1	General
HTTP/2, as defined in IETF RFC 7540 [6], shall be used as specified in clause 5 of 3GPP TS 29.500 [4].
[bookmark: _Toc25270663][bookmark: _Toc34310318]6.X.2.2	HTTP standard headers
[bookmark: _Toc25270664][bookmark: _Toc34310319]6.X.2.2.1	General
The usage of HTTP standard headers is specified in clause 5.2.2 of 3GPP TS 29.500 [4].
[bookmark: _Toc25270665][bookmark: _Toc34310320]6.X.2.2.2	Content type
The following content types shall be supported:
-	JSON, as defined in IETF RFC 8259 [7], shall be used as content type of the HTTP bodies specified in the present specification as indicated in clause 5.4 of 3GPP TS 29.500 [4].
-	The Problem Details JSON Object (IETF RFC 7807 [11]. The use of the Problem Details JSON object in a HTTP response body shall be signalled by the content type "application/problem+json"
-	The 3GPP hypermedia format as defined in 3GPP TS 29.501 [5]. The use of the 3GPP hypermedia format in a HTTP response body shall be signalled by the content type "application/3gppHal+json"
[bookmark: _Toc25270666][bookmark: _Toc34310321]6.X.2.3	HTTP custom headers
[bookmark: _Toc25270667][bookmark: _Toc34310322]6.X.2.3.1	General
The usage of HTTP custom headers shall be supported as specified in clause 5.2.3 of 3GPP TS 29.500 [4].
[bookmark: _Toc25270668][bookmark: _Toc34310323]6.X.3	Resources
[bookmark: _Toc25270669][bookmark: _Toc34310324]6.X.3.1	Overview
The structure of the Resource URIs of the NSSAA service is shown in Figure 6.X.3.1-1


Figure 6.X.3.1-1: Resource URI structure of the AUSF API
Table 6.X.3.1-1 provides an overview of the resources and applicable HTTP methods.
Table 6.X.3.1-1: Resources and methods overview
	Resource name
	Resource URI
	HTTP method or custom operation
	Description

	slice-authentications
(Collection)
	/v1/slice-authentications
	POST
	Initiate the slice-specific authentication and authorization process by providing inputs related to the UE and a specific slice.

	slice-authenticaiton
(Document)
	/v1/slice-authentications/{authCtxId}

	PUT
	Put the UE response from the EAP process.

	
	
	DELETE
	DELETE the slice authentication context.



[bookmark: _Toc25270670][bookmark: _Toc34310325]6.X.3.2	Resource: slice-authentications (Collection)
[bookmark: _Toc25270671][bookmark: _Toc34310326]6.X.3.2.1	Description
This resource represents a collection of the slice-authentication resources generated by the AUSF.
[bookmark: _Toc25270672][bookmark: _Toc34310327]6.X.3.2.2	Resource Definition
Resource URI: {apiRoot}/nausf-auth/v1/slice-authentications
This resource shall support the resource URI variables defined in table 6.X.3.2.2-1.
Table 6.X.3.2.2-1: Resource URI variables for this resource
	Name
	Definition

	apiRoot
	See clause 6.X.1



[bookmark: _Toc25270673][bookmark: _Toc34310328]6.X.3.2.3	Resource Standard Methods
[bookmark: _Toc25270674][bookmark: _Toc34310329]6.X.3.2.3.1	POST
This method shall support the URI query parameters specified in table 6.X.3.2.3.1-1.
Table 6.X.3.2.3.1-1: URI query parameters supported by the POST method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



This method shall support the request data structures specified in table 6.X.3.2.3.1-2 and the response data structures and response codes specified in table 6.X.3.2.3.1-3.
Table 6.X.3.2.3.1-2: Data structures supported by the POST Request Body on this resource
	Data type
	P
	Cardinality
	Description

	SliceAuthInfo
	M
	1
	Contains the GPSI, S-NSSAI, and EAP ID from the UE, etc.



Table 6.X.3.2.3.1-3: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
Codes
	Description

	SliceAuthContext
	M
	1
	201 Created
	This case indicates the corresponding resource has been created by the AUSF for the requested slice-specific authenticiation and authorization, and further EAP process is required.
The HTTP response shall include a "Location" header that contains the resource URI of the created resource.

	ProblemDetails
	O
	0..1
	400 Bad Request
	This case represents the failure to start slice-specifc authentication and authorization because of input parameter error.

	ProblemDetails
	O
	0..1
	403 Forbidden
	This case represents when the UE or the slice is not allowed to be authenticated.
The "cause" attribute may be used to indicate one of the following application errors:
- AUTHENTICATION_REJECTED

	ProblemDetails
	O
	0..1
	404 Not Found
	The "cause" attribute may be used to indicate one of the following application errors:
- CONTEXT_NOT_FOUND
- USER_NOT_FOUND

	NOTE:	The mandatory HTTP error status codes for the POST method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] other than those specified in the table above also apply, with a ProblemDetails data type (see clause 5.2.7 of 3GPP TS 29.500 [4].



[bookmark: _Toc25270675][bookmark: _Toc34310330]6.X.3.2.4	Resource Custom Operations
[bookmark: _Toc25270676][bookmark: _Toc34310331]6.X.3.2.4.1	Overview
There is no Resource Custom Operations in the current version of this API.
[bookmark: _Toc25270677][bookmark: _Toc34310332]6.X.3.3	Resource: slice-authentication (Document)
[bookmark: _Toc25270678][bookmark: _Toc34310333]6.X.3.3.1	Description
The subresource "slice-authentication" is generated by the AUSF. This subresource should not persist after the slice-specific authentication and authorization process finishes.
[bookmark: _Toc25270679][bookmark: _Toc34310334]6.X.3.3.2	Resource Definition
Resource URI: {apiRoot}/nausf-nssaa/v1/slice-authentications/{authCtxId}
This resource shall support the resource URI variables defined in table 6.X.3.2.2-1.
Table 6.X.3.3.2-1: Resource URI variables for this resource
	Name
	Definition

	apiRoot
	See clause 6.X.1

	authCtxId
	Represents a specific ue-authentication



[bookmark: _Toc25270680][bookmark: _Toc34310335]6.X.3.3.3	Resource Standard Methods
[bookmark: _Toc25270681][bookmark: _Toc34310336]6.X.3.3.3.1	PUT
This method shall support the URI query parameters specified in table 6.X.3.3.3.1-1.
Table 6.X.3.2.3.1-1: URI query parameters supported by the PUT method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



This method shall support the request data structures specified in table 6.X.3.3.3.1-2 and the response data structures and response codes specified in table 6.X.3.3.3.1-3.
Table 6.X.3.3.3.1-2: Data structures supported by the PUT Request Body on this resource
	Data type
	P
	Cardinality
	Description

	SliceAuthConfirmationRequest
	M
	1
	Contains the EAP message generated by the UE and provided to the AMF.



Table 6.X.3.3.3.1-3: Data structures supported by the PUT Response Body on this resource
	Data type
	P
	Cardinality
	Response
Codes
	Description

	SliceAuthConfirmationResponse
	M
	1
	200 OK
	This case indicates that the AUSF has performed the slice-specific authentication. The response body shall contain the result of the slice-specific authentication and authorization.

	ProblemDetails
	O
	0..1
	400 Bad Request
	This case represents a slice-specific authentication failure because of input parameter error. This indicates that the AUSF was not able to confirm the slice-specific authentication.

	NOTE:	The mandatory HTTP error status codes for the PUT method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] other than those specified in the table above also apply, with a ProblemDetails data type (see clause 5.2.7 of 3GPP TS 29.500 [4].



[bookmark: _Toc34310337]6.X.3.3.3.2	DELETE
This method shall support the URI query parameters specified in table 6.X.3.3.3.2-1.
Table 6.X.3.3.3.2-1: URI query parameters supported by the DELETE method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



This method shall support the request data structures specified in table 6.X.3.3.3.2-2 and the response data structures and response codes specified in table 6.X.3.3.3.2-3.
Table 6.X.3.3.3.2-2: Data structures supported by the DELETE Request Body on this resource
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	



Table 6.X.3.3.3.2-3: Data structures supported by the DELETE Response Body on this resource
	Data type
	P
	Cardinality
	Response
Codes
	Description

	n/a
	
	
	204 No Content
	

	NOTE:	The mandatory HTTP error status codes for the DELETE method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] other than those specified in the table above also apply, with a ProblemDetails data type (see clause 5.2.7 of 3GPP TS 29.500 [4].



[bookmark: _Toc25270692][bookmark: _Toc34310349]6.X.4	Custom Operations without associated resources
[bookmark: _Toc25270693][bookmark: _Toc34310350]6.X.4.1	Overview
There is no Custom Operation in the current version of this API.
[bookmark: _Toc25270694][bookmark: _Toc34310351]6.X.5	Notifications
[bookmark: _Toc25270695][bookmark: _Toc34310352]6.X.5.1	General
There is no use of notification in the current version of this API.
[bookmark: _Toc25270696][bookmark: _Toc34310353]6.X.6	Data Model
[bookmark: _Toc25270697][bookmark: _Toc34310354]6.X.6.1	General
This clause specifies the application data model supported by the API.
Table 6.X.6.1-1 specifies the data types defined for the Nausf service based interface protocol.
Table 6.X.6.1-1: Nausf specific Data Types
	Data type
	Clause defined
	Description

	SliceAuthInfo
	6.X.6.2.2
	Contains the GPSI, S-NSSAI, EAP ID and.

	SliceAuthCtx
	6.X.6.2.3
	Contains the information related to the resource generated to handle the slice-specific authentication and authorization.

	SliceAuthConfirmationRequest
	6.X.6.2.6
	Contains the EAP message from the UE for EAP process.

	SliceAuthConfirmationResponse
	6.X.6.2.8
	Contains the authentication request from the AUSF to the UE.

	EapMessage
	6.x.6.3.2
	EAP message

	SliceAuthResult
	[bookmark: _GoBack]6.x.6.3.3
	Slice Authentication and Authorization result



Table 6.X.6.1-2 specifies data types re-used by the Nausf service based interface protocol from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Nausf service based interface.
Table 6.X.6.1-2: Nausf re-used Data Types
	Data type
	Reference
	Comments

	ProblemDetails
	3GPP TS 29.571 [10]
	Common Data Type used in response bodies

	Gpsi
	3GPP TS 29.571 [10]
	GPSI

	SingleNssai
	3GPP TS 29.571 [10]
	S-NSSAI



[bookmark: _Toc25270698][bookmark: _Toc34310355]6.X.6.2	Structured data types
[bookmark: _Toc25270699][bookmark: _Toc34310356]6.X.6.2.1	Introduction
The following clause defines the structures to be used in resource representations.
[bookmark: _Toc25270700][bookmark: _Toc34310357]6.X.6.2.2	Type: SliceAuthInfo
Table 6.X.6.2.2-1: Definition of type SliceAuthInfo
	Attribute name
	Data type
	P
	Cardinality
	Description

	gpsi
	Gpsi
	M
	1
	Contains the GPSI of the UE.

	sNssai
	SingleNssai
	M
	1
	Contains the S-NSSAI for authentication.

	serverAddress
	String
	C
	0..1
	Contains the address of AAA Server

	eapId
	EapMessage
	M
	1
	Contains the EAP ID Responses message from the UE.



[bookmark: _Toc25270701][bookmark: _Toc34310358]6.X.6.2.3	Type: SliceAuthCtx
Table 6.X.6.2.3-1: Definition of type SliceAuthCtx
	Attribute name
	Data type
	P
	Cardinality
	Description

	authCtxId
	AuthCtxId
	M
	1
	Indicates the ID used to identify the resource of slice-specific authentication context. This authCxtId is generated by the AUSF.

	eapMessage
	EapMessage
	M
	1
	Contains the EAP message to be sent to the UE.



[bookmark: _Toc25270704][bookmark: _Toc34310361]6.X.6.2.4	Type: SliceAuthConfirmationData
Table 6.X.6.2.4-1: Definition of type SliceAuthConfirmationData
	Attribute name
	Data type
	P
	Cardinality
	Description

	gpsi
	Gpsi
	M
	1
	Contains the GPSI of the UE.

	sNssai
	SingleNssai
	M
	1
	Contains the S-NSSAI for authentication.

	serverAddress
	String
	C
	0..1
	Contains the address of AAA Server

	eapMessage
	EapMessage
	M
	1
	Contains the EAP message received from the UE.



[bookmark: _Toc25270706][bookmark: _Toc34310363]6.X.6.2.5	Type: SliceAuthConfirmationResponse
Table 6.X.6.2.5-1: Definition of type SliceAuthConfirmationResponse
	Attribute name
	Data type
	P
	Cardinality
	Description

	gpsi
	Gpsi
	M
	1
	Contains the GPSI of the UE.

	sNssai
	SingleNssai
	M
	1
	Contains the S-NSSAI for authentication.

	authResult
	AuthResult
	M
	1
	Indicates the result of slice-specific authentication.



[bookmark: _Toc25270709][bookmark: _Toc34310366]6.X.6.3	Simple data types and enumerations
[bookmark: _Toc25270710][bookmark: _Toc34310367]6.X.6.3.1	Introduction
This clause defines simple data types and enumerations that can be referenced from data structures defined in the previous clauses.
[bookmark: _Toc25270711][bookmark: _Toc34310368]6.X.6.3.2	Simple data types
Table 6.X.6.3.2-1: Simple data types
	Type Name
	Type Definition
	Description

	EapMessage
	string
	The EAP packet is encoded using base64 (see IETF RFC 4648 [19]) and represented as a String.
Format: base64

	
	
	



[bookmark: _Toc25270713][bookmark: _Toc34310370]6.X.6.3.3	Enumeration:	SliceAuthResult
Table 6.X.6.3.3-1: Enumeration SliceAuthResult
	Enumeration value
	Description

	AUTHENTICATION_SUCCESS
	This value is used to indicate that the AUSF successfully authenticate the UE and the slice

	AUTHENTICATION_FAILURE
	This value is used to indicate that the AUSF fails to authenticate the UE and the slice.

	AUTHENTICATION_ONGOING
	This value is used during an EAP Session to indicate that the EAP session is still ongoing.



[bookmark: _Toc25270718][bookmark: _Toc34310375]6.X.6.4	Binary data
[bookmark: _Toc25270719][bookmark: _Toc34310376]6.X.6.4.1	Introduction
There is no binary data in the current version of this API.
[bookmark: _Toc25270720][bookmark: _Toc34310377]6.X.7	Error Handling
[bookmark: _Toc25270721][bookmark: _Toc34310378]6.X.7.1	General
HTTP error handling shall be supported as specified in clause 5.2.4 of 3GPP TS 29.500 [4].
The Cause codes mapping performed by AMF between the following HTTP responses returned by the AUSF services to the AMF and the 5GMM related values is specified in clause 4.2.2 of 3GPP TS 29.524 [24].
[bookmark: _Toc25270722][bookmark: _Toc34310379]6.X.7.2	Protocol Errors
Protocol errors shall be supported as specified in clause 5.2.7 of 3GPP TS 29.500 [4].
[bookmark: _Toc25270723][bookmark: _Toc34310380]6.X.7.3	Application Errors
The common application errors defined in the Table 5.2.7.2-1 in 3GPP TS 29.500 [4] may also be used for the Nausf_NSSAA service. The following application errors listed in Table 6.X.7.3-1 are specific for the Nausf_NSSAA service.
Table 6.X.7.3-1: Application errors
	[bookmark: _Hlk510519236]Application Error
	HTTP status code
	Description

	AUTHENTICATION_REJECTED
	403 Forbidden
	The user cannot be authenticated with this authentication method e.g. only SIM data available

	CONTEXT_NOT_FOUND
	404 Not Found
	The AUSF cannot found the resource corresponding to the URI provided by the NF Service Consumer

	USER_NOT_FOUND
	404 Not Found
	The user does not exist in the HPLMN

	UPSTREAM_SERVER_ERROR
	504 Gateway Timeout
	No response is received from a remote peer, e.g. from the AAA-P or AAA-S

	NETWORK_FAILURE
	504 Gateway Timeout
	The request is rejected due to a network problem.



[bookmark: _Toc25270724][bookmark: _Toc34310381]6.X.8	Security
As indicated in 3GPP TS 33.501 [8], the access to the Nausf_NSSAA Service API may be authorized by means of the Oauth2 protocol (see IETF RFC 6749 [13]), using the "Client Credentials" authorization grant, where the NRF (see 3GPP TS 29.510 [14]) plays the role of the authorization server.
If OAuth2 is used, an NF Service Consumer, prior to consuming service offered by the Nausf_UEAuthentication Service API, shall obtain a "token" from the authorization server, by invoking the Access Token Request service, as described in 3GPP TS 29.510 [14], clause 5.4.2.2.
NOTE:	When multiple NRFs are deployed in a network, the NRF used as authorization server is the same NRF that the NF Service Consumer used for discovering the Nausf_UEAuthentication service.
The Nausf_NSSAA Service API does not define any scopes for Oauth2 authorization as specified in 3GPP TS 33.501 [8]; it defines a single scope consisting on the name of the service (i.e., "nausf-auth"), and it does not define any additional scopes at resource or operation level.
[bookmark: _Toc25270808][bookmark: _Toc34310465]NEXT CHANGE
A.2	Nausf_NSSAA
openapi: 3.0.0
info:
  version: 1.0.0.alpha-1
  title: AUSF API
  description: |
    AUSF UE Authentication Service.
    © 2020, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.

externalDocs:
  description: 3GPP TS 29.509 V16.4.0; 5G System; 3GPP TS Authentication Server services.
  url: 'http://www.3gpp.org/ftp/Specs/archive/29_series/29.509'

servers:
  - url: '{apiRoot}/nausf-auth/v1'
    variables:
      apiRoot:
        default: https://example.com
        description: apiRoot as defined in clause clause 4.4 of 3GPP TS 29.501.

security:
  - {}
  - oAuth2ClientCredentials:
      - nausf-auth
paths:
  /slice-authentications:
    post:
      requestBody:
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/SliceAuthInfo'
        required: true
      responses:
        '201':
          description: SliceAuthCtx
          content:
            application/3gppHal+json:
              schema:
                $ref: '#/components/schemas/SliceAuthCtx'
          headers:
            Location:
              description: 'Contains the URI of the newly created resource according to the structure: {apiRoot}/nausf-auth/v1/slice-authentications/{authCtxId}'
              required: true
              schema:
                type: string
        '400':
          description: Bad Request from the AMF
          content:
            application/problem+json:
              schema:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'
        '403':
          description: Forbidden due to slice authentication rejected
          content:
            application/problem+json:
              schema:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'
        '404':
          description: User does not exist
          content:
            application/problem+json:
              schema:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'
  /ue-authentications/{authCtxId}:
    put:
      parameters:
        - name: authCtxId
          in: path
          required: true
          schema:
            type: string
      requestBody:
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/SliceAuthConfirmationData'
      responses:
        '200':
          description: Request processed (EAP success or Failure)
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/SliceAuthConfirmationResponse'
        '400':
          description: Bad Request
          content:
            application/problem+json:
              schema:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'
        '500':
          description: Internal Server Error
          content:
            application/problem+json:
              schema:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'
    delete:
      summary: Deletes the slice authentication context
      operationId: DeleteSliceAuthenticationContext
      tags:
        - Slice Authentication Context Deletion
      parameters:
        - name: authCtxId
          in: path
          required: true
          schema:
            type: string
      responses:
        '204':
          description: Expected response to a successful slice authentication context removal
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'

components:
  securitySchemes:
    oAuth2ClientCredentials:
      type: oauth2
      flows:
        clientCredentials:
          tokenUrl: '{nrfApiRoot}/oauth2/token'
          scopes:
            nausf-auth: Access to Nausf_NSSAI API
  schemas:
    SliceAuthInfo:
      type: object
      properties:
        gpsi:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Gpsi'
        snssai:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SingleNssai'
        serverAddr:
          type: string
        eapId:
          $ref: '#/components/schemas/EapMessage'
      required:
        - gpsi
        - snssai
        - eapId

    SliceAuthCtx:
      type: object
      properties:
        authCxtId:
          type: string
        eapMessaage:
          $ref: '#/components/schemas/EapMessage'
      required:
        - authCxtId
        - eapMessage

    SliceAuthConfirmationData:
      type: object
      properties:
        gpsi:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Gpsi'
        snssai:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SingleNssai'
        serverAddr:
          type: string
        eapMessage:
          $ref: '#/components/schemas/EapMessage'
      required:
        - gpsi
        - snssai
        - eapMessage

    SliceAuthConfirmationResponse:
      type: object
      properties:
        gpsi:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Gpsi'
        snssai:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SingleNssai'
        authResult:
          $ref: '#/components/schemas/SliceAuthResult'
      required:
        - gpsi
        - snssai
        - authResult

    SliceAuthResult:
      type: string
      enum:
        - AUTHENTICATION_SUCCESS
        - AUTHENTICATION_FAILURE
        - AUTHENTICATION_ONGOING

    EapMessage:
      type: string
      format: base64
      description: contains an EAP packet
      nullable: true
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