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	Reason for change:
	As specified in clause 6.14 of TS33.501, when the UDM wants to send SoR data to the UE, it needs to first invoke Nausf_SoRProtection to the AUSF. Similar steps happen to the UDM initiated User Parameter Update procedures, as specified in cluase 6.15 of TS33.501.

To support the invocation of Nausf_SoRProtection / Nausf_UPUProtection, the AUSF needs to store the Kausf even after the UE authentication finished, when it detects the UDM supports SoR / UPU procedure.
>> TS33.501 clause 6.14.1:
If the control plane solution for Steering of Roaming is supported by the HPLMN, the AUSF shall store the KAUSF after the completion of the primary authentication.
>> TS33.501 clause 6.15.1:
If the control plane procedure for UE parameters update is supported by the UDM, the AUSF shall store the KAUSF after the completion of the primary authentication.

[bookmark: _GoBack]In order to make the AUSF store the Kausf, the UDM needs to provide its need for later invocation of AUSF service e.g. SoRProtection / UPUProtection, when responding to the AUSF initiated Authentication Information Retrieval procedure.

	
	

	Summary of change:
	Following changes are made:
- Define new feature bit for the Nudm_UEAuthentication service, to indicate the need for later AUSF service invocation by the UDM;
- Clarify that the AUSF shall preserve Kausf and related informaiton (e.g. SUPI) after the completion of the primary authentication.
- Clarify that the UDM shall preserve the NF Instance ID of the AUSF, so as to find the correct AUSF if later on invocation of SoRProtection / UPUProtection is needed.
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	The UDM initiated invocation of SoRProtection / UPUProtection to AUSF may fail.
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BEGIN OF CHANGE
[bookmark: _Toc11338422][bookmark: _Toc27585033]5.4.2.2.2	Authentication Information Retrieval
Figure 5.4.2.2.2-1 shows a scenario where the NF service consumer (AUSF) retrieves authentication information for the UE from the UDM (see also 3GPP TS 33.501 [6] clause 6.1.2). The request contains the UE's identity (supi or suci), the serving network name,  and may contain resynchronization info.


Figure 5.4.2.2.2-1: NF service consumer requesting authentication information
1.	The NF service consumer sends a POST request (custom method: generate-auth-data) to the resource representing the UE's security information. 
2a.	The UDM responds with "200 OK" with the message body containing the authentication data information. 
	The AUSF shall store the authentication data information for subsequent authentication processing. If the UDM indicates the need for later invocation of AUSF service (e.g. when the UDM needs to invoke SoRProtection or UPUProtection service operation), the AUSF shall preserve the Kausf and related information (e.g. SUPI) after the completion of the primary authentication.
2b.	If the operation cannot be authorized due to e.g UE does not have required subcription data, CAG ID is not in the allowed CAG list, access barring or roaming restrictions, HTTP status code "403 Forbidden" should be returned including additional error information in the response body (in "ProblemDetails" element). 
On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error information should be returned in the POST response body.
[bookmark: _Toc11338738][bookmark: _Toc27585434]NEXT CHANGE
[bookmark: _Toc11338737][bookmark: _Toc27585433]6.3.6.2.2	Type: AuthenticationInfoRequest
Table 6.3.6.2.2-1: Definition of type AuthenticationInfoRequest
	Attribute name
	Data type
	P
	Cardinality
	Description

	servingNetworkName
	ServingNetworkName
	M
	1
	See 3GPP TS 33.501 [6] clause 6.1.1.4

	resynchronizationInfo
	ResynchronizationInfo
	O
	0..1
	Contains RAND and AUTS; see 3GPP TS 33.501 [6] clause 7.5

	supportedFeatures
	SupportedFeatures
	O
	0..1
	See clause 6.3.8

	ausfInstanceId
	NfInstanceId
	M
	1
	NF Instance Id of the AUSF
See NOTE.

	cagId
	CagId
	O
	1
	CAG ID of the CAG cell.

	NOTE:	If the UDM supports SoR or UPU feature, the AUSF Instance ID shall be preserved by the UDM, so as to find the correct AUSF to invoke SoRProtection / UPUProtection service operation.



NEXT CHANGE
6.3.6.2.3	Type: AuthenticationInfoResult
Table 6.3.6.2.3-1: Definition of type AuthenticationInfoResult
	Attribute name
	Data type
	P
	Cardinality
	Description

	authType
	AuthType
	M
	1
	Indicates the authentication method

	authenticationVector
	AuthenticationVector
	C
	0..1
	contains an authentication vector if 5G AKA or EAP-AKA's is selected

	supi
	Supi
	C
	0..1
	SUPI shall be present if the request contained the SUCI within the request URI

	supportedFeatures
	SupportedFeatures
	OC
	0..1
	See clause 6.3.8
See NOTE.

	NOTE:	If the UDM supports SoR or UPU feature, the supportedFeatures attribute shall be present and corresponding feature bit shall be set.



[bookmark: _Toc11338753][bookmark: _Toc27585457]NEXT CHANGE
6.3.8	Feature Negotiation
The optional features in table 6.3.8-1 are defined for the Nudm_UEAU API. They shall be negotiated using the extensibility mechanism defined in clause 6.6 of 3GPP TS 29.500 [4].
Table 6.3.8-1: Supported Features
	Feature number
	Feature Name
	Description

	x
	AusfServiceInvocation
	Indicates the potential need for later AUSF service invocation, e.g. UDM initiated SoRProtection or UPUProtection service invocation.
This feature shall be set if the UDM supports the SoR (i.e. Steering of Roaming) procedure, or the UPU (i.e. User Parameter Update) procedure.



END OF CHANGE
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