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1. Intro

CT4 e-meeting #96e postponed CR0356-TS29.244 (C4-200509). This paper explains the reasons for postponing the CR and also provides a way forward.

2. Discussion

An UPF operator determines certain the UPF policies by provisioning predefined rules. Oftentimes these policies are not advertised in a public domain and are rather sensitive in nature.

If SMFs and UPFs are operated by different entities, the UPF operator would not like an SMF to alter predefined rules in an UPF. Even if both the SMFs and the UPFs are run by the same operator, UPF needs to be protected from protocol errors, when it comes to predefined rule management.

TS 29.244 contains few statements that appear being ambiguous. More importantly these do not seem to be consistent. Let's take a closer look in to the matter.

Below are relevant quotes in blue font face.

Table 7.5.2.1-1: Information Elements in an PFCP Session Establishment Request
	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	N4
	

	Create PDR
	M
	This IE shall be present for at least one PDR to be associated to the PFCP session.

Several IEs with the same IE type may be present to represent multiple PDRs.
See Table 7.5.2.2-1.
	X
	X
	X
	X
	Create PDR

	Create FAR
	M
	This IE shall be present for at least one FAR to be associated to the PFCP session.

Several IEs with the same IE type may be present to represent multiple FARs.
See Table 7.5.2.3-1.
	X
	X
	X
	X
	Create FAR



For dynamic rule provision, Create PDR IEs and Create FAR IE share the same FAR ID (see the below tables).
Table 7.5.2.2-1: Create PDR IE within PFCP Session Establishment Request
	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	FAR ID 
	C
	This IE shall be present if the Activate Predefined Rules IE is not included or if it is included but it does not result in activating a predefined FAR, and if the MAR ID is not included.
When present this IE shall contain the FAR ID to be associated to the PDR.
	X
	X
	X
	X
	FAR ID

	Activate Predefined Rules 
	C
	This IE shall be present if Predefined Rule(s) shall be activated for this PDR. When present this IE shall contain one Predefined Rules name.
Several IEs with the same IE type may be present to represent multiple "Activate Predefined Rules" names.
	-
	X
	X
	X
	Activate Predefined Rules 



Table 7.5.2.3-1: Create FAR IE within PFCP Session Establishment Request
	Octet 1 and 2
	
	Create FAR IE Type = 3 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	N4
	

	FAR ID
	M
	This IE shall uniquely identify the FAR among all the FARs configured for that PFCP session.
	X
	X
	X
	X
	FAR ID



One of the observations is that Activate Predefined Rules IE does not contain FAR ID and therefore cannot be explicitly linked with a specific FAR. But if a message contains only one Create PDR IE and only one Create FAR IE, then the FAR ID that associates these two IEs will also point to the single Activate Predefined Rules IE.

Table 7.5.2.2-1 specifies that the FAR ID shall be present only if the Activate Predefined Rules IE is not included or if it is included but it does not result in activating a predefined FAR, i.e. other type of rules are activated, e.g. URR. 

If an PFCP Session Establishment Request intends to activate only a predefined FAR, then the message shall include only one Create PDR IE. In this use case we have a problem:
· Table 7.5.2.2-1 specifies that Activate Predefined Rules shall be present, but FAR ID shall not be present;
· Table 7.5.2.1-1 specifies that Create FAR IE is mandatory and it contains mandatory FAR ID. Question is, how this Create FAR IE shall be populated?

The below table summarizes our understanding of the relation between the Activate Predefined Rules IE and the setting of bit 8 in the FAR ID. Respective clarification should apply to the above tables.	

	Presence of Activate Predefined Rules in the Create PDR IE
	FAR ID (bit 8 value)

	
	Bit 8 = 0, represents dynamic FAR
	Bit 8 = 1, represents predefined FAR

	· Activate Predefined Rules is not present
· Activate Predefined Rules is present, but it does not activate a predefined FAR (i.e. it activates some other rule, e.g. URR)
	If bit 8 = 0, respective Create FAR IE shall contain complete set of parameters.
Create FAR IE represents a dynamic FAR.

	If bit 8 = 1, only the FAR ID may be included, i.e. the respective Create FAR IE shall not be included for this FAR ID.
Mandatory Create FAR IE needs clarification in Table 7.5.2.1-1, if the message contains a single Create PDR IE for predefined FAR activation.

	Activate Predefined Rules is present and it activates certain predefined FAR, identified by a rule name.
	If bit 8 = 0, respective Create FAR IE shall contain part of the parameters, which cannot be preconfigured, e.g. Outer Header Creation, Linked Traffic Endpoint ID etc.
Alternatively, clause 5.19 specifies that an optional Create FAR may override predefined FAR for this particular session.
	In this case bit 8 cannot be set to 1, because FAR ID cannot be present in the PDR IE at all.
Mandatory Create FAR IE needs clarification in Table 7.5.2.1-1, if the message contains a single Create PDR IE for predefined FAR activation.

	NOTE: Other dynamic info in PDI IE, like UE IP address, local F-TEID in the PDI IE may be included, because these are used for the incoming packet detection.




Another problem arises if the SMF erroneously sends Create PDR IE with:
· Activate Predefined Rules IE for activating a predefined rule set including FAR
· FAR ID with bit 8 = 1, which is not allowed by Table 7.5.2.2-1

Therefore, there is a need to add an error handling statement that protects predefined rules in an UPF from being erroneously overridden by a protocol error. On the other hand, implementations following another interpretation should also be allowed. The compromising proposal is to add the following statement to clause 5.4.9.

5.4.9	Provisioning of Predefined PCC/ADC Rules

[bookmark: _Hlk32306204]Optionally, the traffic handling policies common to many PFCP sessions (i.e. predefined PDR(s) / QER(s) / FAR(s) / URR(s)) may be configured in the UP function. The CP function may activate these traffic handling policies by including the Activate Predefined Rules IE or by including predefined FAR ID(s) (with the most significant bit 8 set to "1") within:
-	the Create PDR IE in an PFCP Session Establishment Request; or
-	the Update PDR IE in an PFCP Session Modification Request.
If the received Create PDR IE contains both the Activate Predefined Rules IE and the FAR ID with bit 8 set to "1" (indicating a predefined FAR), then the UPF may ignore the FAR ID and activate the predefined rule as instructed by the Activate Predefined Rules IE.

In addition to the changes to Table 7.5.2.1-1, clause 5.19 should also be clarified.

5.19	Activation and Deactivation of Pre-defined PDRs

To activate one or more pre-defined PDR(s), the CP function shall provide one or more Activate Predefined Rules IE(s) in a Create PDR IE in a PFCP Session Establishment Request, or in a Create PDR IE or an Update PDR IE in a PFCP Session Modification Request message, that references a pre-defined PDR configured in the UP function, with the following information in the Create PDR or Update PDR IE:
…
-	optionally, a FAR containing instructions related to the processing of the packets matching the pre-defined PDR(s); when present, the UP function shall enforce it instead of the one defined in the pre-defined PDR(s) if any;
The above statement highlighted in blue is clear that this paragraph defines Activate Predefined Rules IE handling, i.e. respective statements cannot address the mutually exclusive use case when bit 8 is set to 1 in the FAR ID i.e. when the FAR ID points to a predefined rule.

If we consider the above statement highlighted in yellow against the above quoted statement in Table 7.5.2.2-1, then the meaning of the highlighted statement could be made clear by the following rewording: 

-	optionally, either a dynamic or predefined Create FAR IE containing instructions related to the processing of the packets matching the pre-defined PDR(s); when present, the UP function shall enforce it instead of the one defined in the pre-defined PDR(s), but only for this particular session, if any;

In addition clause 5.19 should explain the following matter. During the predefined rule provisioning it may be impossible to provide all FAR parameters to the UPF. Therefore, an SMF needs to send the missing FAR parameters with a partial dynamic Create FAR IE during the session establishment.

3. Proposal

It is proposed to discuss and agree the following compromised solution, which is based on allowing both of the below interpretations of the spec:
1. The presence of the predefined FAR ID and Activate Predefined Rules, which implicitly activates certain predefined FAR is mutually exclusive. Therefore, if such Activate Predefined Rules IE is present, then a predefined FAR ID shall not be present. If UPF receives such FAR ID, the UPF shall handle this is protocol error, cause by configuration mismatch between the SMF and the UPF.
2. The presence of the predefined FAR ID and Activate Predefined Rules, which implicitly activates certain predefined FAR is not mutually exclusive. Therefore, if such Activate Predefined Rules IE is present, then a predefined FAR ID may also be present. If UPF receives such FAR ID, the UPF shall override the implicit predefined FAR, which is part of the Activate Predefined Rules (rule name).

