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“SA3 identifies that the authentication result in UDM will become invalid when:
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Currently, there is not function supported for removing the invalid authentication results in the UDM. Considering AUSF informs UDM about the authentication result by using a Nudm_UEAuthentication_ResultConfirmation Request, it is reasonable for AUSF to instruct UDM to remove the authentication result.

It is proposed to extend the Nausf_UEAuthentication Service to remove the authentication result, allowing the NF service consumer (AMF) to invoke this service for authentication result removal. 
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[bookmark: _Toc25270634][bookmark: _Toc27741761]* * * * Begin of Change * * * *
[bookmark: _Toc25270637][bookmark: _Toc27741764]5.2.2.1	Introduction
The service operation defined for the Nausf_UEAuthentication is as follows:
-	Authenticate: It allows the AMF to authenticate the UE and allows the AMF to inform AUSF to remove the UE authentication result in the UDM.
* * * * Next Change * * * *
[bookmark: _Toc25270639][bookmark: _Toc27741766]5.2.2.2.1	General
The service operation "Authenticate" permits the requester NF to initiate the Authentication of the UE by providing the following information to the AUSF:
-	UE id (e.g. SUPI)
-	Serving Network Name
The AUSF retrieves the UE's subscribed authentication method from the UDM and depending on the information provided by the UDM, the AUSF enters in one of the following procedures:
-	5G-AKA
-	EAP-based authentication'
For those two different procedures a new resource is generated by the AUSF. The content of the resource will depend on the procedure and will be returned to the AMF.
This service operation "Authenticate" also permits the requester NF to initiate the Authentication of the FN-RG registration via W-AGF by providing the following information to the AUSF:
-	UE id (e.g. SUCI)
-	Indication that the W-AGF has authenticated the FN-RG
The AUSF retrieves the UE's SUPI, indication that authentication is not required for the FN-RG from the UDM, and AUSF shall not perform the authentication.
The service operation "Authenticate" also permits the requester NF to inform the AUSF to remove the UE authentication result in the UDM by providing the following information to the AUSF:
-	UE id (e.g. SUPI)
-	Serving Network Name
-	Authentication result removing indication
The AUSF retrieves the information above from the requester NF and informs UDM to remove the UE authentication result.

* * * * Next Change * * * *
5.2.2.2.X	Authentication Result Removal
In the case that the UE deregisters from the network or the NAS SMC fails during the registration procedure, the NF Service Consumer (AMF) requests the AUSF to inform the UDM to remove the authentication result by providing UE related information, serving network name and the Authentication result removing indication:



Figure 5.2.2.2.X-1: Authentication Result Removal
1.	The NF Service Consumer (AMF) shall send a POST request to the AUSF. The payload of the body shall contain at least the SUPI of the UE, the Serving Network Name, and the indication to remove the authentication result.
2a.	On success, "204 No Content" shall be returned. The AUSF shall send a POST request to the UDM for removing the authentication result of the UE identified by the SUPI, based on the information received in the above POST request.
2b.	On failure, one of the HTTP status code listed in table 6.1.7.3-1 shall be returned with the message body containing a ProblemDetails structure with the "cause" attribute set to one of the application error listed in Table 6.1.7.3-1.
* * * * Next Change * * * *
[bookmark: _Toc25270674][bookmark: _Toc27741801]6.1.3.2.3.1	POST
This method shall support the URI query parameters specified in table 6.1.3.2.3.1-1.
Table 6.1.3.2.3.1-1: URI query parameters supported by the POST method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



This method shall support the request data structures specified in table 6.1.3.2.3.1-2 and the response data structures and response codes specified in table 6.1.3.2.3.1-3.
Table 6.1.3.2.3.1-2: Data structures supported by the POST Request Body on this resource
	Data type
	P
	Cardinality
	Description

	AuthenticationInfo
	M
	1
	Contains the UE id (i.e. SUCI or SUPI as specified in 3GPP TS 33.501 [8]) and the serving network name.
It may also contain Trace Data as specified in 3GPP TS 23.501 [2].
It may also contain the Authentication result removing indication, in case of the UE deregisters from the network or the NAS SMC fails during the registration procedure.



Table 6.1.3.2.3.1-3: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
Codes
	Description

	UEAuthenticationCtx
	M
	1
	201 Created
	Upon success, if 5G AKA is selected, the response body will contain one AV and "link" for the AMF to PUT the confirmation.
If an EAP-based method is selected, the response body will contain the EAP method selected, the corresponding EAP packet request and a "link" for the AMF to POST the EAP response.

The HTTP response shall include a "Location" header that contains the resource URI of the created resource.

	
	
	
	204 No Content
	If the Post request contains the Authentication result removing indication, the response body will contain no content.

	ProblemDetails
	M
	1
	400 Bad Request
	This case represents the failure to start authentication service because of input parameter error.


	ProblemDetails
	M
	1
	403 Forbidden
	This case represents when the UE is not allowed to be authenticated.
The "cause" attribute can be set to one of the following application errors:
- AUTHENTICATION_REJECTED
- SERVING_NETWORK_NOT_AUTHORIZED
- INVALID_HN_PUBLIC_KEY_IDENTIFIER
- INVALID_SCHEME_OUTPUT

	ProblemDetails
	M
	1
	404 Not Found
	The "cause" attribute can be set to the following application error:
- USER_NOT_FOUND

	ProblemDetails
	M
	1
	500 Internal Server Error
	This case represents the failure in starting the authentication service because of a server internal error.
If the error is due to a problem with UDM not able to generate the requested AV, the AUSF shall indicate the following application error: "AV_GENERATION_PROBLEM"

	ProblemDetails
	M
	1
	501 Not Implemented
	The "cause" attribute can be set to the following application error:
- UNSUPPORTED_PROTECTION_SCHEME

This response shall not be cached.

	NOTE:	The mandatory HTTP error status codes for the POST method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] other than those specified in the table above also apply, with a ProblemDetails data type (see clause 5.2.7 of 3GPP TS 29.500 [4].



* * * * Next Change * * * *
[bookmark: _Toc25270700][bookmark: _Toc27741827]6.1.6.2.2	Type: AuthenticationInfo
Table 6.1.6.2.2-1: Definition of type AuthenticationInfo
	Attribute name
	Data type
	P
	Cardinality
	Description

	supiOrSuci
	SupiOrSuci
	M
	1
	Contains the SUPI or SUCI of the UE.

	servingNetworkName
	ServingNetworkName
	M
	1
	Contains the Serving Network Name.

	resynchronizationInfo
	ResynchronizationInfo
	O
	0..1
	Contains RAND and AUTS; see 3GPP 33.501 [8] clause 9.4.

	pei
	Pei
	O
	0..1
	Permanent Equipment Identifier

	traceData
	TraceData
	O
	0..1
	Contains TraceData provided by the UDM to the AMF

	udmGroupId
	NfGroupId
	O
	0..1
	Identity of the UDM group serving the SUPI

	routingIndicator
	String
	O
	0..1
	When present, it shall indicate the Routing Indicator of the UE.
Pattern: '^[0-9]{1,4}$'

	authRemovalInd
	Boolean
	O
	0..1
	When present, it shall indicate the authentication result in the UDM shall be removed.
This IE shall be set as follows:
-	true: authentication result in the UDM shall be removed;
-	false (default): authentication result in the UDM shall not be removed.



* * * * Next Change * * * *
[bookmark: _Toc25270808][bookmark: _Toc27741935]A.2	Nausf_UEAuthentication API
openapi: 3.0.0
info:
  version: 1.1.0.alpha-3
  title: AUSF API
  description: |
    AUSF UE Authentication Service.
    © 2019, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.
[…]
paths:
  /ue-authentications:
    post:
      requestBody:
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/AuthenticationInfo'
        required: true
      responses:
        '201':
          description: UEAuthenticationCtx
          content:
            application/3gppHal+json:
              schema:
                $ref: '#/components/schemas/UEAuthenticationCtx'
          headers:
            Location:
              description: 'Contains the URI of the newly created resource according to the structure: {apiRoot}/nausf-auth/v1/ue-authentications/{authCtxId}'
              required: true
              schema:
                type: string
        '204':
          description: successful authentication result removal
        '400':
          description: Bad Request from the AMF
          content:
            application/problem+json:
              schema:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'
        '403':
          description: Forbidden due to serving network not authorized
          content:
            application/problem+json:
              schema:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'
        '404':
          description: User does not exist in the HPLMN
          content:
            application/problem+json:
              schema:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'
        '500':
          description: Internal Server Error
          content:
            application/problem+json:
              schema:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'
        '501':
          description: Received protection scheme is not supported by HPLMN
          content:
            application/problem+json:
              schema:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'
[…]
    AuthenticationInfo:
      type: object
      properties:
        supiOrSuci:
          $ref: 'TS29503_Nudm_UEAU.yaml#/components/schemas/SupiOrSuci'
        servingNetworkName:
          $ref: 'TS29503_Nudm_UEAU.yaml#/components/schemas/ServingNetworkName'
        resynchronizationInfo:
          $ref: 'TS29503_Nudm_UEAU.yaml#/components/schemas/ResynchronizationInfo'
        pei:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Pei'
        traceData:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/TraceData'
        udmGroupId:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/NfGroupId'
        routingIndicator:
          type: string
          pattern: '^[0-9]{1,4}$'
        authRemovalInd:
          type: boolean
          default: false
      required:
        - supiOrSuci
        - servingNetworkName
[…]
* * * * End of Change * * * *
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