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[bookmark: _Hlk22136061]* * * First Change * * * *
[bookmark: _Toc19717024][bookmark: _Toc27490481][bookmark: _Toc27556774][bookmark: _Toc27723691][bookmark: _Toc27490682][bookmark: _Toc27556975][bookmark: _Toc27723892][bookmark: _Toc19717137][bookmark: _Toc27490604][bookmark: _Toc27556897][bookmark: _Toc27723814]1	Scope
The present document specifies the Packet Forwarding Control Protocol (PFCP) used on the interface between the control plane and the user plane function.
PFCP shall be used over:
-the Sxa, Sxb, Sxc and the combined Sxa/Sxb reference points specified in 3GPP TS 23.214 [2].
- the Sxa' and Sxb' reference points specified in 3GPP TS 33.107 [20]. In the rest of this specification, no difference is made between Sxa and Sxa', or between Sxb and Sxb'. The Sxa' and Sxb' reference points reuse the protocol specified for the Sxa and Sxb reference points, but comply in addition with the security requirements specified in clause 8 of 3GPP 33.107 [20].
	the N4 interface specified in 3GPP TS 23.501 [28] and 3GPP TS 23.502 [29].
In this specification the term CP function applies to control plane nodes such as SGW-C, PGW-C, TDF-C and SMF.
In this specification the term UP function applies to control user plane nodes such as SGW-U, PGW-U, TDF-U and UPF.
The prefix PFCP in message and procedure names is used to indicate that messages and procedures are common and used on Sx and N4 reference point. A PFCP session refers to both Sx and/or N4 sessions. PFCP association are describing procedures to establish associations between EPC nodes (SGW-C/PGW-C/TDF-C and SGW-U/PGW-U/TDF-U) and also between 5G nodes (SMF and UPF).
In the related stage 2 specifications the prefix Sx and N4 is used for these common procedures realised by PFCP
Clauses or paragraphs that only apply to EPC or 5GC are indicated by the label "for EPC" or "for 5GC".
* * * Next Change * * * *
6.2.6.3.2	CP Function Behaviour
When receiving an PFCP Association Setup Request, the CP function:
-	if the request is accepted:
-	shall store the Node ID of the UP function as the identifier of the PFCP association;
-	shall send an PFCP Association Setup Response with a successful cause, its Node ID, and information of the list of optional features the CP function supports which may affect the UP function behaviour, if any;
-	shall send an PFCP Version Not Supported Response if the PFCP header of the request indicates a PFCP protocol version that is not supported by the CP function;
-	otherwise, shall send an PFCP Association Setup Response with an appropriate error cause if the request is rejected.
The CP function shall only initiate PFCP Session related signalling procedures toward a UP function after it has sent the PFCP Association Setup Response with a successful cause to the UP function.
The CP function shall determine the UP function supports Sxa, Sxb, Sxc and/or combined Sxa/Sxb by local configuration or optionally via DNS if deployed.
* * * Next Change * * * *
[bookmark: _Toc19717336][bookmark: _Toc27490837][bookmark: _Toc27557130][bookmark: _Toc27724047]7.6.6	Missing Information Elements
A PFCP entity shall check if all mandatory IEs are present in the received Request message. Apart from HeartbeatEcho Request message, if one or more mandatory information elements are missing in the received Request message, the PFCP entity should log the error and shall send a Response message with Cause IE value set to "Mandatory IE missing" with the type of the missing mandatory IE.
If a PFCP entity receives a Response message with Cause IE value set to "Mandatory IE missing", it shall notify its upper layer.
A PFCP entity shall check if all mandatory IEs are present in the received Response message without a rejection Cause value. If one or more mandatory information elements are missing, the PFCP entity shall notify the upper layer and should log the error.
A PFCP entity shall check if conditional information elements are present in the received Request message, if possible (i.e. if the receiving entity has sufficient information available to check if the respective conditions were met). If one or more conditional information elements are missing, a PFCP entity should log the error and shall send a Response message with Cause IE value set to "Conditional IE missing" together with the type of the missing conditional IE.
A PFCP entity shall check if conditional information elements are present in the received Response message without a rejection Cause value, if possible (i.e. if the receiving entity has sufficient information available to check if the respective conditions were met). If one or more conditional information elements are missing, a PFCP entity shall notify the upper layer and should log the error.
For additional information elements may be included in Response messages containing a rejection Cause value, see clause 7.2.3.2.
Absence of an optional information element shall not trigger any error handling.
* * * Next Change * * * *
[bookmark: _Toc19717346][bookmark: _Toc27490847][bookmark: _Toc27557140][bookmark: _Toc27724057]8.2.1	Cause
Cause IE is coded as depicted in Figure 8.2.1-1.
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	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 2
	Type = 19 (decimal)
	

	
	3 to 4
	Length = n
	

	
	5
	Cause value
	


Figure 8.2.1-1: Cause
The Cause value shall be included in a response message. In a response message, the Cause value indicates the acceptance or the rejection of the corresponding request message. The Cause value indicates the explicit reason for the rejection.
Table 8.2.1-1: Cause values
	Message Type
	Cause value
(decimal)
	Meaning
	Description

	
	0
	Reserved. 
	Shall not be sent and if received the Cause shall be treated as an invalid IE

	Acceptance in a response
	1
	Request accepted (success)
	"Request accepted (success)" is returned when the PFCP entity has accepted a request.

	
	2
	More Usage Report to send
	This cause shall be returned by the UP function in the PFCP Session Deletion Response message when it has more usage reports to send. (See clause 5.2.2.3.1)

	
	3-63
	Spare. 
	This value range shall be used by Cause values in an acceptance response message. See NOTE 1.

	Rejection in a response
	64
	Request rejected (reason not specified)
	This cause shall be returned to report an unspecified rejection cause

	
	65
	Session context not found
	This cause shall be returned, if the F-SEID included in a PFCP Session Modification/Deletion Request message is unknown.

	
	66
	Mandatory IE missing
	This cause shall be returned when the PFCP entity detects that a mandatory IE is missing in a request message

	
	67
	Conditional IE missing
	This cause shall be returned when the PFCP entity detects that a Conditional IE is missing in a request message.

	
	68
	Invalid length
	This cause shall be returned when the PFCP entity detects that an IE with an invalid length in a request message

	
	69
	Mandatory IE incorrect
	This cause shall be returned when the PFCP entity detects that a Mandatory IE is incorrect in a request message, e.g. the Mandatory IE is malformated or it carries an invalid or unexpected value.

	
	70
	Invalid Forwarding Policy
	This cause shall be used by the UP function in the PFCP Session Establishment Response or PFCP Session Modification Response message if the CP function attempted to provision a FAR with a Forwarding Policy Identifier for which no Forwarding Policy is locally configured in the UP function.

	
	71
	Invalid F-TEID allocation option
	This cause shall be used by the UP function in the PFCP Session Establishment Response or PFCP Session Modification Response message if the CP function attempted to provision a PDR with a F-TEID allocation option which is incompatible with the F-TEID allocation option used for already created PDRs (by the same or a different CP function).

	
	72
	No established PFCP Association 
	This cause shall be used by the CP function or the UP function if they receive a PFCP message other than the PFCP Association Setup Request and the Heartbeat Request message from a peer with which there is no established PFCP Association.

	
	73
	Rule creation/modification Failure 
	This cause shall be used by the UP function if a received Rule failed to be stored and be applied in the UP function.

	
	74
	PFCP entity in congestion
	This cause shall be returned when a PFCP entity has detected node level congestion and performs overload control, which does not allow the request to be processed.

	
	75
	No resources available
	This cause shall be returned to indicate a temporary unavailability of resources to process the received request.

	
	76
	Service not supported
	This cause shall be returned when a PFCP entity receives a message requesting a feature or service that is not supported. 

	
	77
	System failure
	This cause shall be returned to indicate a system error condition. 

	
	78
	Redirection Requested
	This cause may be returned to indicate a request to the UPF to redirect its PFCP request to a different SMF. 

	
	79 to 255
	Spare for future use in a response message. See NOTE 2.
	This value range shall be used by Cause values in a rejection response message. See NOTE 2.

	NOTE 1:	This value is or may be used in future version of the specification. If the receiver cannot comprehend the value, it shall be interpreted as an unspecified acceptance cause. Unspecified/unrecognized acceptance cause shall be treated in the same ways as the cause value 1 " Request accepted (success)".
NOTE 2:	This value is or may be used in a future version of the specification. If the receiver cannot comprehend the value, it shall be interpreted as an unspecified rejection cause. Unspecified/unrecognized rejection cause shall be treated in the same ways as the cause value 6432 "Request rejected (reason not specified)".



* * * Next Change * * * *
[bookmark: _Toc19717451][bookmark: _Toc27490952][bookmark: _Toc27557245][bookmark: _Toc27724162]8.2.106	Subsequent Event Quota
The Subsequent Event Quota IE type shall be encoded as shown in Figure 8.2.106-1. It contains the event quota to be monitored by the UP function.

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 2
	Type = 150 (decimal)
	

	
	3 to 4
	Length = n
	

	
	5 to 8
	Subsequent Event Quota
	

	
	913 to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.2.106-1: Subsequent Event Quota
The Subsequent Event Quota field shall be encoded as an Unsigned32 binary integer value.
* * * Next Change * * * *
[bookmark: _Toc19717452][bookmark: _Toc27490953][bookmark: _Toc27557246][bookmark: _Toc27724163]8.2.107	Subsequent Event Threshold
The Subsequent Event Threshold IE contains the Number of events after which the measurement report is to be generated by the UP function. It shall be encoded as shown in Figure 8.2.107-1.

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 2
	Type = 151 (decimal)
	

	
	3 to 4
	Length = n
	

	
	5 to 8
	Subsequent Event Threshold
	

	
	913 to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.2.107-1: Subsequent Event Threshold
The Subsequent Event Threshold field shall be encoded as an Unsigned32 binary integer value.
* * * End of Changes * * * *
