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1. Introduction
<Introduction part (optional)>
2. Reason for Change
The UDM or SOR-AF may face the requirement to make use of the Notaf_SecuredPacket Service offered by the OTAF in order to get the SteeringContainer (which is a UICC configuration parameter used for steering of roaming) converted to secured packet format.
[bookmark: _Hlk33599690]This pCR is aligned with the proposed name change from OTAF to SP-AF in C4-200910.
3. Conclusions
<Conclusion part (optional)>
4. Proposal
It is proposed to agree the following changes to 3GPP TS 29.544 v1.0.1.

* * * First Change * * * *
2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
[bookmark: OLE_LINK1][bookmark: OLE_LINK2][bookmark: OLE_LINK3][bookmark: OLE_LINK4]-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".
[3]	3GPP TS 23.502: "Procedures for the 5G System; Stage 2".
[4]	3GPP TS 29.500: "5G System; Technical Realization of Service Based Architecture; Stage 3".
[5]	3GPP TS 29.501: "5G System; Principles and Guidelines for Services Definition; Stage 3".
[6]	OpenAPI: "OpenAPI 3.0.0 Specification", https://github.com/OAI/OpenAPI-Specification/blob/master/versions/3.0.0.md.
[7]	3GPP TR 21.900: "Technical Specification Group working methods".
[8]	3GPP TS 33.501: "Security architecture and procedures for 5G system".
[9]	IETF RFC 6749: "The OAuth 2.0 Authorization Framework".
[10]	3GPP TS 29.510: "5G System; Network Function Repository Services; Stage 3".
[11]	IETF RFC 7540: "Hypertext Transfer Protocol Version 2 (HTTP/2)".
[12]	IETF RFC 8259: "The JavaScript Object Notation (JSON) Data Interchange Format".
[13]	IETF RFC 7807: "Problem Details for HTTP APIs".
[14]	3GPP TS 29.503: "Unified Data Management Services".
[15]	3GPP TS 29.571: "5G System; Common Data Types for Service Based Interfaces Stage 3".
[16]	3GPP TS 31.115: "Secured packet structure for (Universal) Subscriber Identity Module (U)SIM Toolkit applications".
[x]	3GPP TS 29.509: "Authentication Server Services; Stage 3".
[bookmark: _Toc21711492][bookmark: _Toc22625757][bookmark: _Toc24759205][bookmark: _Toc26199093]* * * Next Change * * * *
[bookmark: _Toc21711495][bookmark: _Toc22625760][bookmark: _Toc24759208][bookmark: _Toc26199096][bookmark: _Toc11338340][bookmark: _Toc21711497][bookmark: _Toc22625762][bookmark: _Toc24759210][bookmark: _Toc26199098]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
OTAF	Over The Air Function
SoR	Steering of Roaming

* * * Next Change * * * *
4.1	Introduction
Within the 5GC, the OTAF offers services to the UDM and to the SOR-AF via the Notaf service based interface.
The UDM or SOR-AF shall make use of the OTAF service when it needs to protect UE parameters for which the final consumer is the USIM (see 3GPP TS 33.501 [8] clause 6.15.2.1).
Figure 4.1-1 provides the reference model with focus on the OTAF.



Figure 4.1-1: Reference model – OTAF
[bookmark: _Toc21711498][bookmark: _Toc22625763][bookmark: _Toc24759211][bookmark: _Toc26199099]* * * Next Change * * * *
[bookmark: _Toc21711500][bookmark: _Toc22625765][bookmark: _Toc24759213][bookmark: _Toc26199101][bookmark: _Toc21711502][bookmark: _Toc22625767][bookmark: _Toc24759215][bookmark: _Toc26199103]5.2	Notaf_SecuredPacket Service
[bookmark: _Toc21711501][bookmark: _Toc22625766][bookmark: _Toc24759214][bookmark: _Toc26199102]5.2.1	Service Description
The Notaf_SecuredPacket Service may be consumed by the NF consumer (e.g. UDM or SOR-AF) when it has detectedbeen notified (e.g. by the UDR) that a UICC configuration parameter (e.g. Routing ID data or Steering of Roaming information) needs to be updated, and the new value is not availableprovided in secured packet format.
For the list of service operations see clause 5.2.2.1
5.2.2	Service Operations
[bookmark: _Toc21711503][bookmark: _Toc22625768][bookmark: _Toc24759216][bookmark: _Toc26199104]5.2.2.1	Introduction
For the Notaf_SecuredPacket service the following service operations are defined:
-	Provide
The Notaf_SecuredPacket Service is used by Consumer NFs (e.g. UDM or SOR-AF) to request the OTAF to provide a secured packet that contains an UICC configuration parameter as sent in the request by means of the Provide service operation
[bookmark: _Toc21711504][bookmark: _Toc22625769][bookmark: _Toc24759217][bookmark: _Toc26199105]5.2.2.2	Provide
[bookmark: _Toc21711505][bookmark: _Toc22625770][bookmark: _Toc24759218][bookmark: _Toc26199106]5.2.2.2.1	General
This service operation is used by the NF Service Consumer (e.g. UDM or SOR-AF) to request construction of a secured packet that contains the provided UICC configuration information (e.g. Routing Indicator or Steering of Roaming information).
The following procedures using the Provide service operation are supported:
-	Secured Packet Retrieval
[bookmark: _Toc21711506][bookmark: _Toc22625771][bookmark: _Toc24759219][bookmark: _Toc26199107]5.2.2.2.2	Secured Packet Retrieval
Figure 5.2.2.2.2-1 shows a scenario where the NF consumer (e.g. UDM or SOR-AF) sends a request to the OTAF to provide a secured packet.
The request contains the UE's identity (/{supi}) and the UICC configuration parameter.


Figure 5.2.2.2.2-1: NF consumer requests the OTAF to provide a secured packet
1.	The NF consumer sends a POST request (custom method: provide-secured-packet) to the resource representing the SUPI.
2a.	On success, the OTAF responds with "200 OK", containing the requested SecuredPacket.
[bookmark: _Hlk520206353]2b.	If the resource does not exist (the supi is unknown in the OTAF), the OTAF returns the HTTP status code "404 Not Found", and additional error information should be included in the response body (in "ProblemDetails" element).
On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error information should be returned in the POST response body.
[bookmark: _Toc21711507][bookmark: _Toc22625772][bookmark: _Toc24759220][bookmark: _Toc26199108]* * * Next Change * * * *
[bookmark: _Toc21711530][bookmark: _Toc22625795][bookmark: _Toc24759243][bookmark: _Toc26199131]6.1.6.1	General
This clause specifies the application data model supported by the API.
Table 6.1.6.1-1 specifies the data types defined for the Notaf service based interface protocol.
Table 6.1.6.1-1: Notaf specific Data Types
	Data type
	Clause defined
	Description
	Applicability

	UiccConfigurationParameter
	6.1.6.2.2
	
	

	RoutingId
	6.1.6.3.2
	
	



Table 6.1.6.1-2 specifies data types re-used by the Notaf service based interface protocol from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the N<NF> service based interface.
Table 6.1.6.1-2: Notaf re-used Data Types
	Data type
	Reference
	Comments
	Applicability

	SecuredPacket
	3GPP TS 29.503 [14]
	
	

	ProblemDetails
	3GPP TS 29.571 [15]
	
	

	SteeringInfo
	3GPP TS 29.509 [x]
	
	



[bookmark: _Toc21711531][bookmark: _Toc22625796][bookmark: _Toc24759244][bookmark: _Toc26199132]* * * Next Change * * * *
[bookmark: _Toc21711533][bookmark: _Toc22625798][bookmark: _Toc24759246][bookmark: _Toc26199134]6.1.6.2.2	Type: UiccConfigurationParameter
Table 6.1.6.2.2-1: Definition of type UiccConfigurationParameter
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	routingId
	RoutingId
	C
	0..1
	The Routing Id that needs to be updated in the USIM.
	

	steeringContainer
	array(SteeringInfo)
	C
	1..N
	The Steering Of Roaming Information that needs to be updated in the USIM.
	

	Note:	Exactly one attribute shall be present



[bookmark: _Toc21711534][bookmark: _Toc22625799][bookmark: _Toc24759247][bookmark: _Toc26199135]* * * Next Change * * * *
[bookmark: _Toc21711551][bookmark: _Toc22625816][bookmark: _Toc24759258][bookmark: _Toc26199146]A.2	Notaf_SecuredPacket API
[bookmark: _Hlk515634373][bookmark: _Hlk515642979]openapi: 3.0.0
info:
  title: 'Notaf_SecuredPacket'
  version: 1.0.0.alpha-1

*************text not shown for clarity*******************

    UiccConfigurationParameter:
      type: object
      properties:
        routingId:
          $ref: '#/components/schemas/RoutingId'
        steeringContainer:
          type: array
          items:
            $ref: 'TS29509_Nausf_SoRProtection.yaml#/components/schemas/SteeringInfo'
          minItems: 1

# SIMPLE TYPES:

    RoutingId:
      type: string
      pattern: '^[0-9]{1,4}$'

# ENUMS:


* * * End Of Change * * * *
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