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* * * First Change * * * *
[bookmark: _Toc19695234][bookmark: _Toc27225299][bookmark: _Toc19695577][bookmark: _Toc27225644]2.2B	Subscription Concealed Identifier (SUCI)
The SUCI is a privacy preserving identifier containing the concealed SUPI. It is defined in clause 6.12.2 of 3GPP TS 33.501 [124].


Figure 2.2B-1: Structure of SUCI
The SUCI is composed of the following parts:
1)	SUPI Type, consisting in a value in the range 0 to 7. It identifies the type of the SUPI concealed in the SUCI. The following values are defined:
-	0: IMSI
-	1: Network Specific Identifier
-	2: Global Line Identifier (GLI)
-	3: Global Cable Identifier (GCI)
-	2 4 to 7: spare values for future use.
2)	Home Network Identifier, identifying the home network of the subscriber.
When the SUPI Type is an IMSI, the Home Network Identifier is composed of two parts:
-	Mobile Country Code (MCC), consisting of three decimal digits. The MCC identifies uniquely the country of domicile of the mobile subscription;
-	Mobile Network Code (MNC), consisting of two or three decimal digits. The MNC identifies the home PLMN of the mobile subscription.
When the SUPI type is a Network Specific Identifier, a GLI or a GCI, the Home Network Identifier consists of a string of characters with a variable length representing a domain name as specified in clause 2.2 of IETF RFC 7542 [126]. For a GLI or a GCI, the domain name shall correspond to the realm part specified in the NAI format for SUPI in clauses 28.15.2 and 28.16.2.
3)	Routing Indicator, consisting of 1 to 4 decimal digits assigned by the home network operator and provisioned in the USIM, that allow together with the Home Network Identifier to route network signalling with SUCI to AUSF and UDM instances capable to serve the subscriber.
	Each decimal digit present in the Routing Indicator shall be regarded as meaningful (e.g. value "012" is not the same as value "12"). If no Routing Indicator is configured on the USIM, this data field shall be set to the value 0 (i.e. only consist of one decimal digit of "0").
4)	Protection Scheme Identifier, consisting in a value in the range of 0 to 15 (see Annex C.1 of 3GPP TS 33.501 [124]). It represents the null scheme or a non-null scheme specified in Annex C of 3GPP TS 33.501 [124] or a protection scheme specified by the HPLMN; the null scheme shall be used if the SUPI type is a GLI or GCI. 
5)	Home Network Public Key Identifier, consisting in a value in the range 0 to 255. It represents a public key provisioned by the HPLMN and it is used to identify the key used for SUPI protection. This data field shall be set to the value 0 if and only if null protection scheme is used;
6)	Scheme Output, consisting of a string of characters with a variable length or hexadecimal digits, dependent on the used protection scheme, as defined below. It represents the output of a public key protection scheme specified in Annex C of 3GPP TS 33.501 [124] or the output of a protection scheme specified by the HPLMN.
Figure 2.2B-2 defines the scheme output for the null protection scheme.


Figure 2.2B-2: Scheme Output for the null protection scheme
The Mobile Subscriber Identification Number (MSIN) as defined in clause 2.2 or the username identifies the mobile subscription within the Home Network. The scheme output is formatted as a variable length of characters as specified for the username in clause 2.2 of IETF RFC 7542 [126].
NOTE:	If the null protection scheme is used, the NFs can derive SUPI from SUCI when needed. The AMF derives SUPI used for AUSF discovery from SUCI when the Routing-Indicator is zero and the protection scheme is null.
Figure 2.2B-3 defines the scheme output for the Elliptic Curve Integrated Encryption Scheme Profile A.


Figure 2.2B-3: Scheme Output for Elliptic Curve Integrated Encryption Scheme Profile A
The ECC ephemeral public key is formatted as 64 hexadecimal digits, which allows to encode 256 bits.
The ciphertext value is formatted as a variable length of hexadecimal digits.
The MAC tag value is formatted as 16 hexadecimal digits, which allows to encode 64 bits.
Editor's Note: clause C.3.2 of TS 33.501 specifies that the scheme output may contain other parameters (not further defined in the specification). It is FFS how to format these parameters.

Figure 2.2B-4 defines the scheme output for the Elliptic Curve Integrated Encryption Scheme Profile B.


Figure 2.2B-4: Scheme Output for Elliptic Curve Integrated Encryption Scheme Profile B
The ECC ephemeral public key is formatted as 66 hexadecimal digits, which allows to encode 264 bits.
The ciphertext value is formatted as a variable length of hexadecimal digits.
The MAC tag value is formatted as 16 hexadecimal digits, which allows to encode 64 bits.
Editor's Note: clause C.3.2 of TS 33.501 specifies that the scheme output may contain other parameters (not further defined in the specification). It is FFS how to format these parameters.

Figure 2.2B-5 defines the scheme output for HPLMN proprietary protection schemes.


Figure 2.2B-5: Scheme Output for HPLMN proprietary protection schemes
The HPLMN defined scheme output is formatted as a variable length of hexadecimal digits. Its format is not further defined in 3GPP specifications.
As examples, assuming the IMSI 234150999999999, where MCC=234, MNC=15 and MSISN=0999999999, the Routing Indicator 678, and a Home Network Public Key Identifier of 27:
-	the SUCI for the null protection scheme is composed of: 0, 234, 15, 678, 0, 0 and 0999999999
-	the SUCI for the Profile <A> protection scheme is composed of: 0, 234, 15, 678, 1, 27, <EEC ephemeral public key value>, <encryption of 0999999999> and <MAC tag value>

* * * Next Change * * * *
[bookmark: _Toc19695578][bookmark: _Toc27225645]28.7.3	NAI format for SUCI
When the SUPI is defined as a Network Specific Identifier, the SUCI shall take the form of a Network Access Identifier (NAI). In this case, the NAI format of the SUCI shall have the form username@realm as specified in clause 2.2 of IETF RFC 7542 [126], where the realm part shall be identical to the realm part of the Network Specific Identifier.
When the SUPI is defined as an IMSI, the SUCI in NAI format shall have the form username without a realm part as specified in clause 2.2 of IETF RFC 7542 [126].
The username part of the NAI shall take one of the following forms:
a)	for the null-scheme:
type<supi type>.rid<routing indicator>.schid<protection scheme id>.userid<MSIN or Network Specific Identifier SUPI username>
b)	for the Scheme Output for Elliptic Curve Integrated Encryption Scheme Profile A and Profile B:
type<supi type>.rid<routing indicator>.schid<protection scheme id>.hnkey<home network public key id>.ecckey<ECC ephemeral public key value>.cip<ciphertext value>.mac<MAC tag value>
c)	for	HPLMN proprietary protection schemes:
type<supi type>.rid<routing indicator>.schid<protection scheme id>.hnkey<home network public key id>. out<HPLMN defined scheme output>
See clause 2.2B for the definition and format of the different fields of the SUCI.
Examples:
Assuming the IMSI 234150999999999, where MCC=234, MNC=15 and MSISN=0999999999, the Routing Indicator 678, and a Home Network Public Key Identifier of 27, the NAI format for the SUCI takes the form:
-	for the null-scheme:
type0.rid678.schid0.userid0999999999
-	for the Profile <A> protection scheme:
type0.rid678.schid1.hnkey27.ecckey<ECC ephemeral public key>.cip< encryption of 0999999999>.mac<MAC tag value>
Assuming the Network Specific Identifier user17@example.com, the Routing Indicator 678, and a Home Network Public Key Identifier of 27, the NAI format for the SUCI takes the form:
-	for the null-scheme:
type1.rid678.schid0.useriduser17@example.com
-	for the Profile <A> protection scheme:
type1.rid678.schid1.hnkey27.ecckey<ECC ephemeral public key>.cip< encryption of user17>.mac<MAC tag value>@example.com
See clauses 28.15.x and 28.16.x for the NAI format for a SUCI containing a GCI or a GLI.

* * * Next Change * * * *
28.15.x	NAI format for SUCI containing a GCI
The SUCI containing a GCI shall take the form of a Network Access Identifier (NAI). 
The NAI format of the SUCI shall have the form username@realm as specified in clause 2.2 of IETF RFC 7542 [126], where the realm part shall be identical to the realm part of the SUPI (see clause 28.15.2).
The username part of the NAI shall be encoded as specified for the null-scheme in clause 28.7.3, i.e. it shall take the following form:
type3.rid<routing indicator>.schid0.userid<username>
where the username shall be encoded as the username part of the SUPI (see clause 28.15.2).

EXAMPLE 1:	type3.rid678.schid0.userid00-00-5E-00-53-00@5gc.mnc012.mcc345.3gppnetwork.org 
EXAMPLE 2:	type3.rid678.schid0.userid00-00-5E-00-53-00@operator.com
 
* * * Next Change * * * *
28.16.x	NAI format for SUCI containing a GLI
The SUCI containing a GLI shall take the form of a Network Access Identifier (NAI). 
The NAI format of the SUCI shall have the form username@realm as specified in clause 2.2 of IETF RFC 7542 [126], where the realm part shall be identical to the realm part of the SUPI (see clause 28.16.2).
The username part of the NAI shall be encoded as specified for the null-scheme in clause 28.7.3, i.e. it shall take the following form:
type2.rid<routing indicator>.schid0.userid<username>
where the username shall be encoded as the username part of the SUPI (see clause 28.16.2).

* * * End of Changes * * * *

image1.wmf
 

SUCI

 

Home Network 

Identifier

 

 

Routing 

Indicator

 

1

 

-

 

4

 

digits

 

Prote

ction 

Scheme Id

 

value in range

 

0 

–

 

15

 

 

Home Network 

Public Key Id

 

value in 

range

 

0 

–

 

255

 

Scheme Output

 

f

ormat dependent on 

protection scheme

 

SUPI

 

Type

 

value in range

 

0 

–

 

7

 

f

ormat dependent

 

on 

SUPI type

 


oleObject1.bin


1 - 4 digits







format dependent on protection scheme







value in range



0 – 7







SUPI Type







SUCI







format dependent



on SUPI type







Home Network Identifier 







Scheme Output







value in range



0 – 255







Home Network Public Key Id







Protection Scheme Id







value in range



0 – 15











Routing Indicator












image2.wmf
 

MSIN or username

 

c

haracters

 


oleObject2.bin


characters







MSIN or username












image3.wmf
 

Ciphertext value

 

hexadecimal 

digits

 

MAC tag value

 

 

16 

hexadecimal 

digits

 

ECC ephemeral p

ublic 

k

ey

 

64 hexadecimal

 

digits

 

 


oleObject3.bin


64 hexadecimal digits











ECC ephemeral public key







MAC tag value











16 hexadecimal digits







hexadecimal digits







Ciphertext value












image4.wmf
 

Ciphertext value

 

hexadecimal 

digits

 

MAC tag value

 

 

16 

hexadecimal 

digits

 

ECC ephemeral p

ublic 

k

ey

 

66

 

hexadecimal

 

digits

 

 


oleObject4.bin


66 hexadecimal digits











ECC ephemeral public key







MAC tag value











16 hexadecimal digits







hexadecimal digits







Ciphertext value












image5.wmf
 

HPLMN defined Scheme O

u

t

put

 

h

exadecimal

 

digits

 


oleObject5.bin


hexadecimal digits







HPLMN defined Scheme Output












