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	Reason for change:
	In some network, a NAT device may be placed between CP function and UP function. For example, if a source NAT is used in front of the CP function side, in such case, a request message (towards well-known destination port 8805) sent from an internal IP address and a UDP port may be mapped by the source NAT function to another public IP address and another UDP port number which are selected dynamatically from a public IP addresses pool, to achieve load sharing among those IP addresses. 

Such source NATing is used in many container environments, such as by default in the Kubernetes (K8s) for any egress IP packets for load sharing. 

The Kubernetes (K8s) is widely used for a native cloud based 3GPP NFs, e.g. a SMF.

This leads a problem, especially PFCP messages rely on the source IP address. e.g. Heartbeat Request. 

" The Recovery Time Stamp signalled in the PFCP Heartbeat Request and Response messages is associated with the PFCP entity identified by the source IP address of the message."

When the CP function sends a heartbeat request message, the source IP address is dynamtically mapped to another IP address by the NAT function, so the UP function cannot determine which CP function has been restarted if a new Recovery Timestamp is received, and when multiple CP function instances are behind the NAT. 

Using the Heartbeat Response message may solve some of NAT scenarios, e.g. as explained above, the UP function will send Heartbeat Request message to those IP addresses which were included in CP F-SEID (inside the PFCP message), where these IP addresses are statically configured to be associated with internal IP address in the NAT, so the heartbeat message will be routed to the right CP function, and then for Heartbeat Response message, since it is sent towards the UP function's source port and such mapping has been available in the NAT, so the NAT device will map the souce IP address of heartbeat response to the destination IP address of heartbeat request. 

However, relying on the Recovery Timestamp in Heartbeat Response message certainly delays the detection of restart. 

Hence, it should be enhanced.

It is proposed to add the Source IP address within Heartbeat Request message. 

	
	

	Summary of change:
	Add a number of new requirement for the scenario where a NAT is used between CP function and UP function;


	
	

	Consequences if not approved:
	Restoration of PFCP session may not work if a NAT device is deployed between the CP function and the UP function.
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* * * First Change * * * *
[bookmark: _Toc19630436][bookmark: _Toc27226640]19A	PFCP based restart procedures
Across PFCP based interfaces, an SGW-C, SGW-U, PGW-C and PGW-U Node shall utilize PFCP Heartbeat Request and Heartbeat Response messages to detect and handle a peer PFCP entity failure or restart. A PFCP entity shall be prepared to receive a Heartbeat Request message at any time (even from unknown peers), and it shall reply with a Heartbeat Response message.
A PFCP entity shall maintain two Recovery Time Stamps:
-	in volatile memory a remote Recovery Time Stamp of a peer PFCP entity with which the entity is in contact;
-	in non-volatile memory own, or local Recovery Time Stamp that was sent to a peer PFCP entity.
After a PFCP entity has restarted, it shall immediately update all local Recovery Time Stamps and shall clear all remote Recovery Time Stamps. When peer PFCP entities information is available, i.e. when the PFCP Association is still alive, the restarted PFCP entity shall send its updated Recovery Time Stamps in a Heartbeat Request message to the peer PFCP entities before initiating any PFCP session signalling.
A PFCP entity may have a common local Recovery Time Stamp for all peer PFCP entities, or it may have a separate local Recovery Time Stamp for each peer PFCP entity.
A PFCP entity may probe the liveliness of each peer PFCP entity with which it is in contact by sending a Heartbeat Request message (see clause 20 "Path management procedures").
[bookmark: _Hlk531370208]The Recovery Time Stamp signalled in the PFCP Heartbeat Request and Response messages is associated with the PFCP entity identified by the source IP address of the message. 
The PFCP entity that receives a Recovery Time Stamp Information Element from a peer PFCP entity shall compare the received remote Recovery Time Stamp value with the previous Recovery Time Stamp value stored for that peer PFCP entity.
-	If no previous value was stored, the Recovery Time Stamp value received in the Heartbeat Request or Response messages shall be stored for the peer PFCP entity.
-	If the value of a Recovery Time Stamp previously stored for a peer PFCP entity is smaller than the Recovery Time Stamp value received in the Heartbeat Request or Response messages, this indicates that the entity that sent the Heartbeat Request or Response messages has restarted. The received, new Recovery Time Stamp value shall be stored by the receiving entity, replacing the value previously stored for the peer PFCP entity.
-	If the value of a Recovery Time Stamp previously stored for a peer PFCP entity is larger than the Recovery Time Stamp value received in the Heartbeat Request or Response message, this indicates a possible race condition (newer message arriving before the older one). The received Sx node related message and the received new Recovery Time Stamp value shall be discarded and an error may be logged.
A PFCP function shall ignore the Recovery Timestamp received in PFCP Association Setup Request and PFCP Association Setup Response messages (see clause 6.2.6 of 3GPP TS 29.244 [43]).
When a NAT device is deployed between PFCP entities, e.g. between the CP function and UP function, the following requirements shall apply in addition to the above requirements:
-	the Heartbeat Request message may include a Source IP Address IE; 
[bookmark: _GoBack]-	when the Source IP Address IE is present, the Recovery Time Stamp signalled in the Heartbeat Request message shall be associated with the Source IP Address IE, instead of the source IP address of the message. 

* * * End of Changes * * * *
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