3GPP TSG-CT WG4 Meeting #96	C4-200558
E-Meeting, 24th – 28th February 2020

Source:	Nokia, Nokia Shanghai Bell
Title:	Misalignment between TS 33.501 and TS 29.573 on N32-f context ID 
Agenda item:	6.3.2
Document for:	DISCUSSION




Introduction

Misalignments exist between TS 33.501 and TS 29.573 on the definition of the N32-f context Id used in N32-c and N32-f procedures, when the PRotocol for N32 INterconnect Security (PRINS) is negotiated between the SEPPs. 


Discussion

TS 33.501 specifies that N32-f pre-context IDs (32 bit-integer encoded as string of hexadecimal digits) are exchanged between SEPPs during the Security Parameter Exchange, and that SEPPs derive the N32-f context ID by aggregating the initiating SEPP’s N32-f pre-context ID and responding SEPP’s N32-f pre-context ID: 

[bookmark: _Toc19634845][bookmark: _Toc26875911]13.2.2	N32-c connection between SEPPs

The following security related configuration parameters may be exchanged between the two SEPPs:

d.	N32-f precontext identifier values. N32-f precontext identifier values, as specified in clause 13.2.2.4.1, are used by each SEPP to construct a common N32-f context ID that identifies the set of security related configuration parameters applicable to a protected message received from a SEPP in a different PLMN.

[bookmark: _Toc19634847][bookmark: _Toc26875913]13.2.2.2	Procedure for Key agreement and Parameter exchange

1. The two SEPPs shall perform the following cipher suite negotiation to agree on a cipher suite to use for protecting NF service related signalling over N32-f.

1a. The SEPP which initiated the first N32-c connection shall send a Security Parameter Exchange Request message to the responding SEPP including the initiating SEPP’s supported cipher suites. The cipher suites shall be ordered in initiating SEPP’s priority order. The SEPP shall provide a N32-f precontext ID for the responding SEPP. The precontext IDs are 32-bit random integers, represented as 0-left padded strings of hexadecimal digits.

1c. The responding SEPP shall send a Security Parameter Exchange Response message to the initiating SEPP including the selected cipher suite for protecting the NF service related signalling over N32. The responding SEPP shall provide a N32-f precontext ID for the initiating SEPP.

1d. The SEPPs shall create the N32-f context ID as follows:
Initiating SEPP’s  N32-f precontext ID | responding SEPP’s N32-f precontext ID
[bookmark: _Toc19634851][bookmark: _Toc26875917]
13.2.2.4.1	N32-f context ID
The N32-f context ID is used to refer to an N32-f context. The SEPPs shall create the N32-f context ID during the N32-c negotiation and use it over N32-f to inform the reveiving peer which security context to use for decryption of a received message. 
The SEPPs shall create the N32-f context ID by combining the two N32-f precontext IDs, obtained during the N32-c negotiation.To avoid collision of the N32-f context ID value, the SEPPs shall select the N32-f precontext ID as a random value during the exchange over N32-c. 
During transfer of application data over N32-f, the SEPP shall include the N32-f context ID in a separate IE in the metadata part of the JSON structure, see clause 13.2.4.2. The receiving SEPP shall use this information to apply the correct key and parameters during decryption and validation. 


TS 29.573 specifies that SEPPs exchange N32fContextId (string) during the Security Parameter Exchange. The concept of N32-f pre-context ID is not supported:

[bookmark: _Toc20152377]6.1.5.2.4             Type: SecParamExchReqData
Table 6.1.5.2.4-1: Definition of type SecParamExchReqData
	Attribute name
	Data type
	P
	Cardinality
	Description

	n32fContextId
	string
	M
	1
	This IE shall contain the context identifier to be used by the responding SEPP for subsequent JOSE protected message forwarding procedure over N32-f towards the initiating SEPP. The initiating SEPP shall use this context identifier to locate the cipher suite and protection policy exchanged and agreed to be used with the responding SEPP, for the message forwarding procedure over N32-f.



[bookmark: _Toc20152378]      6.1.5.2.5             Type: SecParamExchRspData
Table 6.1.5.2.5-1: Definition of type SecParamExchRspData
	Attribute name
	Data type
	P
	Cardinality
	Description

	n32fContextId
	string
	M
	1
	This IE shall contain the context identifier to be used by the initiating SEPP for subsequent JOSE protected message forwarding procedure over N32-f towards the responding SEPP. The responding SEPP shall use this context identifier to locate the cipher suite and protection policy exchanged and agreed to be used with the initiating SEPP, for the message forwarding procedure over N32-f.




[bookmark: _Toc20152383]6.1.5.2.10           Type: N32fContextInfo
Table 6.1.5.2.10-1: Definition of type N32fContextInfo
	Attribute name
	Data type
	P
	Cardinality
	Description

	n32fContextId
	string
	M
	1
	This IE shall contain the N32-f context identifier of the receiving SEPP. 




[bookmark: _Toc20152430]6.2.5.2.9             Type: MetaData
Table 6.2.5.2.9-1: Definition of type MetaData
	Attribute name
	Data type
	P
	Cardinality
	Description

	n32fContextId
	string
	M
	1
	This IE shall contain the n32fContextId provided by the initiating SEPP to the responding SEPP during the parameter exchange procedure (see clause 5.2.3).



[bookmark: _Toc20152339]
5.3.2.4   Message Forwarding to Peer SEP
 

1.      The initiating SEPP issues a HTTP POST request towards the responding SEPP with the request body containing the "N32ReformattedReqMsg" IE carrying the reformatted HTTP/2 message. The request message shall contain the "n32fContextId" information provided by the responding SEPP to the initiating SEPP earlier during the parameter exchange procedure (see clause 5.2.3). The responding SEPP shall use the "n32fContextId" information to:

The concept of N32-f pre-context ID has been introduced in TS 33.501 to ensure the unicity of the N32-f context IDs. Assuming that remote SEPPs could possibly assign the same N32-f pre-context ID, constructing an N32-f context ID also taking into account a locally assigned N32-f pre-context ID ensures the uniqueness of N32-f context IDs. 


Figure 13.2.2.4.0-1: N32-f context overview


N32-f context IDs are used in N32-f messages and in the N32-c Parameter Exchange Procedure (for Cipher Suite Negotiation, Protection Policy Exchange and Security Information List Exchange) and N32-c Context Termination procedure: 

1) the unicity of the N32-f context ID in incoming N32-f messages can be ensured without the need of N32-f pre-context ID (the SEPP assigns a unique N32-f context ID that it sends to the remote SEPP via N32-c procedures, for use in incoming N32-f messages); 

2) a SEPP sending N32-f messages can identify the related N32-f context by the remote PLMN ID / remote SEPP's FQDN.   

3) N32-f context ID assigned by remote SEPPs and received in the N32-c Parameter Exchange procedure (for use in outgoing N32-f messages) could possibly overlap. If so, the receiving SEPP would not be able to uniquely identify the N32-f context to which an incoming N32-c Parameter Exchange request relates, if this procedure is not run on the same HTTP connection as the one used for the Security Capability Negotiation procedure.   

NOTE: The Security Capability Negotiation Request / Response contain a sender (Fqdn) attribute uniquely identifying the SEPP. There is no such attribute in the Security Parameter Exchange Request. Besides, TS 29.573 allows the Security Parameter Exchange procedure to be performed on a different HTTP connection than the HTTP connection used for the Security Capability Negotiation procedure). 

The problem outlined in 3) may be solved by: 

a) requiring SEPPs to generate globally unique N32-f context IDs (e.g. strings including a UUID or the SEPP FQDN); this approach would result though in modifying the format proposed by SA3 for the N32-f context ID (that is used in key generation), in extending the length of the N32-f context ID and therefore in causing overhead for the processing of N32-f messages; 

b) extending the Security Parameter Exchange Request / Response with a new sender (Fqdn) attribute (like defined in the SecNegotiateReqData and SecNegotiateRspData), to be present at least when the Security Parameter Exchange procedure is not run on the same HTTP connection as the one used for the Security Capability Negotiation. 
This approach does not require changes to the N32-f context ID encoding. 
SEPP implementations that maintain a permanent HTTP connection for N32-c are not impacted.

c) [bookmark: _GoBack]adopting the solution from TS 33.501 (i.e. exchanging N32-f pre-context Id in N32-c procedures); this approach would cause non-backward compatible changes to stage 3 (TS 29.573) and would require further extensions to SecParamExchReqData and SecParamExchRspData since the first Security Parameter Exchange request / response would need to convey the N32-f pre-context ID but subsequent Security Parameter exchange request / response and N32-c Context Termination Request / Response would then need to convey the N32-f context ID to refer to the already existing N32-f context.

d) mandating the HTTP connection for N32-c to be permanent (see DISC paper in C4-200559).


Proposal 1: To avoid non-backward compatible changes to existing stage 3 specifications, it is proposed to stick to exchanging a N32-f context ID (and NOT a N32-f pre-context ID) in N32-c procedures. 

Proposal 2: To minimize changes to N32-c procedures and protocol defined in existing stage 3, it is proposed to extend the Security Parameter Exchange Request / Response with a new sender (Fqdn) attribute (at least when this procedure is run on a different HTTP connection than the one used for the Security Negotiation procedure). 

Proposal 3: Clarify that the N32-f context ID shall be encoded as a 64-bit integer formatted as a string of 16 hexadecimal digits (alignment on the encoding specified by SA3).


Conclusion

It is proposed to agree on the above proposals and send an LS asking SA3 to consider aligning TS 33.501 on TS 29.573 unless they identify any problem with the proposals. 
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