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Attachments: S3-194518 (33.501 CR on TLS between NF and SEPP based on custom HTTP header)
1. Overall Description:

SA3 thanks CT4 for the LS (C4-195375/S3-194437) on use of 3gpp-Sbi-Target-apiRoot header in HTTP requests for routing of HTTP signalling from NFs to SEPP.
SA3 analysed the proposal and concludes that it does not see any security issue with the use of 3gpp-Sbi-Target-apiRoot header to convey target resource information in HTTP requests towards SEPP. SA3 recommends that CT4 specify the SEPP behaviour when a (potentially malicious) Network Function includes the 3gpp-Sbi-Target-apiRoot header when communicating with the SEPP using a telescopic FQDN, i.e. which routing information takes precedence. 

The attached CR S3-194518 specifies changes to TS 33.501 to support TLS protection based on 3gpp-Sbi-Target-apiRoot HTTP header.
2. Actions:

To CT4 group.

ACTION: 
SA3 kindly asks CT4 to take the information above into account.
3. Date of Next TSG-SA WG3 Meetings:

SA3#98
10 – 14 February 2020
Guangzhou, China
SA3#99
11 – 15 May 2020
Dubrovnik, Croatia


