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[10]	IETF RFC 6749: "The OAuth 2.0 Authorization Framework".
[11]	3GPP TS 29.510: "Network Function Repository Services; Stage 3".
[12]	IETF RFC 7540: "Hypertext Transfer Protocol Version 2 (HTTP/2)".
[13]	IETF RFC 8259: "The JavaScript Object Notation (JSON) Data Interchange Format".
[14]	OpenAPI Initiative, "OpenAPI 3.0.0 Specification", https://github.com/OAI/OpenAPI-Specification/blob/master/versions/3.0.0.md.
[15]	IETF RFC 7807: "Problem Details for HTTP APIs".
[16]	3GPP TR 21.900: "Technical Specification Group working methods".
[17]	3GPP TS 22.071: "Location Services (LCS); Service description; Stage 1".
[18]	3GPP TS 29.002: "Mobile Application Part (MAP) specification".
[19]	3GPP TS 23.273: "5G System (5GS) Location Services (LCS); Stage 2".
[20]	3GPP TS 24.080: "Mobile radio interface layer 3 Supplementary services specification; Formats and coding".
[aa]	3GPP TS 36.355: "Evolved Universal Terrestrial Radio Access (E-UTRA); LTE Positioning Protocol (LPP)".
[bookmark: _Toc20150331][bb]	3GPP TS 24.501: "Non-Access-Stratum (NAS) protocol for 5G System (5GS); Stage 3". 
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4	Overview
The Location Management Function (LMF) is the network entity in the 5G Core Network (5GC) supporting the following functionality:
-	Supports location determination for a UE.
-	Obtains downlink location measurements or a location estimate from the UE.
-	Obtains uplink location measurements from the NG RAN.
-	Obtains non-UE associated assistance data from the NG RAN.
	-	Provides broadcast assistance data to UEs and forwards associated ciphering keys to an AMF.
Other functions of an LMF are listed in clause 4.3.8 of 3GPP TS 23.273 [19].
Figure 4-1 provides the reference model (in service based interface representation and in reference point representation), with focus on the LMF:


Figure 4-1: Reference model – LMF
[bookmark: _Toc20150333]>>>Next Changes<<<
5.1	Introduction
[bookmark: historyclause]The LMF offers to other NFs the following services:
-	Nlmf_Location
-	Nlmf_Broadcast
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5.x	Nlmf_Broadcast Service
5.x.1	Service Description
The Nlmf_Broadcast service enables an NF to obtain ciphering keys and associated parameters applicable to location assistance data that is broadcast to subscribed UEs in ciphered form.
5.x.2	Service Operations
5.x.2.1	Introduction
The service operations defined for the Nlmf_Broadcast service are as follows:
-	CipheringKeyData: It provides the ciphering key information to the consumer NF.
5.x.2.2	CipheringKeyData
5.x.2.2.1	General
The following procedures are defined, using the "CipheringKeyData" service operation:
-	Request Ciphering Key Information
-	Provide Ciphering Key Information
NOTE:	The Request Ciphering Key procedure is included in order to provide a valid context in OpenAPI version 3 for the Provide Ciphering Key Information procedure. The Request Ciphering Key procedure is not used for support of ciphering key transfer in 3GPP TS 23.273 [19] and hence need not be supported by an NF Service Consumer or by an LMF.

[bookmark: _Toc20150340]5.x.2.2.2	Request Ciphering Key Information 
This procedure allows a consumer NF to request ciphering key information. 


Figure 5.x.2.2.2-1: CipheringKeyData Request
1.	The NF Service Consumer shall send an HTTP POST request to the resource URI associated with the "cipher-key-data" custom operation. The request body shall include a notification callback URI.
2a.	On success, "200 OK" shall be returned. The response body shall indicate whether the LMF has ciphering key data. If the LMF has ciphering key data, the Provide Ciphering Key Information procedure is used to provide the ciphering key data to the NF Service Consumer.
2b.	On failure, one of the HTTP status codes listed in Table 6.y.4.4.2-2 shall be returned. For a 4xx/5xx response, the message body shall contain a ProblemDetails structure with the "cause" attribute set to one of the application errors listed in Table 6.y.7.3-1.
5.x.2.2.3	Provide Ciphering Key Information 
This procedure notifies the NF Service Consumer (i.e. AMF) about updated ciphering key information applicable to broadcast of location assistance data in ciphered form to subscribed UEs. The notification is delivered to:
-	the callback URI of an AMF received during an earlier CipheringKeyData request service operation if still available; or
-	a callback URI registered in the NRF, if the AMF registered to the NRF with notification endpoints for ciphering key data notifications;
Otherwise (if not available),
-	an AMF callback URI locally provisioned in the LMF.
The procedure is invoked by issuing a POST request to the callback URI of the NF Service Consumer. See figure 5.x.2.2.3-1.


Figure 5.x.2.2.3-1: CipheringKeyData Notify
1.	The LMF shall send an HTTP POST request to the callback URI for the NF service consumer determined as described above. The request body shall include one or more ciphering keys and for each ciphering key may include a ciphering key value, ciphering key identifier, validity period and set of applicable types of broadcast assistance data.
2a.	On success or partial success, "200 OK" shall be returned. The response body shall indicate which ciphering key information was successfully stored by the NF service consumer.
2b.	On failure to store any ciphering key information, one of the HTTP status codes listed in table 6.y.5.1.3.1-2 shall be returned. For a 4xx/5xx response, the message body shall contain a ProblemDetails structure with the "cause" attribute set to one of the application errors listed in table 6.y.5.1.3.1-2.
[bookmark: _Toc20150380]
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6.1.6.1	General
This clause specifies the application data model supported by the API.
Table 6.1.6.1-1 specifies the data types defined for the Nlmf_Location service based interface protocol.
Table 6.1.6.1-1: Nlmf_Location specific Data Types
	Data type
	Clause defined
	Description

	InputData
	6.1.6.2.2
	

	LocationData
	6.1.6.2.3
	

	GeographicalCoordinates
	6.1.6.2.4
	

	GeographicArea
	6.1.6.2.5
	

	Point
	6.1.6.2.6
	

	PointUncertaintyCircle
	6.1.6.2.7
	

	PointUncertaintyEllipse
	6.1.6.2.8
	

	Polygon
	6.1.6.2.9
	

	PointAltitude
	6.1.6.2.10
	

	PointAltitudeUncertainty
	6.1.6.2.11
	

	EllipsoidArc
	6.1.6.2.12
	

	LocationQoS
	6.1.6.2.13
	

	CivicAddress
	6.1.6.2.14
	

	PositioningMethodAndUsage
	6.1.6.2.15
	

	GnssPositioningMethodAndUsage
	6.1.6.2.16
	

	VelocityEstimate
	6.1.6.2.17
	

	HorizontalVelocity
	6.1.6.2.18
	

	HorizontalWithVerticalVelocity
	6.1.6.2.19
	

	HorizontalVelocityWithUncertainty
	6.1.6.2.20
	

	HorizontalWithVerticalVelocityAndUncertainty
	6.1.6.2.21
	

	UncertaintyEllipse
	6.1.6.2.22
	

	UeLcsCapability
	6.1.6.2.23
	Indicates the LCS capability supported by the UE.

	PeriodicEventInfo
	6.1.6.2.24
	

	AreaEventInfo
	6.1.6.2.25
	

	ReportingArea
	6.1.6.2.26
	

	MotionEventInfo
	6.1.6.2.27
	

	ReportingAccessTypes
	6.1.6.2.28
	

	CancelLocData
	6.1.6.2.29
	

	LocContextData
	6.1.6.2.30
	

	EventReportMessage
	6.1.6.2.31
	

	EventReportingStatus
	6.1.6.2.32
	

	UELocationInfo
	6.1.6.2.33
	

	EventNotifyData
	6.1.6.2.34
	

	Altitude
	6.1.6.3.2
	

	Angle
	6.1.6.3.2
	

	Uncertainty
	6.1.6.3.2
	

	Orientation
	6.1.6.3.2
	

	Confidence
	6.1.6.3.2
	

	Accuracy
	6.1.6.3.2
	

	InnerRadius
	6.1.6.3.2
	

	CorrelationID
	6.1.6.3.2
	

	AgeOfLocationEstimate
	6.1.6.3.2
	

	HorizontalSpeed
	6.1.6.3.2
	

	VerticalSpeed
	6.1.6.3.2
	

	SpeedUncertainty
	6.1.6.3.2
	

	BarometricPressure
	6.1.6.3.2
	

	LcsServiceType
	6.1.6.3.2
	

	LdrReference
	6.1.6.3.2
	

	ReportingAmount
	6.1.6.3.2
	

	ReportingInterval
	6.1.6.3.2
	

	MinimumInterval
	6.1.6.3.2
	

	MaximumInterval
	6.1.6.3.2
	

	SamplingInterval
	6.1.6.3.2
	

	ReportingDuration
	6.1.6.3.2
	

	LinearDistance
	6.1.6.3.2
	

	LMFIdentification
	6.1.6.3.2
	

	EventReportCounter
	6.1.6.3.2
	

	EventReportDuration
	6.1.6.3.2
	

	ExternalClientType
	6.1.6.3.3
	

	SupportedGADShapes
	6.1.6.3.4
	

	ResponseTime
	6.1.6.3.5
	

	PositioningMethod
	6.1.6.3.6
	

	GnssMethod
	6.1.6.3.7
	

	GnssId
	6.1.6.3.8
	

	Usage
	6.1.6.3.9
	

	LcsPriority
	6.1.6.3.10
	

	VelocityRequested
	6.1.6.3.11
	

	AccuracyFulfilmentIndicator
	6.1.6.3.12
	

	VerticalDirection
	6.1.6.3.13
	

	LdrType
	6.1.6.3.14
	

	ReportingAreaType
	6.1.6.3.15
	

	OccurrenceInfo
	6.1.6.3.16
	

	ReportingAccessType
	6.1.6.3.17
	

	EventClass
	6.1.6.3.18
	

	ReportedEventType
	6.1.6.3.19
	

	TerminationCause
	6.1.6.3.20
	



Table 6.1.6.1-2 specifies data types re-used by the Nlmf_Location service based interface protocol from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Nlmf service based interface. 
Table 6.1.6.1-2: Nlmf_Location re-used Data Types
	Data type
	Reference
	Comments

	Supi
	3GPP TS 29.571 [8]
	

	Pei
	3GPP TS 29.571 [8]
	

	Gpsi
	3GPP TS 29.571 [8]
	

	Ecgi
	3GPP TS 29.571 [8]
	

	Ncgi
	3GPP TS 29.571 [8]
	

	NfInstanceId
	3GPP TS 29.571 [8]
	

	Uri
	3GPP TS 29.571 [8]
	

	RefToBinaryData
	3GPP TS 29.571 [8]
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6.y	Nlmf_Broadcast Service API
6.y.1	API URI
The Nlmf_Broadcast service shall use the Nlmf_Broadcast API.
The request URI used in HTTP request from the NF service consumer towards the NF service producer shall have the structure defined in clause 4.4.1 of 3GPP TS 29.501 [5], i.e.:
{apiRoot}/<apiName>/<apiVersion>/<apiSpecificResourceUriPart>
with the following components:
-	The {apiRoot} shall be set as described in 3GPP TS 29.501 [5].
-	The <apiName> shall be "nlmf-broadcast".
-	The <apiVersion> shall be "v1".
-	The <apiSpecificResourceUriPart> shall be set as described in clause 6.y.3.
6.y.2	Usage of HTTP
6.y.2.1	General
HTTP/2, as defined in IETF RFC 7540 [12], shall be used as specified in clause 5 of 3GPP TS 29.500 [4].
HTTP/2 shall be transported as specified in clause 5.3 of 3GPP TS 29.500 [4].
HTTP messages and bodies for the Nlmf_Location service shall comply with the OpenAPI [14] specification contained in Annex A. 
6.y.2.2	HTTP Standard Headers
6.y.2.2.1	General
6.y.2.2.2	Content type 
The following content types shall be supported:
-	JSON, as defined in IETF RFC 8259 [13], shall be used as content type of the HTTP bodies specified in the present specification as indicated in clause 5.4 of 3GPP TS 29.500 [4].
-	The Problem Details JSON Object (IETF RFC 7807 [15]). The use of the Problem Details JSON object in a HTTP response body shall be signalled by the content type "application/problem+json".
6.y.2.3	HTTP custom headers
6.y.2.3.1	General
The following HTTP custom headers shall be supported:
-	3gpp-Sbi-Message-Priority: See 3GPP TS 29.500 [4], clause 5.2.3.2.2.
This API does not define any new HTTP custom headers.
6.y.3	Resources 
[bookmark: _Toc20150361]6.y.3.1	Overview
The structure of the Resource URIs of the Nlmf_Broadcast service is shown in figure 6.y.3.1-1.


Figure 6.y.3.1-1: Resource URI structure of the Nlmf_Broadcast API
Table 6.y.3.1-1 provides an overview of the resources and applicable HTTP methods.
Table 6.y.3.1-1: Resources and methods overview
	Resource name
	Resource URI
	HTTP method or custom operation
	Description

	CipheringKeyData
(Custom operation)
	{apiRoot}/nlmf-broadcast/<apiVersion>/cipher-key-data
	cipher-key-data (POST)
	



6.y.4	Custom Operations without associated resources 
[bookmark: _Toc20150363]6.y.4.1	Overview
Table 6.y.4.1-1: Custom operations without associated resources
	Custom operation URI
	Mapped HTTP method
	Description

	{apiRoot}/nlmf-broadcast/<apiVersion>/cipher-key-data
	POST
	



[bookmark: _Toc20150370]6.y.4.4	Operation: cipher-key-data
[bookmark: _Toc20150371]6.y.4.4.1	Description
This clause describes the custom operation and what it is used for. 
[bookmark: _Toc20150372]6.y.4.4.2	Operation Definition
This operation shall support the request and response data structures and response codes specified in table 6.y.4.4.2-1 and table 6.y.4.4.2-2.
Table 6.y.4.4.2-1: Data structures supported by the POST Request Body on this resource 
	Data type
	P
	Cardinality
	Description

	CipherRequestData
	M
	1
	Input parameters to the "Ciphering Key Data" operation



Table 6.y.4.4.2-2: Data structures supported by the POST Response Body on this resource
	[bookmark: _Hlk14628875]Data type
	P
	Cardinality
	Response
codes
	Description

	CipherResponseData
	M
	1
	200 OK
	This case represents a successful request for ciphering key data.

Upon success, a response body is returned indicating whether the LMF has ciphering key data. The ciphering key data is returned separately in a CipheringKeyData notification.

	ProblemDetails
	M
	1
	403 Forbidden
	The "cause" attribute shall be set to one of the following application errors:
- UNSPECIFIED
- BROADCAST_CIPHERING_KEYS_NOT_SUPPORTED 

See table 6.y.7.3-1 for the description of this error.



6.y.5	Notifications
6.y.5.1	CipheringKeyData
6.y.5.1.1	Description
The CipheringKeyData operation is used to notify the occurrence of new ciphering key information to a consumer NF (e.g. AMF).
6.y.5.1.2	Notification Definition
Callback URI: {amfCallBackURI}
See clause 5.x.2.2.2 for the description of how the LMF obtains the Callback URI of the NF Service Consumer (i.e. AMF).
6.y.5.1.3	Notification Standard Methods
6.y.5.1.3.1	POST
This method sends a ciphering key data notify to the NF Service Consumer. 
This method shall support the request and response data structures and response codes specified in table 6.y.5.1.3.1-1 and table 6.y.5.1.3.1-2.
Table 6.y.5.1.3.1-1: Data structures supported by the POST Request Body
	Data type
	P
	Cardinality
	Description

	CipheringKeyInfo
	M
	1
	Input parameters to the "Ciphering Key Data" operation



Table 6.y.5.1.3.1-2: Data structures supported by the POST Response Body
	Data type
	P
	Cardinality
	Response
codes
	Description

	CipheringKeyResponse
	M
	1
	200 OK
	This case represents successful or partially successful storage of ciphering key information by the service consumer NF.

A response body is returned containing the following parameters:
- List of Ciphering Set IDs successfully stored
- List of Ciphering Set IDs not successfully stored

	ProblemDetails
	M
	1
	403 Forbidden
	The "cause" attribute shall be set to one of the following application errors:
- UNSPECIFIED
- UNABLE_TO_STORE_CIPHERING_KEY_DATA 

See table 6.y.7.3-1 for the description of this error.



6.y.6	Data Model
6.y.6.1	General
This clause specifies the application data model supported by the API.
Table 6.y.6.1-1 specifies the data types defined for the Nlmf_Broadcast service based interface protocol.
Table 6.y.6.1-1: Nlmf_Broadcast specific Data Types
	Data type
	Clause defined
	Description

	CipheringKeyInfo
	6.y.6.2.2
	

	CipheringKeyResponse
	6.y.6.2.3
	

	CipheringDataSet
	6.y.6.2.4
	

	CipheringSetReport
	6.y.6.2.5
	

	CipherRequestData
	6.y.6.2.6
	

	CipherResponseData
	6.y.6.2.7
	

	CipheringSetID
	6.y.6.3.2
	

	CipheringKey
	6.y.6.3.2
	

	C0
	6.y.6.3.2
	

	ValidityDuration
	6.y.6.3.2
	

	StorageOutcome
	6.y.6.3.3
	

	DataAvailability
	6.y.6.3.4
	



Table 6.y.6.1-2 specifies data types re-used by the Nlmf_Broadcast service based interface protocol from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Nlmf service based interface. 
Table 6.y.6.1-2: Nlmf_Broadcast re-used Data Types
	Data type
	Reference
	Comments

	Binary
	3GPP TS 29.571 [8]
	

	DateTime
	3GPP TS 29.571 [8]
	

	Uri
	3GPP TS 29.571 [8]
	



6.y.6.2	Structured data types
6.y.6.2.1	Introduction
This clause defines the structures to be used in resource representations. 
6.y.6.2.2	Type: CipheringKeyInfo
Table 6.y.6.2.2-1: Definition of type CipheringKeyInfo
	Attribute name
	Data type
	P
	Cardinality
	Description

	cipheringData
	array(CipheringDataSet)
	M
	1..N
	This IE contains one or more ciphering data sets, where each ciphering data set contains information for one ciphering key.



6.y.6.2.3	Type: CipheringKeyResponse
Table 6.y.6.2.3-1: Definition of type CipheringKeyResponse
	Attribute name
	Data type
	P
	Cardinality
	Description

	cipheringDataReport
	Array(CipheringSetReport)
	O
	1..N
	This IE indicates the ciphering data sets which were successfully stored or not stored.

The absence of this IE indicates that all ciphering data sets were successfully stored.



6.y.6.2.4	Type: CipheringDataSet
Table 6.y.6.2.4-1: Definition of type CipheringDataSet
	Attribute name
	Data type
	P
	Cardinality
	Description

	cipheringSetID
	CipheringSetID
	M
	1
	Identification of a ciphering data set

	cipheringKey
	CipheringKey
	M
	1
	A ciphering key value

	c0
	C0
	M
	1
	First component of the initial ciphering counter as defined in clause 7.4.2 of 3GPP TS 36.355 [aa]

	ltePosSibTypes
	Binary
	O
	0..1
	This IE contains a bitmap indicating the LTE positioning SIB types for which the ciphering data set is applicable:
-	a bit set to 0 indicates that the ciphering data set is not applicable to the corresponding LTE positioning SIB type
-	a bit set to 1 indicates that the ciphering data set is applicable to the corresponding LTE positioning SIB type

The mapping of the bits to the LTE positioning SIB types is as follows:

--	bit 8 in the first octet maps to positioning SIB Type 1-1
--	bit 7 in the first octet maps to positioning SIB Type 1-2
--	bit 6 in the first octet maps to positioning SIB Type 1-3
--	bit 5 in the first octet maps to positioning SIB Type 1-4
--	bit 4 in the first octet maps to positioning SIB Type 1-5
--	bit 3 in the first octet maps to positioning SIB Type 1-6
--	bit 2 in the first octet maps to positioning SIB Type 1-7
--	bit 1 in the first octet maps to positioning SIB Type 1-8

--	bit 8 in the second octet maps to positioning SIB Type 2-1
--	bit 7 in the second octet maps to positioning SIB Type 2-2
--	bit 6 in the second octet maps to positioning SIB Type 2-3
--	bit 5 in the second octet maps to positioning SIB Type 2-4
--	bit 4 in the second octet maps to positioning SIB Type 2-5
--	bit 3 in the second octet maps to positioning SIB Type 2-6
--	bit 2 in the second octet maps to positioning SIB Type 2-7
--	bit 1 in the second octet maps to positioning SIB Type 2-8

--	bit 8 in the third octet maps to positioning SIB Type 2-9
--	bit 7 in the third octet maps to positioning SIB Type 2-10
--	bit 6 in the third octet maps to positioning SIB Type 2-11
--	bit 5 in the third octet maps to positioning SIB Type 2-12
--	bit 4 in the third octet maps to positioning SIB Type 2-13
--	bit 3 in the third octet maps to positioning SIB Type 2-14
--	bit 2 in the third octet maps to positioning SIB Type 2-15
--	bit 1 in the third octet maps to positioning SIB Type 2-16

--	bit 8 in the fourth octet maps to positioning SIB Type 2-17
--	bit 7 in the fourth octet maps to positioning SIB Type 2-18
--	bit 6 in the fourth octet maps to positioning SIB Type 2-19
--	bit 5 in the fourth octet maps to positioning SIB Type 2-20
--	bit 4 in the fourth octet maps to positioning SIB Type 2-21
--	bit 3 in the fourth octet maps to positioning SIB Type 2-22
--	bit 2 in the fourth octet maps to positioning SIB Type 2-23
--	bit 1 in the fourth octet maps to positioning SIB Type 3-1

Any unassigned bits are spare and shall be coded as zero. Non-included bits shall be treated as being coded as zero.
(NOTE 1)

	nrPosSibTypes
	Binary
	O
	0..1
	This IE contains a bitmap indicating the NR positioning SIB types for which the ciphering data set is applicable:
-	a bit set to 0 indicates that the ciphering data set is not applicable to the corresponding NR positioning SIB type
-	a bit set to 1 indicates that the ciphering data set is applicable to the corresponding NR positioning SIB type

The mapping of the bits to the NR positioning SIB types is as follows:

--	bit 8 in the first octet maps to positioning SIB Type 1-1
--	bit 7 in the first octet maps to positioning SIB Type 1-2
--	bit 6 in the first octet maps to positioning SIB Type 1-3
--	bit 5 in the first octet maps to positioning SIB Type 1-4
--	bit 4 in the first octet maps to positioning SIB Type 1-5
--	bit 3 in the first octet maps to positioning SIB Type 1-6
--	bit 2 in the first octet maps to positioning SIB Type 1-7
--	bit 1 in the first octet maps to positioning SIB Type 1-8

--	bit 8 in the second octet maps to positioning SIB Type 2-1
--	bit 7 in the second octet maps to positioning SIB Type 2-2
--	bit 6 in the second octet maps to positioning SIB Type 2-3
--	bit 5 in the second octet maps to positioning SIB Type 2-4
--	bit 4 in the second octet maps to positioning SIB Type 2-5
--	bit 3 in the second octet maps to positioning SIB Type 2-6
--	bit 2 in the second octet maps to positioning SIB Type 2-7
--	bit 1 in the second octet maps to positioning SIB Type 2-8

--	bit 8 in the third octet maps to positioning SIB Type 2-9
--	bit 7 in the third octet maps to positioning SIB Type 2-10
--	bit 6 in the third octet maps to positioning SIB Type 2-11
--	bit 5 in the third octet maps to positioning SIB Type 2-12
--	bit 4 in the third octet maps to positioning SIB Type 2-13
--	bit 3 in the third octet maps to positioning SIB Type 2-14
--	bit 2 in the third octet maps to positioning SIB Type 2-15
--	bit 1 in the third octet maps to positioning SIB Type 2-16

--	bit 8 in the fourth octet maps to positioning SIB Type 2-17
--	bit 7 in the fourth octet maps to positioning SIB Type 2-18
--	bit 6 in the fourth octet maps to positioning SIB Type 2-19
--	bit 5 in the fourth octet maps to positioning SIB Type 2-20
--	bit 4 in the fourth octet maps to positioning SIB Type 2-21
--	bit 3 in the fourth octet maps to positioning SIB Type 2-22
--	bit 2 in the fourth octet maps to positioning SIB Type 2-23
--	bit 1 in the fourth octet maps to positioning SIB Type 3-2

--	bit 8 in the fifth octet maps to positioning SIB Type 3-3
--	bit 7 in the fifth octet maps to positioning SIB Type 3-4

Any unassigned bits are spare and shall be coded as zero. Non-included bits shall be treated as being coded as zero.
(NOTE 1)

	validityStartTime
	DateTime
	M
	1
	This IE contains the UTC time when the ciphering data set becomes valid.

	validityDuration
	ValidityDuration
	M
	1
	The validity duration of the ciphering data set.

	taiList
	Binary
	O
	0..1
	This IE contains the TAIs of the tracking areas for which the ciphering data set is applicable. It is encoded as octets 2 to n of the 5GS tracking area identity list IE specified in clause 9.11.3.9 of 3GPP TS 24.501 [bb].

If this IE is omitted, the ciphering data set is valid in the entire PLMN.

	NOTE 1: At least one of ltesibTypes IE and nrsibTypes IE shall be included.



Editor's note [WI: 5G_eLCS, CR#0042]:	The positioning SIBs listed for the IEs lteSibTypes and nrSibTypes include positioning SIBs defined in TS 36.331 and TS 36.355 for E-UTRAN in Rel-15 plus new positioning SIBs for NG-RAN being discussed in RAN2 for Rel-16. These positioning SIBs will need to be aligned later with RAN2 agreements for Rel-16.
6.y.6.2.5	Type: CipheringSetReport
Table 6.y.6.2.5-1: Definition of CipheringSetReport
	Attribute name
	Data type
	P
	Cardinality
	Description

	cipheringSetID
	CipheringSetID
	M
	1
	Identification of a ciphering data set

	storageOutcome
	StorageOutcome
	M
	1
	Indication of whether the ciphering data set was successfully stored or was not stored.



6.y.6.2.6	Type: CipherRequestData
Table 6.y.6.2.6-1: Definition of CipherRequestData
	Attribute name
	Data type
	P
	Cardinality
	Description

	amfCallBackURI
	Uri
	M
	1
	Callback URI of the NF Service Consumer



6.y.6.2.7	Type: CipherResponseData
Table 6.y.6.2.7-1: Definition of CipherResponseData
	Attribute name
	Data type
	P
	Cardinality
	Description

	dataAvailability
	DataAvailability
	M
	1
	An indication of whether the LMF currently has ciphering key data applicable to the NF Service Consumer



6.y.6.3	Simple data types and enumerations
6.y.6.3.1	Introduction
This clause defines simple data types and enumerations that can be referenced from data structures defined in the previous clauses.
6.y.6.3.2	Simple data types 
The simple data types defined in table 6.y.6.3.2-1 shall be supported.
Table 6.y.6.3.2-1: Simple data types
	Type Name
	Type Definition
	Description

	CipheringSetID
	integer
	The ciphering set ID
Minimum = 0. Maximum = 65535 

	CipheringKey
	binary
	A 128 bit ciphering key encoded using 16 octets

	C0
	binary
	A 128 bit value for C0 encoded using 16 octets

	ValidityDuration
	integer
	The validity duration in minutes.
Minimum = 1. Maximum = 65535



6.y.6.3.3	Enumeration: StorageOutcome
The enumeration StorageOutcome represents the outcome of cipher set data storage at the service consumer NF.
Table 6.y.6.3.3-1: Enumeration StorageOutcome
	Enumeration value
	Description

	"STORAGE_SUCCESSFUL"
	

	"STORAGE_FAILED"
	



6.y.6.3.4	Enumeration: DataAvailability
The enumeration DataAvailability represents the availability of ciphering key data at an LMF.
Table 6.y.6.3.4-1: Enumeration DataAvailability
	Enumeration value
	Description

	"CIPHERING_KEY_DATA_AVAILABLE"
	

	CIPHERING_KEY_DATA_NOT_AVAILABLE"
	



6.y.7	Error Handling
6.y.7.1	General
HTTP error handling shall be supported as specified in clause 5.2.4 of 3GPP TS 29.500 [4].
6.y.7.2	Protocol Errors
Protocol errors handling shall be supported as specified in clause 5.2.7 of 3GPP TS 29.500 [4].
6.y.7.3	Application Errors
The application errors defined for the Nlmf_Broadcast service are listed in table 6.y.7.3-1.
Table 6.y.7.3-1: Application errors
	Application Error
	HTTP status code
	Description

	UNSPECIFIED
	403 Forbidden
	The request is rejected due to unspecified reasons.

	UNABLE_TO_STORE_CIPHERING_KEY_DATA
	403 Forbidden
	The service consumer NF was unable to store ciphering key data.

	BROADCAST_CIPHERING_KEYS_NOT_SUPPORTED
	403 Forbidden
	Ciphering keys for broadcast are not supported.



6.y.8	Security
The Nlmf_Broadcast  API does not define service operations for which additional security is needed in this version of the specification.

>>>Next Changes<<<
A.n	Nlmf_Broadcast API
openapi: 3.0.0
info:
  version: '1.0.0'
  title: 'LMF Broadcast'
  description: |
    LMF Broadcast Service.
    © 2019, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.
servers:
  - url: '{apiRoot}/nlmf-broadcast/v1'
    variables:
      apiRoot:
        default: https://example.com
        description: apiRoot as defined in clause 4.4 of 3GPP TS 29.501
security:
  - {}
  - oAuth2ClientCredentials:
      - nlmf-broadcast
paths:
  /cipher-key-data:
    post:
      summary: Request ciphering key data
      operationId: CipheringKeyData
      tags:
        - Request Ciphering Key Data
      requestBody:
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/CipherRequestData'
        required: true
      responses:
        '200':
          description: Expected response to a valid request
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/CipherResponseData'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '401':
          $ref: 'TS29571_CommonData.yaml#/components/responses/401'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '411':
          $ref: 'TS29571_CommonData.yaml#/components/responses/411'
        '413':
          $ref: 'TS29571_CommonData.yaml#/components/responses/413'
        '415':
          $ref: 'TS29571_CommonData.yaml#/components/responses/415'
        '429':
          $ref: 'TS29571_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        '504':
          $ref: 'TS29571_CommonData.yaml#/components/responses/504'
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'
      callbacks:
        CipheringKeyData: 
          '{$request.body#/amfCallBackURI}':
            post:
              requestBody: 
                description: Ciphering Key Data Notification
                content:
                  application/json:
                    schema:
                      $ref: '#/components/schemas/CipheringKeyInfo'
              responses: 
                '200':
                  description: Expected response to a valid request
                  content:
                    application/json:
                      schema:
                        $ref: '#/components/schemas/CipheringKeyResponse'
                '400':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/400'
                '401':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/401'
                '403':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/403'
                '404':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/404'
                '411':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/411'
                '413':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/413'
                '415':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/415'
                '429':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/429'
                '500':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/500'
                '503':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/503'
                '504':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/504'
                default:
                  $ref: 'TS29571_CommonData.yaml#/components/responses/default'

components:
  schemas:
#
# COMPLEX TYPES
#
    CipheringKeyInfo:
      type: object
      required: 
        - cipheringData
      properties:
        cipheringData:
          type: array
          items:
            $ref: '#/components/schemas/CipheringDataSet'
          minItems: 1
    CipheringKeyResponse:
      type: object
      properties: 
        cipheringDataReport:
          type: array
          items:
            $ref: '#/components/schemas/CipheringSetReport'
          minItems: 1
    CipheringDataSet:
      type: object
      required:
        - cipheringSetID
        - cipheringKey
        - c0
        - validityStartTime
        - validityDuration
      properties: 
        cipheringSetID:
          $ref: '#/components/schemas/CipheringSetID'
        cipheringKey:
          $ref: '#/components/schemas/CipheringKey'
        c0:
          $ref: '#/components/schemas/C0'
        ltePosSibTypes:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Binary'
        nrPosSibTypes:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Binary'
        validityStartTime:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/DateTime'
        validityDuration:
          $ref: '#/components/schemas/ValidityDuration'
        ldrReference:
          $ref: '#/components/schemas/LdrReference'
        taiList:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Binary'
    CipheringSetReport:
      type: object
      required:
        - cipheringSetID
        - storageOutcome
      properties: 
        cipheringSetID:
          $ref: '#/components/schemas/CipheringSetID'
        storageOutcome:
          $ref: '#/components/schemas/StorageOutcome'
    CipherRequestData:
      type: object
      required:
        - amfCallBackURI
      properties: 
        amfCallBackURI:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Uri'
    CipherResponseData:
      type: object
      required:
        - dataAvailability
      properties: 
        dataAvailability:
          $ref: '#/components/schemas/DataAvailability'
#
#
# SIMPLE TYPES
#
    CipheringSetID:
      type: integer
      minimum: 0
      maximum: 65535
    CipheringKey:
      type: binary
    C0:
      type: binary
    ValidityDuration:
      type: integer
      minimum: 1
      maximum: 65535
#
# ENUMS
#
    StorageOutcome:
      anyOf:
        - type: string
          enum:
            - STORAGE_SUCCESSFUL
            - STORAGE_FAILED
    DataAvailability:
      anyOf:
        - type: string
          enum:
            - CIPHERING_KEY_DATA_AVAILABLE
            - CIPHERING_KEY_DATA_NOT_AVAILABLE

externalDocs:
  description: 3GPP TS 29.572 V16.0.0; 5G System; Location Management Services; Stage 3
  url: 'http://www.3gpp.org/ftp/Specs/archive/29_series/29.572/'

>>>End of Changes<<<
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