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	Reason for change:
	Clause 4.6.2 of TS 23.316 specifies additional features for IPv6 address allocation and IPv6 prefix delegation for RG connecting to 5GC. 

 a.	IPv6 address allocation using DHCPv6 may be supported for allocating individual /128 IPv6 address(es) for a PDU Session. The details of IPv6 address allocation using DHCPv6 are described in clause 4.6.2.2.
b.	IPv6 Prefix Delegation using DHCPv6 may be supported for allocating additional IPv6 prefixes for a PDU Session. The details of Prefix Delegation are described in clause 4.6.2.3.
When obtaining the IP address from the UPF, the SMF provides the UPF with the necessary information allowing the UPF to derive the proper IP address (e.g. the network instance, IP version, size of the IP address or Prefix the UPF is to allocate).
[bookmark: _Toc19107090]4.6.2.2	IPv6 Address Allocation using DHCPv6
When using DHCPv6 address allocation, a prefix (e.g. /64) may be allocated for the PDU Session at PDU Session Establishment from which the /128 addresses are selected. … 
Alternatively, individual 128-bit address(es) are allocated for the PDU Session without allocating a prefix to the PDU Session and provided to the RG as part of DHCP IA_NA procedure.
[bookmark: _Toc19107091]4.6.2.3	IPv6 Prefix Delegation via DHCPv6
Optionally a single network prefix shorter than the default /64 prefix may be assigned to a PDU Session.
If IPv6 stateless autoconfiguration is used, the /64 default prefix used for IPv6 stateless autoconfiguration may be allocated from this network prefix; the remaining address space from the network prefix can be delegated to the PDU session using prefix delegation after the PDU Session establishment and IPv6 prefix allocation via IPv6 stateless address autoconfiguration …
Requirements for IPv6 Prefix Delegation via DHCPv6 are similar to those specified in EPC in clause 5.3.1.2.6 of TS 23.401. Accordingly, the PFCP extensions that were defined to support IPv6 Prefix Delegation can be reused without impacts. 

PFCP extensions are required for IP address allocation using DHCPv6. 


	
	

	Summary of change:
	Stage 2 references to TS 23.501 and TS 23.316 are added for UE IP address allocation supported in 5GC. 

IPv6 Prefix Delegation in 5GC is supported using the PFCP extensions defined for support of IPv6 Prefix Delegation in EPC. 

PFCP protocol extensions are defined to enable the allocation (by the SMF or UPF) of IPv6 prefix with a prefix length other than the default /64, including the allocation of individual /128 IPv6 addresses. 

Multiple UE IP addresses (e.g. multiple /128 IPv6 addresses) may be assigned to the same PDU session, by including multiple occurences of the UE IP Address IE in the PDI or Traffic Endpoint or by provisioning multiple PDRs with different UE IP Address.

A new UPF feature flag is defined to indicate support of IPv6 prefix with a prefix length other than the default /64 and support of allocation of multiple UE IP addresses to a PDU session.
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* * * First Change * * * *
[bookmark: _Toc19717025][bookmark: _Toc19717128][bookmark: _Toc20130940][bookmark: _Toc19777452][bookmark: _Toc19777483]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.214: "Architecture enhancements for control and user plane separation of EPC nodes; Stage 2".
[3]	3GPP TS 29.281: "General Packet Radio System (GPRS) Tunnelling Protocol User Plane (GTPv1-U)".
[4]	IETF RFC 768: "User Datagram Protocol".
[5]	IETF RFC 791: "Internet Protocol".
[6]	IETF RFC 2460: "Internet Protocol, Version 6 (IPv6) Specification".
[7]	3GPP TS 23.203: "Policy and charging control architecture; Stage 2".
[8]	3GPP TS 29.212: "Policy and Charging Control (PCC); Reference points".
[9]	3GPP TS 29.274: "3GPP Evolved Packet System. Evolved GPRS Tunnelling Protocol for EPS (GTPv2)".
[10]	3GPP TS 36.413: "Evolved Universal Terrestrial Radio Access Network (E-UTRAN); S1 Application Protocol (S1AP)".
[11]	3GPP TS 29.213: "Policy and Charging Control signalling flows and Quality of Service (QoS) parameter mapping".
[12]	IETF RFC 5905: "Network Time Protocol Version 4: Protocol and Algorithms Specification".
[13]	IETF RFC 2474: "Definition of the Differentiated Services Field (DS Field) in the IPv4 and IPv6 Headers".
[14]	3GPP TS 23.401: "General Packet Radio Service (GPRS) enhancements for Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access".
[15]	3GPP TS 22.153: "Multimedia Priority Service".
[16]	IETF RFC 4006: "Diameter Credit Control Application".
[17]	3GPP TS 32.251: "Telecommunication management; Charging management; Packet Switched (PS) domain charging".
[18]	3GPP TS 32.299: "Telecommunication management; Charging management; Diameter charging application".
[19]	3GPP TS 23.060: "General Packet Radio Service (GPRS); Service description; Stage 2".
[20]	3GPP TS 33.107: "3G security; Lawful interception architecture and functions".
[21]	3GPP TS 29.251: "Gw and Gwn reference points for sponsored data connectivity".
[22]	IETF RFC 2474, "Definition of the Differentiated Services Field (DS Field) in the IPv4 and IPv6 Headers".
[23]	IETF RFC 7230: "Hypertext Transfer Protocol (HTTP/1.1): Message Syntax and Routing".
[24]	3GPP TS 23.007: "Restoration procedures".
[25]	3GPP TS 29.303: "Domain Name System Procedures; Stage 3"
[26]	IETF RFC 5905: "Network Time Protocol Version 4: Protocol and Algorithms Specification".
[27]	IETF RFC 1035: "Domain Names - Implementation and Specification".
[28]	3GPP TS 23.501:"System Architecture for the 5G System"
[29]	3GPP TS 23.502:"Procedures for the 5G System"
[30]	IEEE 802.1Q: "Virtual Bridged Local Area Networks"
[31]	IEEE 802.3: "IEEE Standard for Ethernet"
[32]	IETF RFC 826: "An Ethernet Address Resolution Protocol or Converting Network Protocol Addresses".
[33]	IETF RFC 4861: "Neighbor Discovery for IP version 6 (IPv6)". .
[34]	3GPP TS 38.415: "NG-RAN; PDU Session User Plane Protocol".
[35]	3GPP TS 32.422: "Telecommunication management; Subscriber and equipment trace; Trace control and configuration management".
[36]	IETF RFC 4282: "The Network Access Identifier".
[37]	IETF RFC 2865: "Remote Authentication Dial In User Service (RADIUS)".
[38]	IETF RFC 3162: "RADIUS and IPv6".
[39]	3GPP TS 29.061: "Interworking between the Public Land Mobile Network (PLMN) supporting packet based services and Packet Data Networks (PDN)".
[40]	3GPP TS 23.527: "5G System; Restoration procedures".
[41]	3GPP TS 29.512: "5G System; Session Management Policy Control Service; Stage 3".
[bookmark: _Hlk533193721][42]	3GPP TS 38.300: "NR; NR and NG-RAN Overall Description; Stage 2".
[43]	3GPP TS 29.510: "5G System; Network Function Repository Services; Stage 3".
[44]	3GPP TS 23.503:"Policy and Charging Control Framework for the 5G System".
[45]	3GPP TS 32.255: "Telecommunication management; Charging management; 5G data connectivity domain charging; Stage 2".
[46]	3GPP TS 29.512: "Session Management Policy Control Service, Stage 3".
[47]	3GPP TS 33.127: "Security; Lawful Interception (LI) architecture and functions".
[48]	3GPP TS 23.003: "Numbering, addressing and identification".
[49]	3GPP TS 29.561: "5G System; Interworking between 5G Network and external Data Networks; Stage 3".
[50]	3GPP TS 29.502: "5G System, Session Management Services; Stage 3".
[x]	3GPP TS 23.316: "Wireless and wireline convergence access support for the 5G System (5GS)".

* * * Next Change * * * *
[bookmark: _Toc19717046]5.2.1A.1	General
When provisioning a PDR in the UP function, the CP function shall provide the PDI with the following information:
-	the source interface of the incoming packets;
-	a combination of the parameters, that incoming packets are requested to match, among: Local F-TEID, Network Instance, UE IP address(es), SDF Filter(s) and/or Application ID. For 5GC, the PDI may additionally contain one or more QFI(s) to detect traffic pertaining to specific QoS flow(s), Ethernet Packet Filter(s) and/or Ethernet PDU Session Information (see clause 5.13.1).
The requirements for provisioning an SDF filter in the PDI are specified in clauses 5.2.1A.2A and 5.2.1A.3.
The CP function may provision the parameters, that incoming packets are requested to match, in the UP function by:
-	providing the parameters individually in each PDI of the PFCP session; or
-	optionally, if the PDI Optimization feature is supported by the UP function, by providing the parameters which may be common to multiple PDIs of a same PFCP session in a Traffic Endpoint IE and by referencing this Traffic Endpoint in the PDI(s) of the PFCP session. See clause 5.2.1A.2. A Traffic Endpoint may include a Local F-TEID, Network Instance, UE IP address(es) and/or Ethernet PDU Session Information (see clause 5.13.1).
NOTE:	A Traffic Endpoint can correspond to a GTP-u endpoint, an SGi or an N6 endpoint.

* * * Next Change * * * *
5.14	Support IPv6 Prefix Delegation
[bookmark: OLE_LINK29][bookmark: _Hlk519172857]Clause 5.3.1.2.6 of 3GPP TS 23.401 [14] and clause 4.6.2.3 of 3GPP TS 23.316 [x] specifyies the requirements for IPv6 Prefix Delegation via DHCPv6, that allow assigning a single network prefix shorter than the default /64 prefix to a PDN connection or a PDU session.
When assigning additional IPv6 prefixes (i.e. prefixes in addition to the default prefix) to a UE, the CP function shall provision/update the UE IP Address IE in the UP function with the IPv6D flag set to "1" and IPv6 Prefix Delegation Bits field to indicating the length of IPv6 Prefix for delegation (see clause 8.2.62).

* * * Next Change * * * *
[bookmark: _Toc19717143]5.21	UE IP address/prefix Allocation and Release (for 5GC)
[bookmark: _Toc19717144]5.21.1	General
Stage 2 requirements for UE IP address allocation in the 5GC are specified in clause 5.8.2.2 of 3GPP TS 23.501 [28] and clause 4.6.2 of 3GPP TS 23.316 [x]. The following types of UE IP addresses may be assigned over N4: 
-	IPv4 address; 
-	/64 IPv6 Prefix; 
-	IPv6 prefix other than default /64, including individual /128 IPv6 address, if the UPF indicates supports of the IP6PL feature (see clause 8.2.25), for IPv6 address allocation using DHCPv6 specified in clause 4.6.2.2 of 3GPP TS 23.316 [x]; 
-	IPv6 prefix shorter than the default /64 prefix for support of IPv6 prefix delegation as specified in clause 4.6.2.3 of 3GPP TS 23.316 [x] and clause 5.14.
More than one UE IP address may be assigned to a PDU session, e.g. multiple /128 IPv6 addresses, if the UPF indicates supports of the IP6PL feature (see clause 8.2.25), by provisioning multiple instances of the UE IP Address IE in a same PDI or Traffic Endpoint, or by provisioning multiple PDIs or Traffic Endpoints with a different UE IP Address. 
A UE IPv4 address or IPv6 prefix may be allocated by the CP function or the UP function. A given IP address pool shall be controlled by a unique entity (either the SMF or the UPF or an external server).
The support of UE IP address/prefix allocation by the CP function is mandatory. The support of UE IP address/prefix allocation by the UP function is optional. See clause 5.8.2.2 of 3GPP TS 23.501 [28].
The UP function shall set the UEIP feature flag in the UP Function Features IE if it supports UE IP address/prefix allocation in the UP function (see clause 8.2.25). If so, the CP function shall determine whether UE IP address or prefix is allocated by the CP function or the UP function based on network configuration.
[bookmark: _Toc19717145]5.21.2	UE IP address/prefix allocation in the CP function
When performing UE IP address allocation in the CP function, the CP function shall assign the UE IP address/prefix and provide the assigned address/prefix to the UP function in the UE IP Address IE of the PDR IE (see Table 7.5.2.2-1) or of the Traffic Endpoint (see Table 7.5.2.7-1).
[bookmark: _Toc19717146]5.21.3	UE IP address/prefix allocation in the UP function
When performing UE IP address/prefix allocation in the UP function, the CP function shall request the UP function to allocate the UE IP address/prefix by:
-	setting the CHOOSE flag in the UE IP Address IE of the PDR IE (see Table 7.5.2.2-1) or of the Traffic Endpoint (see Table 7.5.2.7-1); the IPv6 prefix length shall be indicated in the UE IP Address if an IPv6 prefix other than default /64 and other than for IPv6 prefix delegation (see clause 5.14) is to be assigned and the UPF indicated support of the IP6PL feature (see clause 8.2.25); and
-	including the Network Instance IE to indicate the IP address pool from which the UE IP address/prefix is to be assigned.
The CP function may request the UP function to allocate the same UE IP address/prefix to several PDRs to be created within one single PFCP Session Establishment Request or PFCP Session Modification Request by:
-	setting the CHOOSE flag in the UE IP Address IE of each PDR to be created with a new UE IP address/prefix;
or, if the UP function indicated support of the PDI optimization (see clause 8.2.25), by:
-	including the UE IP Address IE only in the Create Traffic Endpoint IE and by setting the CHOOSE flag in the UE IP Address IE of this IE; and
-	including the Traffic Endpoint ID in all the PDRs to be created with the same UE IP address.
If the PDR(s) is created successfully, the UP function shall return the UE IP address/prefix it has assigned to the PDR(s) or to the Traffic Endpoint(s) in the PFCP Session Establishment Response or PFCP Session Modification Response.
Upon receiving a request to delete a PFCP session, to remove a Traffic Endpoint, or to remove the last PDR associated with the UE IP address/prefix, the UP function shall release the UE IP address/prefix that was assigned to the PFCP session, to the Traffic Endpoint, or to the PDR.

* * * Next Change * * * *
[bookmark: _Toc19717285]7.5.2.2	Create PDR IE within PFCP Session Establishment Request
The Create PDR grouped IE shall be encoded as shown in Figure 7.5.2.2-1.
Table 7.5.2.2-1: Create PDR IE within PFCP Session Establishment Request
	Octet 1 and 2
	
	Create PDR IE Type = 1(decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	N4
	

	PDR ID
	M
	This IE shall uniquely identify the PDR among all the PDRs configured for that PFCP session.
	X
	X
	X
	X
	PDR ID

	Precedence
	M
	This IE shall indicate the PDR's precedence to be applied by the UP function among all PDRs of the PFCP session, when looking for a PDR matching an incoming packet.
	-
	X
	X
	X
	Precedence

	PDI
	M
	This IE shall contain the PDI against which incoming packets will be matched.
See Table 7.5.2.2-2.
	X
	X
	X
	X
	PDI

	Outer Header Removal 
	C
	This IE shall be present if the UP function is required to remove one or more outer header(s) from the packets matching this PDR.
	X
	X
	-
	X
	Outer Header Removal

	FAR ID 
	C
	This IE shall be present if the Activate Predefined Rules IE is not included or if it is included but it does not result in activating a predefined FAR, and if the MAR ID is not included.
When present this IE shall contain the FAR ID to be associated to the PDR.
	X
	X
	X
	X
	FAR ID

	URR ID
	C
	This IE shall be present if a measurement action shall be applied to packets matching this PDR.
When present, this IE shall contain the URR IDs to be associated to the PDR.
Several IEs within the same IE type may be present to represent a list of URRs to be associated to the PDR.
	X
	X
	X
	X
	URR ID

	QER ID 
	C
	This IE shall be present if a QoS enforcement or QoS marking action shall be applied to packets matching this PDR.
When present, this IE shall contain the QER IDs to be associated to the PDR. Several IEs within the same IE type may be present to represent a list of QERs to be associated to the PDR.
	-
	X
	X
	X
	QER ID

	Activate Predefined Rules 
	C
	This IE shall be present if Predefined Rule(s) shall be activated for this PDR. When present this IE shall contain one Predefined Rules name.
Several IEs with the same IE type may be present to represent multiple "Activate Predefined Rules" names.
	-
	X
	X
	X
	Activate Predefined Rules 

	Activation Time
	O
	This IE may be present if the PDR activation shall be deferred. (NOTE 1)
	-
	X
	X
	X
	Activation Time

	Deactivation Time
	O
	This IE may be present if the PDR deactivation shall be deferred. (NOTE 1)
	-
	X
	X
	X
	Deactivation Time

	MAR ID
	C
	This IE shall be present if the PDR is provisioned to match the downlink traffic towards the UE for a PFCP session established for a MA PDU session.
	-
	-
	-
	X
	MAR ID

	Packet Replication and Detection Carry-On Information
	C
	This IE shall be present if the PDR is provisioned to match a broadcast packet. When present, it contains the information to instruct the UPF to replicate the packet and to carry-on the look-up of other PDRs of other PFCP sessions matching the packet (see clause 5.2.1).
	-
	-
	-
	X
	Packet Replication and Detection Carry-On Information

	NOTE 1:	When the Activation Time and Deactivation Time are not present, the PDR shall be activated immediately at receiving the message.



Table 7.5.2.2-2: PDI IE within PFCP Session Establishment Request
	Octet 1 and 2
	
	PDI IE Type = 2 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	N4
	

	Source Interface
	M
	This IE shall identify the source interface of the incoming packet.
	X
	X
	X
	X
	Source Interface

	Local F-TEID 
	O
	This IE shall not be present if Traffic Endpoint ID is present.
If present, this IE shall identify the local F-TEID to match for an incoming packet.
The CP function shall set the CHOOSE (CH) bit to 1 if the UP function supports the allocation of F-TEID and the CP function requests the UP function to assign a local F-TEID to the PDR.
	X
	X
	-
	X
	F-TEID

	Network Instance
	O
	This IE shall not be present if Traffic Endpoint ID is present. It shall be present if the CP function requests the UP function to allocate a UE IP address/prefix and the Traffic Endpoint ID is not present.
If present, this IE shall identify the Network instance to match for the incoming packet. See NOTE 1, NOTE2.
	X
	X
	X
	X
	Network Instance

	UE IP address 
	O
	This IE shall not be present if Traffic Endpoint ID is present.
If present, this IE shall identify the source or destination IP address to match for the incoming packet. (NOTE 5)

The CP function shall set the CHOOSE (CH) bit to 1 if the UP function supports the allocation of UE IP address/ prefix and the CP function requests the UP function to assign a UE IP address/prefix to the PDR.

In the 5GC, several IEs with the same IE type may be present to represent multiple UE IP addresses, if the UPF indicated support of the IP6PL feature (see clause 5.21).
	-
	X
	X
	X
	UE IP address

	Traffic Endpoint ID
	C
	This IE may be present if the UP function has indicated the support of PDI optimization.
If present, this IE shall uniquely identify the Traffic Endpoint for that PFCP session.

Several IEs with the same IE type may be present to provision several Traffic Endpoints with different Traffic Endpoint IDs, from which the UPF may receive packets pertaining to the same service data flow, which is subject for the same FAR, QER and URR, if the UPF has indicated it supports MTE feature as specified in clause 8.2.25. See NOTE 6.
	X
	X
	X
	X
	Traffic Endpoint ID

	SDF Filter
	O
	If present, this IE shall identify the SDF filter to match for the incoming packet. Several IEs with the same IE type may be present to provision a list of SDF Filters. The full set of applicable SDF filters, if any, shall be provided during the creation or the modification of the PDI.
See NOTE 3.
	-
	X
	X
	X
	SDF Filter

	Application ID
	O
	If present, this IE shall identify the Application ID to match for the incoming packet. 
	-
	X
	X
	X
	Application ID

	Ethernet PDU Session Information
	O
	This IE may be present to identify all the (DL) Ethernet packets matching an Ethernet PDU session (see clause 5.13.1).
	-
	-
	-
	X
	Ethernet PDU Session Information

	Ethernet Packet Filter
	O
	If present, this IE shall identify the Ethernet PDU to match for the incoming packet.
Several IEs with the same IE type may be present to represent a list of Ethernet Packet Filters.
The full set of applicable Ethernet Packet filters, if any, shall be provided during the creation or the modification of the PDI.
	-
	-
	-
	X
	Ethernet Packet Filter

	QFI
	O
	This IE shall not be present if Traffic Endpoint ID is present and the QFI(s) are included in the Traffic Endpoint.
If present, this IE shall identify the QoS Flow Identifier to match for the incoming packet.
Several IEs with the same IE type may be present to provision a list of QFIs. When present, the full set of applicable QFIs shall be provided during the creation or the modification of the PDI. 
	-
	-
	-
	X
	QFI

	Framed-Route
	O
	This IE may be present for a DL PDR if the UPF indicated support of Framed Routing (see clause 8.2.25). If present, this IE shall describe a framed route.
Several IEs with the same IE type may be present to provision a list of framed routes. (NOTE 5)
	-
	X
	-
	X
	Framed-Route

	Framed-Routing
	O
	This IE may be present for a DL PDR if the UPF indicated support of Framed Routing (see clause 8.2.25). If present, this IE shall describe a framed route. 
	-
	X
	-
	X
	Framed-Routing

	Framed-IPv6-Route
	O
	This IE may be present for a DL PDR if the UPF indicated support of Framed Routing (see clause 8.2.25). If present, this IE shall describe a framed IPv6 route.
Several IEs with the same IE type may be present to provision a list of framed IPv6 routes. (NOTE 5)
	-
	X
	-
	X
	Framed-IPv6-Route

	Source Interface Type
	O
	This IE may be present to indicate the 3GPP interface type of the source interface, if required by functionalities in the UP Function, e.g. for performance measurements.
	X
	X
	-
	X
	3GPP Interface Type

	NOTE 1:	The Network Instance parameter is needed e.g. in the following cases:
	-	PGW/TDF UP function supports multiple PDNs with overlapping IP addresses;
	-	SGW UP function is connected to PGWs in different IP domains (S5/S8);
	-	PGW UP function is connected to SGWs in different IP domains (S5/S8);
	-	SGW UP function is connected to eNodeBs in different IP domains;
	-	UPF is connected to 5G-ANs in different IP domains.
NOTE 2:	When a Local F-TEID is provisioned in the PDI, the Network Instance shall relate to the IP address of the F-TEID. Otherwise, the Network Instance shall relate to the UE IP address if provisioned or the destination IP address in the SDF filter if provisioned
NOTE 3:	SDF Filter IE(s) shall not be present if Ethernet Packet Filter IE(s) is present.
NOTE 4:	When several SDF filter IEs are provisioned, the UP function shall consider that the packets are matched if matching any SDF filter. The same principle shall apply for Ethernet Packet Filters and QFIs.
[bookmark: OLE_LINK5][bookmark: OLE_LINK6]NOTE 5:	If both the UE IP Address and the Framed-Route (or Framed-IPv6-Route) are present, the packets which are considered being matching the PDR shall match at least one of them.
[bookmark: _Hlk16067656]NOTE 6:	Maximum 2two Traffic Endpoint ID containing different Local TEIDs per PDI can may be provisioned over the N4 interface for a PFCP session which is established for a PDU session subject for 5G to EPS mobility with N26 supported. Several Traffic Endpoint ID containing different UE IP Addresses may be provisioned over the N4 interface for a PFCP session if the UPF also indicated support of the IP6PL feature (see clause 5.21.1). 



Table 7.5.2.2-3: Ethernet Packet Filter IE within PFCP Session Establishment Request
	Octet 1 and 2
	
	Ethernet Packet Filter IE Type = 132 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	N4
	

	[bookmark: _Hlk507706367]Ethernet Filter ID
	C
	This shall be present if Bidirectional Ethernet filter is required. This IE shall uniquely identify an Ethernet Filter among all the Ethernet Filters provisioned for a given PFCP session.
	-
	-
	-
	X
	Ethernet Filter ID

	[bookmark: _Hlk507708538]Ethernet Filter Properties
	C
	This IE shall be present when provisioning a bidirectional Ethernet Filter the first time (see clause 5.13.4).
	-
	-
	-
	X
	[bookmark: _Hlk507708364]Ethernet Filter Properties

	MAC address
	O
	If present, this IE shall identify the MAC address.
This IE may be present up to 16 times.
	-
	-
	-
	X
	MAC address

	Ethertype
	O
	If present, this IE shall identify the Ethertype.
	-
	-
	-
	X
	Ethertype

	C-TAG
	O
	If present, this IE shall identify the Customer-VLAN tag.
	-
	-
	-
	X
	C-TAG

	S-TAG
	O
	If present, this IE shall identify the Service-VLAN tag.
	-
	-
	-
	X
	S-TAG

	SDF Filter
	O
	If packet filtering is required, for Ethernet frames with Ethertype indicating IPv4 or IPv6 payload, this IE shall describe the IP Packet Filter Set.
Several IEs with the same IE type may be present to represent a list of SDF filters.
	-
	-
	-
	X
	SDF Filter




* * * Next Change * * * *
[bookmark: _Toc19717290]7.5.2.7	Create Traffic Endpoint IE within Sx Session Establishment Request
The Create Traffic Endpoint grouped IE shall be encoded as shown in Figure 7.5.2.7-1.
Table 7.5.2.7-1: Create Traffic Endpoint IE within PFCP Session Establishment Request
	Octet 1 and 2
	Create Traffic Endpoint IE Type = 127(decimal)

	Octets 3 and 4
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	N4
	

	Traffic Endpoint ID
	M
	This IE shall uniquely identify the Traffic Endpoint for that Sx session.
	X
	X
	X
	X
	Traffic Endpoint ID

	Local F-TEID 
	O
	If present, this IE shall identify the local F-TEID to match for an incoming packet.
The CP function shall set the CHOOSE (CH) bit to 1 if the UP function supports the allocation of F-TEID and the CP function requests the UP function to assign a local F-TEID to the Traffic Endpoint.
	X
	X
	-
	X
	F-TEID

	Network Instance
	O
	This IE shall be present if the CP function requests the UP function to allocate a UE IP address/prefix.
If present, this IE shall identify the Network instance to match for the incoming packet. See NOTE 1, NOTE2.
	X
	X
	X
	X
	Network Instance

	UE IP address 
	O
	If present, this IE shall identify the source or destination IP address to match for the incoming packet. (NOTE 3)

The CP function shall set the CHOOSE (CH) bit to 1 if the UP function supports the allocation of UE IP address/ prefix and the CP function requests the UP function to assign a UE IP address/prefix to the Traffic Endpoint.

In the 5GC, several IEs with the same IE type may be present to represent multiple UE IP addresses, if the UPF indicated support of the IP6PL feature (see clause 5.21).
	-
	X
	X
	X
	UE IP address

	Ethernet PDU Session Information
	O
	This IE may be present to identify all the (DL) Ethernet packets matching an Ethernet PDU session (see clause 5.13.1).
	-
	-
	-
	X
	Ethernet PDU Session Information

	Framed-Route
	O
	This IE may be present for a DL PDR if the UPF indicated support of Framed Routing (see clause 8.2.25). If present, this IE shall describe a framed route.
Several IEs with the same IE type may be present to provision a list of framed routes. (NOTE 3)
	-
	X
	-
	X
	Framed-Route

	Framed-Routing
	O
	This IE may be present for a DL PDR if the UPF indicated support of Framed Routing (see clause 8.2.25). If present, this IE shall describe the framed routing associated to a framed route. 
	-
	X
	-
	X
	Framed-Routing

	Framed-IPv6-Route
	O
	This IE may be present for a DL PDR if the UPF indicated support of Framed Routing (see clause 8.2.25). If present, this IE shall describe a framed IPv6 route.
Several IEs with the same IE type may be present to provision a list of framed IPv6 routes. (NOTE 3)
	-
	X
	-
	X
	Framed-IPv6-Route

	QFI
	O
	This IE may be present if the UPF has indicated it supports MTE feature as specified in clause 8.2.25.

If present, this IE shall identify the QoS Flow Identifier to match for the incoming packet received from the traffic endpoint.

Several IEs with the same IE type may be present to provision a list of QFIs. When present, the full set of applicable QFIs shall be provided.
	-
	-
	-
	X
	QFI

	NOTE 1:	The Network Instance parameter is needed e.g. in the following cases:
	-	PGW/TDF UP function supports multiple PDNs with overlapping IP addresses;
	-	SGW UP function is connected to PGWs in different IP domains (S5/S8);
	-	PGW UP function is connected to SGWs in different IP domains (S5/S8);
	-	SGW UP function is connected to eNodeBs in different IP domains;
	-	UPF is connected to 5G-ANs in different IP domains.
NOTE 2:	When a Local F-TEID is provisioned in the Traffic Endpoint, the Network Instance shall relate to the IP address of the F-TEID. Otherwise, the Network Instance shall relate to the UE IP address.
NOTE 3:	If both the UE IP Address and the Framed-Route (or Framed-IPv6-Route) are present, the packets which are considered being matching the PDR shall match at least one of them.



* * * Next Change * * * *
[bookmark: _Toc19717294]7.5.3.2	Created PDR IE within PFCP Session Establishment Response
The Created PDR grouped IE shall be encoded as shown in Figure 7.5.3.2-1.
Table 7.5.3.2-1: Created PDR IE within PFCP Session Establishment Response
	Octet 1 and 2
	
	Created PDR IE Type = 8 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	N4
	

	PDR ID
	M
	
	X
	X
	-
	X
	PDR ID

	Local F-TEID 
	C
	If the UP function allocates the F-TEID, this IE shall be present and shall contain the local F-TEID to be used for this PDR.
	X
	X
	-
	X
	F-TEID

	UE IP Address
	C
	If the UP function allocates the UE IP address/prefix, this IE shall be present and shall contain the UE IP address/ prefix assigned by the UP function.
In the 5GC, several IEs with the same IE type may be present to represent multiple UE IP addresses, if the UPF indicated support of the IP6PL feature (see clause 5.21).
	-
	-
	-
	X
	UE IP Address



* * * Next Change * * * *
[bookmark: _Toc19717297]7.5.3.5	Created Traffic Endpoint IE within Sx Session Establishment Response
The Created Traffic Endpoint grouped IE shall be encoded as shown in Figure 7.5.3.5-1.
Table 7.5.3.5-1: Created Traffic Endpoint IE within Sx Session Establishment Response
	Octet 1 and 2
	
	Created Traffic Endpoint IE Type = 128 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	N4
	

	Traffic Endpoint ID
	M
	This IE shall uniquely identify the Traffic Endpoint for that Sx session.
	X
	X
	-
	X
	Traffic Endpoint ID

	Local F-TEID 
	C
	If the UP function allocates the F-TEID, this IE shall be present and shall contain the local F-TEID to be used for this Traffic Endpoint.

	X
	X
	-
	X
	F-TEID

	UE IP Address
	C
	If the UP function allocates the UE IP address/prefix, this IE shall be present and shall contain the UE IP address/ prefix assigned by the UP function.
In the 5GC, several IEs with the same IE type may be present to represent multiple UE IP addresses, if the UPF indicated support of the IP6PL feature (see clause 5.21).
	-
	-
	-
	X
	UE IP Address



* * * Next Change * * * *
[bookmark: _Toc19717311]7.5.4.13	Update Traffic Endpoint IE within Sx Session Modification Request
The Update Traffic Endpoint grouped IE shall be encoded as shown in Figure 7.5.4.13-1.
Table 7.5.4.13-1: Update Traffic Endpoint IE within Sx Session Modification Request
	Octet 1 and 2
	Update Traffic Endpoint Type = 129 (decimal)

	Octets 3 and 4
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	N4
	

	Traffic Endpoint ID
	M
	This IE shall uniquely identify the Traffic Endpoint to be modified for that Sx session.
	X
	X
	X
	X
	Traffic Endpoint ID

	Local F-TEID 
	C
	This IE shall be present if it needs to be changed.
The CP function shall set the CHOOSE (CH) bit to 1 if the UP function supports the allocation of F-TEID and the CP function requests the UP function to assign a local F-TEID to the PDR.
See NOTE.
	X
	-
	-
	X
	F-TEID

	Network Instance
	O
	If present, this IE shall identify the Network instance to match for the incoming packet. See NOTE.
	X
	X
	X
	X
	Network Instance

	UE IP address 
	C
	This IE shall be present if it needs to be changed.
In the 5GC, several IEs with the same IE type may be present to represent multiple UE IP addresses, if the UPF indicated support of the IP6PL feature (see clause 5.21). When present, the UE IP address(es) present in this IE shall replace the UE IP address(es) stored in the UP function for this traffic endpoint.
See NOTE.
	-
	X
	X
	X
	UE IP address

	Framed-Route
	C
	This IE shall be present for a DL PDR if the UPF indicated support of Framed Routing (see clause 8.2.25) and it needs to be changed. If present, this IE shall describe a framed route.
Several IEs with the same IE type may be present to provision a list of framed routes. 
	-
	X
	-
	X
	Framed-Route

	Framed-Routing
	C
	This IE shall be present for a DL PDR if the UPF indicated support of Framed Routing (see clause 8.2.25) and it needs to be changed. If present, this IE shall describe the framed routing associated to a framed route. 
	-
	X
	-
	X
	Framed-Routing

	Framed-IPv6-Route
	C
	This IE shall be present for a DL PDR if the UPF indicated support of Framed Routing (see clause 8.2.25) and it needs to be changed. If present, this IE shall describe a framed IPv6 route.
Several IEs with the same IE type may be present to provision a list of framed IPv6 routes. 
	-
	X
	-
	X
	Framed-IPv6-Route

	QFI
	C
	This IE shall be present if QFI(s) applicable for the traffic endpoints need to be changed and if the UPF has indicated it supports MTE feature as specified in clause 8.2.25.

If present, this IE shall identify the QoS Flow Identifier to match for the incoming packet.
Several IEs with the same IE type may be present to provision a list of QFIs. When present, the full set of applicable QFIs shall be provided.
	-
	-
	-
	X
	QFI

	NOTE:	The IEs which do not need to be modified shall not be included in the Update Traffic Endpoint IE. The UP function shall continue to behave according to the values previously received for IEs not present in the Update Traffic Endpoint IE. F-TEID may be changed if the SGW-C has received the "Change F-TEID support Indication" over the S11/S4 interface (for an IDLE state UE initiated TAU/RAU procedure to allow the SGW changing the GTP-U F-TEID).




* * * Next Change * * * *
[bookmark: _Toc19717370][bookmark: _Toc19717407]8.2.25	UP Function Features
The UP Function Features IE indicates the features supported by the UP function. It is coded as depicted in Figure 8.2.25-1.

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 2
	Type = 43 (decimal)
	

	
	3 to 4
	Length = n
	

	
	5 to 6
	Supported-Features
	

	
	7 to 8
	Additional Supported-Features 1
	

	
	9 to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.2.25-1: UP Function Features
The UP Function Features IE takes the form of a bitmask where each bit set indicates that the corresponding feature is supported. Spare bits shall be ignored by the receiver. The same bitmask is defined for all PFCP interfaces.
The following table specifies the features defined on PFCP interfaces and the interfaces on which they apply.
Table 8.2.25-1: UP Function Features
	Feature Octet / Bit
	Feature
	Interface
	Description

	5/1
	BUCP
	Sxa, N4
	Downlink Data Buffering in CP function is supported by the UP function.


	5/2
	DDND
	Sxa, N4
	The buffering parameter 'Downlink Data Notification Delay' is supported by the UP function. 

	5/3
	DLBD
	Sxa, N4
	The buffering parameter 'DL Buffering Duration' is supported by the UP function. 

	5/4
	TRST
	Sxb, Sxc, N4
	Traffic Steering is supported by the UP function.


	5/5
	FTUP
	Sxa, Sxb, N4
	F-TEID allocation / release in the UP function is supported by the UP function. 

	5/6
	PFDM
	Sxb, Sxc, N4
	The PFD Management procedure is supported by the UP function. 

	5/7
	HEEU
	Sxb, Sxc, N4
	Header Enrichment of Uplink traffic is supported by the UP function.

	5/8
	TREU
	Sxb, Sxc, N4
	Traffic Redirection Enforcement in the UP function is supported by the UP function. 

	6/1
	EMPU
	Sxa, Sxb, N4
	Sending of End Marker packets supported by the UP function.

	6/2
	PDIU
	Sxa, Sxb, Sxc, N4
	Support of PDI optimised signalling in UP function (see clause 5.2.1A.2).

	6/3
	UDBC
	Sxb, Sxc, N4
	Support of UL/DL Buffering Control

	6/4
	QUOAC
	Sxb, Sxc, N4
	The UP function supports being provisioned with the Quota Action to apply when reaching quotas. 

	6/5
	TRACE
	Sxa, Sxb, Sxc, N4
	The UP function supports Trace (see clause 5.15). 

	6/6
	FRRT
	Sxb, N4
	The UP function supports Framed Routing (see IETF RFC 2865 [37] and IETF RFC 3162 [38]).  

	6/7
	PFDE
	Sxb, N4
	The UP function supports a PFD Contents including a property with multiple values.

	6/8
	EPFAR
	Sxa, Sxb, Sxc, N4
	The UP function supports the Enhanced PFCP Association Release feature (see clause 5.18).

	7/1
	DPDRA
	Sxb, Sxc, N4
	The UP function supports Deferred PDR Activation or Deactivation.

	7/2
	ADPDP
	Sxa, Sxb, Sxc, N4
	The UP function supports the Activation and Deactivation of Pre-defined PDRs (see clause 5.19). 

	7/3
	UEIP
	N4
	The UPF supports allocating UE IP addresses or prefixes (see clause 5.21).

	7/4
	SSET
	N4
	UPF support of PFCP sessions successively controlled by different SMFs of a same SMF Set (see clause 5.22). 

	7/5
	MNOP
	Sxa, Sxb, Sxc, N4
	UPF supports measurement of number of packets which is instructed with the flag 'Measurement of Number of Packets' in a URR. See also 5.2.2.2.1.

	7/6
	MTE
	N4
	UPF supports multiple instances of Traffic Endpoint IDs in a PDI.

	7/7
	BUNDL
	Sxa, Sxb, Sxc, N4
	PFCP messages bunding (see clause 6.5) is supported by the UP function.

	7/8
	GCOM
	N4
	UPF support of 5G VN Group Communication. (See clause 5.23)

	8/1
	MPAS
	N4
	UPF support for multiple PFCP associations to the SMFs in an SMF set (see clause 5.22.3).

	8/2
	RTTL
	N4
	The UP function supports redundant transmission at transport layer.

	8/3
	VTIME
	Sxb,N4
	UPF support of quota validity time feature.

	8/x
	IP6PL
	N4
	UPF supports UE IPv6 address(es) allocation with IPv6 prefix length other than default /64 (including allocating /128 individual  IPv6 addresses), as specified in clause 4.6.2.2 of of 3GPP TS 23.316 [x]. 

	Feature Octet / Bit: The octet and bit number within the Supported-Features IE, e.g. "5 / 1".
Feature: A short name that can be used to refer to the octet / bit and to the feature.
Interface: A list of applicable interfaces to the feature.
Description: A clear textual description of the feature.




* * * Next Change * * * *
8.2.62	UE IP Address
The UE IP Address IE type shall be encoded as shown in Figure 8.2.62-1. It contains a source or destination IP address.

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 2
	Type = 93 (decimal)
	

	
	3 to 4
	Length = n
	

	
	5
	Spare
	IP6PL
	CH
	IPv6D
	S/D
	V4
	V6
	

	
	m to (m+3)
	IPv4 address
	

	
	p to (p+15)
	IPv6 address 
	

	
	r
	IPv6 Prefix Delegation Bits
	

	
	s
	IPv6 Prefix Length
	

	
	k to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.2.62-1: UE IP Address
The following flags are coded within Octet 5:
-	Bit 1 – V6: If this bit is set to "1" and the CH bit is not set, then the IPv6 address field shall be present in the UE IP Address, otherwise the IPv6 address field shall not be present.
-	Bit 2 – V4: If this bit is set to "1" and the CH bit is not set, then the IPv4 address field shall be present in the UE IP Address, otherwise the IPv4 address field shall not be present.
-	Bit 3 – S/D: This bit is only applicable to the UE IP Address IE in the PDI IE. It shall be set to "0" and ignored by the receiver in IEs other than PDI IE. In the PDI IE, if this bit is set to "0", this indicates a Source IP address; if this bit is set to "1", this indicates a Destination IP address.
-	Bit 4 – IPv6D: This bit is only applicable to the UE IP address IE in the PDI IE and when V6 bit is set to "1". If this bit is set to "1", then the IPv6 Prefix Delegation Bits field shall be present, otherwise the UP function shall consider IPv6 prefix is default /64.
-	Bit 5 – CH (CHOOSE): If this bit is set to "1", then the IPv4 address and IPv6 address fields shall not be present and the UP function shall assign an IP4 or an IPv6 address if the V4 or V6 bit is set respectively. This bit shall only be set by the CP function.
-	Bit 6 – IP6PL (IPv6 Prefix Length): this bit is only applicable when the V6 bit is set to "1" and the "IPv6D" bit is set to "0", for an IPv6 prefix other than default /64. If this bit is set to "1", then the IPv6 Prefix Length field shall be present. 
-	Bit 6 7 to 8 Spare, for future use and set to 0.
Octets "m to (m+3)" or "p to (p+15)" (IPv4 address / IPv6 address fields), if present, shall contain the address value.
Octet r, if present, shall contain the number of bits allocated for IPv6 prefix delegation (relative to the default /64 IPv6 prefix), e.g. if /60 IPv6 prefix is used, the value is shall be set to "4". When using UE IP address IE in a PDI to match the packets, the UP function shall only use the IPv6 prefix part and ignore the interface identifier part.
The IPv6 Prefix Length in octet s, when present, shall be encoded as a 8 bits binary integer, e.g. if /72 prefix is used, the value shall be set to to (decimal) 72. The prefix length value "128" indicates an individual /128 IPv6 address.   


* * * End of Change * * * *
