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1. Introduction
-
2. Reason for Change
Extend the relevant chapters for the service API of the Nhss_IMS_UEAU service. Data model is specified for IMS AKA vector generation. 
3. Conclusions
-
4. Proposal
It is proposed to agree the following changes to 3GPP TS 29.562 v0.2.0.

* * * First Change * * * *
[bookmark: _Toc21948840][bookmark: _Toc11338734][bookmark: _Toc21948986][bookmark: _Toc11338780][bookmark: _Toc21948874][bookmark: _Toc18838112]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".
[3]	3GPP TS 23.502: "Procedures for the 5G System; Stage 2".
[4]	3GPP TS 29.500: "5G System; Technical Realization of Service Based Architecture; Stage 3".
[5]	3GPP TS 29.501: "5G System; Principles and Guidelines for Services Definition; Stage 3".
[6]	3GPP TS 23.228: "IP Multimedia Subsystem (IMS); Stage 2".
[7]	3GPP TS 29.335: "User Data Repository Access Protocol over the Ud interface; Stage 3".
[8]	IETF RFC 7540: "Hypertext Transfer Protocol Version 2 (HTTP/2)".
[9]	OpenAPI Initiative, "OpenAPI 3.0.0 Specification", https://github.com/OAI/OpenAPI-Specification/blob/master/versions/3.0.0.md
[10]	IETF RFC 8259: "The JavaScript Object Notation (JSON) Data Interchange Format".
[11]	IETF RFC 7807: "Problem Details for HTTP APIs".
[12]	IETF RFC 6902: "JavaScript Object Notation (JSON) Patch".
[13]	3GPP TS 23.003: "Numbering, addressing and identification".
[14]	3GPP TS 33.203: "Access security for IP-based services".
[xx]	3GPP TS 29.503: "Unified Data Management Services; Stage 3".

* * * Next Change * * * *
6.3.6.1	General
This clause specifies the application data model supported by the API.
Table 6.3.6.1-1 specifies the structured data types defined for the Nhss_imsUEAU service API. 
Table 6.3.6.1-1: Nhss_imsUEAU specific Data Types
	Data type
	Clause defined
	Description

	AuthenticationInfoRequest
	6.3.6.2.x
	Contains SIP Authentication Schema, Authentication Items and Resynchronization Information

	AuthenticationInfoResult
	6.3.6.2.x
	Contains Authentication Vector(s) (AVs)

	ResynchronizationInfo
	6.3.6.2.x
	Contains RAND and AUTS

	3gAkaAv
	6.3.6.2.x
	Contains RAND, XRES, AUTN, CK, and IK



Table 6.3.6.1-2 specifies data types re-used by the Nhss_imsUEAU service API from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Nhss_imsUEAU. 
Table 6.2.6.1-2: Nhss_imsUEAU re-used Data Types
	Data type
	Reference
	Comments

	ProblemDetails
	3GPP TS 29.571 [7]
	Common data type used in response bodies



* * * Next Change * * * *
[bookmark: _Toc11338784]6.3.6.2.x	Type: AuthenticationInfoRequest
Table 6.2.6.2.x-1: Definition of type AuthenticationInfoRequest
	Attribute name
	Data type
	P
	Cardinality
	Description

	sipAuthenticationScheme
	SipAuthenticationScheme
	M
	1
	SIP Authentication Scheme requested by service consumer (S-CSCF)

	sipNumberAuthItems
	SipNumberAuthItems
	O
	1
	Number of authentication items (AVs).
Absence indicates that only one AV is requested.

	resynchronizationInfo
	ResynchronizationInfo
	O
	1
	Contains RAND and AUTS; see 3GPP TS 33.203 [14]. 
This attribute shall be included only if a resynchronization procedure needs to be triggered.



* * * Next Change * * * *
6.3.6.2.x	Type: AuthenticationInfoResult
Table 6.3.6.2.x-1: Definition of type AuthenticationInfoResult
	Attribute name
	Data type
	P
	Cardinality
	Description

	impi
	Impi
	M
	1
	Contains IMS Private User Identity

	3gAkaAvs
	array(3GAkaAv)
	O
	1..N
	If IMS AKA is requested, it shall be present and will contains Authentication Vectors.



* * * Next Change * * * *
6.3.6.2.x	Type: ResynchronizationInfo
Table 6.3.6.2.x-1: Definition of type ResynchronizationInfo
	Attribute name
	Data type
	P
	Cardinality
	Description

	rand
	Rand
	M
	1
	

	auts
	Auts
	M
	1
	



* * * Next Change * * * *
6.3.6.2.x	Type: 3GAkaAv
Table 6.3.6.2.x-1: Definition of type 3gAkaAv
	Attribute name
	Data type
	P
	Cardinality
	Description

	rand
	Rand
	M
	1
	

	xres
	Xres
	M
	1
	

	autn
	Autn
	M
	1
	

	ck
	Ck
	M
	1
	

	ik
	Ik
	M
	1
	



* * * Next Change * * * *
6.3.6.1	General
This clause specifies the application data model supported by the API.
Table 6.3.6.1-1 specifies the structured data types defined for the Nhss_imsUEAU service API. 
Editor's Note:	The data types need to be described here.
Table 6.3.6.1-1: Nhss_imsUEAU specific Data Types
	Data type
	Clause defined
	Description
	Applicability

	
	
	
	



Table 6.3.6.1-2 specifies data types re-used by the Nhss_imsUEAU service based interface protocol from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Nhss_imsUEAU service based interface. 
Table 6.1.6.1-2: Nhss_imsUEAU re-used Data Types
	Data type
	Reference
	Comments
	Applicability

	Autn
	3GPP TS 29.503 [xx]
	
	

	Auts
	3GPP TS 29.503 [xx]
	
	

	Rand
	3GPP TS 29.503 [xx]
	
	

	Xres
	3GPP TS 29.503 [xx]
	
	



* * * Next Change * * * *
6.3.6.3	Simple data types and enumerations
[bookmark: _Toc11338795]6.3.6.3.1	Introduction
This clause defines simple data types and enumerations that can be referenced from data structures defined in the previous clauses.
[bookmark: _Toc11338796]6.3.6.3.2	Simple data types 
The simple data types defined in table 6.3.6.3.2-1 shall be supported.
Table 6.3.6.3.2-1: Simple data types
	Type Name
	Type Definition
	Description

	SipNumberAuthItems
	integer
	Number of authentication items
Minimum: 1

	Impi
	string
	IMS Private User Identity

	Ck
	string
	pattern: "^[A-Fa-f0-9]{32}$"

	Ik
	string
	pattern: "^[A-Fa-f0-9]{32}$"



* * * Next Change * * * *
[bookmark: _Toc11338747]6.3.6.3.x	Enumeration: SipAuthenticationScheme
The enumeration SipAuthenticationScheme represents an IMS authentication scheme. It shall comply with the provisions defined in table 6.3.6.3.x-1.
Table 6.3.6.3.x-1: Enumeration SipAuthenticationScheme
	Enumeration value
	Description

	"DIGEST-AKAV1-MD5"
	

	"DIGEST-HTTP"
	

	"NBA"
	

	"GIBA"
	



* * * Next Change * * * *
[bookmark: _Toc21948994]A.3x	<Service 2>Nhss_imsUEAU API
And so on if there are more than two services supported by the NF.
openapi: 3.0.0

info:
  version: '1.0.0.alpha-1'
  title: 'Nhss_imsUEAU'
  description: |
    Nhss Subscriber Data Management Service for IMS.
    © 2019, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.

externalDocs:
  description: 3GPP TS 29.562 HSS Services for Interworking with IMS, version 0.3.0
  url: 'http://www.3gpp.org/ftp/Specs/archive/29_series/29.562/'

servers:
  - url: '{apiRoot}/nhss-ims-ueau/v1'
    variables:
      apiRoot:
        default: https://example.com
        description: apiRoot as defined in clause 4.4 of 3GPP TS 29.501.

security:
  - oAuth2ClientCredentials:
    - nhss-ims-ueau
  - {}

paths:

  /{impi}/security-information/generate-sip-auth-data:
    post:
      summary: Generate authentication data for the UE based on the Auth-Scheme provided
      operationId: GenerateSipAuthData
      tags:
        - Generate Auth Data
      parameters:
        - name: impi
          in: path
          description: IMS Private Identity for the UE (IMPI)
          required: true
          schema:
            $ref: '#/components/schemas/Impi'
      requestBody:
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/SipAuthenticationInfoRequest'
        required: true
      responses:
        '200':
          description: Expected response to a valid request
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/SipAuthenticationInfoResult'
        '400':
          description: Bad Request
          content:
            application/problem+json:
              schema:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'
        '403':
          description: Forbidden
          content:
            application/problem+json:
              schema:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'
        '404':
          description: Not found
          content:
            application/problem+json:
              schema:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'
        '405':
          $ref: 'TS29571_CommonData.yaml#/components/responses/405'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '501':
          description: Not implemented
          content:
            application/problem+json:
              schema:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        '504':
          description: Gateway timeout
          content:
            application/problem+json:
              schema:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'

components:
  schemas:

# COMPLEX TYPES:

    SipAuthenticationInfoRequest:
      type: object
      required:
        - sipAuthenticationScheme
      properties:
        sipAuthenticationScheme:
          $ref: '#/components/schemas/SipAuthenticationScheme'
        sipNumberAuthItems:
          $ref: '#/components/schemas/SipNumberAuthItems'
        resynchronizationInfo:
          $ref: '#/components/schemas/ResynchronizationInfo'

    ResynchronizationInfo:
      type: object
      required:
        - rand
        - auts
      properties:
        rand:
          $ref: 'TS29503_Nudm_UEAU.yaml#/components/schemas/Rand'
        auts:
          $ref: 'TS29503_Nudm_UEAU.yaml#/components/schemas/Auts'

    SipAuthenticationInfoResult:
      type: object
      required:
        - impi
      properties:
        impi:
          $ref: '#/components/schemas/Impi'
        3gAkaAvs:
          type: array
          items:
            $ref: '#/components/schemas/3GAkaAvs'
          minItems: 1

    3GAkaAv:
      type: object
      required:
        - rand
        - xres
        - autn
        - ck
        - ik
      properties:
        rand:
          $ref: 'TS29503_Nudm_UEAU.yaml#/components/schemas/Rand'
        xres:
          $ref: 'TS29503_Nudm_UEAU.yaml#/components/schemas/Xres'
        autn:
          $ref: 'TS29503_Nudm_UEAU.yaml#/components/schemas/Autn'
        ck:
          $ref: '#/components/schemas/Ck'
        ik:
          $ref: '#/components/schemas/Ik'

# SIMPLE TYPES:

    SipNumberAuthItems:
      type: integer
      minimum: 1

    Impi:
      type: string

    Ck:
      type: string
      pattern: '^[A-Fa-f0-9]{32}$'

    Ik:
      type: string
      pattern: '^[A-Fa-f0-9]{32}$'


# ENUMS:

    SipAuthenticationScheme:
      anyOf:
        - type: string
          enum:
          - DIGEST-AKAV1-MD5
          - DIGEST-HTTP
          - NBA
          - GIBA
        - type: string



* * * End of Changes * * * *

