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[bookmark: _Toc11338577]
* * * * Begin of Change * * * *
[bookmark: _Toc20128670][bookmark: _Toc11338825]
[bookmark: _Toc11338338]3.2	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
5GC	5G Core Network
AMF	Access and Mobility Management Function
AUSF	Authentication Server Function
NIDD	Non-IP Data Delivery 
DNN	Data Network Name
FQDN	Fully Qualified Domain Name
FN-RG	Fixed Network RG
GPSI	Generic Public Subscription Identifier
GUAMI	Globally Unique AMF Identifier
JSON	Javascript Object Notation
MICO	Mobile Initiated Connection Only
NAI	Network Access Identifier
NAS	Non-Access Stratum
NEF	Network Exposure Function
NRF	Network Repository Function
NSSAI	Network Slice Selection Assistance Information 
NWDAF	Network Data Analytics Function
PEI	Permanent Equipment Identifier
QFI	QoS Flow Identifier
SBI	Service Based Interface
SMF	Session Management Function
SMSF	Short Message Service Function
SUCI	Subscription Concealed Identifier
SUPI	Subscription Permanent Identifier
UDM	Unified Data Management
UDR	Unified Data Repository
W-AGF	Wireline Access Gateway Function

* * * * Next Change * * * *
[bookmark: _Toc11338418]5.4.2	Service Operations
[bookmark: _Toc11338419]5.4.2.1	Introduction
For the Nudm_UEAuthentication service the following service operation is defined:
-	Get
-	ResultConfirmation
The Nudm_UEAuthentication service is used by the AUSF to request the UDM to select an authentication method, calculate a fresh authentication vector (AV) if required for the selected method, and provide it to the AUSF by means of the Get service operation. See 3GPP TS 33.501 [6] clause 14.2.2. 
The Nudm_UEAuthentication service is also used by the AUSF to inform the UDM about the occurrence of a successful or unsuccessful authentication by means of the ResultConfirmation service operation. See3GPP TS 33.501 [6] clause 14.2.3.
The Nudm_UEAuthentication service is also used by the AUSF to request the UDM to authenticate the FN-RG accessing to 5GC via W-AGF. See 3GPP TS 23.316 [x] clause 7.2.1.3.
[bookmark: _Toc11338420]5.4.2.2	Get
[bookmark: _Toc11338421]5.4.2.2.1	General
The following procedure using the Get service operation is supported:
-	Authentication Information Retrieval
-	FN-RG Authentication
As part of this Authentication Information Retrieval operation, the UDM authorizes or rejects the subscriber to use the service provided by the registered NF, based on subscription data (e.g. roaming restrictions).
As part of this FN-RG Authentication operation, the UDM decides, based on the stored authentication profile of the SUPI and the authenticated indication that authentication has been completed by the W-AGF, that authentication by the home network is not required for the FN-RG.
* * * * Next of Change * * * *
[bookmark: _Toc11338422][bookmark: _Toc20128671]5.4.2.2.x	FN-RG Authentication
Figure 5.4.2.2.x-1 shows a scenario where the NF service consumer (AUSF) requests the UDM to authenticate the FN-RG accessing to 5GC via W-AGF. (see also 3GPP TS 23.316 [x] clause 7.2.1.3). The request contains the UE's identity (supi or suci), and the authenticated indication.


Figure 5.4.2.2.x-1: NF service consumer requesting authentication information for FN-RG
1.	The NF service consumer sends a POST request (custom method: generate-rg-data) to the resource representing the UE's security information. 
2a.	The UDM responds with "200 OK" with the message body containing the authentication data information. 
2b.	If the operation cannot be authorized due to e.g. UE does not have required subcription data, HTTP status code "403 Forbidden" should be returned including additional error information in the response body (in "ProblemDetails" element). 
On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error information should be returned in the POST response body.
* * * * Next of Change * * * *
[bookmark: _Toc11338716]6.3.3.1	Overview
Figure 6.3.3.1-1 describes the resources supported by the Nudm_UEAU API.


Figure 6.3.3.1-1: Resource URI structure of the nudm_ueau API
Table 6.3.3.1-1 provides an overview of the resources and applicable HTTP methods.
Table 6.3.3.1-1: Resources and methods overview
	Resource name
(Archetype)
	Resource URI
	HTTP method or custom operation
	Description

	SecurityInformation
(Custom operation)
	/{supiOrSuci}/security-information/generate-auth-data
	generate-auth-data (POST)
	If the variable {supiOrSuci} takes the value of a SUCI, the UDM calculates the corresponding SUPI. The UDM calculates a fresh authentication vector based on the received information and the stored security information for the SUPI if 5G-AKA or EAP-AKA' is selected. Otherwise, UDM provides corresponding authentication information.

	
	/{supiOrSuci}/security-information/generate-rg-data
	generate-rg-data (POST)
	If the variable {supiOrSuci} takes the value of a SUCI, the UDM calculates the corresponding SUPI. The UDM decides, based on the received information and the stored authentication profile of the SUPI, that authentication by the home network is not required for the FN-RG.

	AuthEvents
(Collection)
	/{supi}/auth-events
	POST
	Create an Authentication Event



* * * * Next of Change * * * *
[bookmark: _Toc11338722][bookmark: _Toc20128700]6.3.3.2.4.1	Overview
Table 6.3.3.2.4.1-1: Custom operations
	Custom operaration URI
	Mapped HTTP method
	Description

	/generate-auth-data
	POST
	Select the authentication method and calculate a fresh AV if 5G-AKA or EAP-AKA' is selected or provides corresponding authentication information.

	/generate-rg-data
	POST
	The UDM decides, based on the received information and the stored authentication profile of the SUPI, that authentication by the home network is not required for the FN-RG.



* * * * Next of Change * * * *
[bookmark: _Toc11338723]6.3.3.2.4.x	Operation: generate-rg-data
[bookmark: _Toc11338724]6.3.3.2.4.x.1	Description
This custom operation is used by the NF service consumer (AUSF) to request authentication information data for the SUPI/SUCI from the UDM. If SUCI is provided, the UDM calculates the SUPI from the SUCI (see 3GPP TS 33.501 [6]). The UDM decides, based on the received information and the stored authentication profile of the SUPI, that authentication by the home network is not required for the FN-RG. For details see 3GPP TS 33.501 [6].
[bookmark: _Toc11338725]6.3.3.2.4.x.2	Operation Definition
This operation shall support the request data structures specified in table 6.3.3.2.4.x.2-1 and the response data structure and response codes specified in table 6.3.3.2.4.x.2-2.
Table 6.3.3.2.4.x.2-1: Data structures supported by the POST Request Body on this resource 
	Data type
	P
	Cardinality
	Description

	RgAuthenticationInfo
	M
	1
	Contains the authenticated indication.



Table 6.3.3.2.4.x.2-2: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	RgAuthCtx
	M
	1
	200 OK
	Upon success, a response body containing the authentication indication.

	ProblemDetails
	M
	1
	404 Not Found
	The "cause" attribute shall be set to the following application error:
- USER_NOT_FOUND

	ProblemDetails
	M
	1
	403 Forbidden
	The "cause" attribute shall be set to one of the following application errors:
- AUTHENTICATION_REJECTED
- INVALID_SCHEME_OUTPUT

	NOTE:	In addition common data structures as listed in table 6.1.7-1 are supported.



* * * * Next of Change * * * *

[bookmark: _Toc11338734]6.3.6.1	General
This clause specifies the application data model supported by the API.
Table 6.3.6.1-1 specifies the structured data types defined for the Nudm_UEAU service API. For simple data types defined for the Nudm_UEAU service API see table 6.3.6.3.2-1.
Table 6.3.6.1-1: Nudm_UEAU specific Data Types
	Data type
	Clause defined
	Description

	AuthenticationInfoRequest
	6.3.6.2.2
	Contains Serving Network Name and Resynchronization Information

	AuthenticationInfoResult
	6.3.6.2.3
	Contains an Authentication Vector (AV)

	AvEapAkaPrime
	6.3.6.2.4
	Contains RAND, XRES, AUTN, CK', and IK'

	Av5GHeAka
	6.3.6.2.5
	Contains RAND, XRES*, AUTN, KAUSF

	AuthEvent
	6.3.6.2.7
	Authentication Event

	ResynchronizationInfo
	6.3.6.2.6
	Contains RAND and AUTS

	AuthenticationVector
	6.3.6.2.8
	

	RgAuthenticationInfo
	6.3.6.2.x
	Contains the authenticated indication.

	RgAuthCtx
	6.3.6.2.y
	Contains the UE id (i.e. SUPI) and the authentication indication.



Table 6.3.6.1-2 specifies data types re-used by the Nudm_UEAU service API from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Nudm_UEAU service API. 
Table 6.3.6.1-2: Nudm_UEAU re-used Data Types
	Data type
	Reference
	Comments

	ProblemDetails
	3GPP TS 29.571 [7]
	Common data type used in response bodies

	NfInstanceId
	3GPP TS 29.571 [7]
	Network Function Instance Identifier

	DateTime
	3GPP TS 29.571 [7]
	

	SupportedFeatures
	3GPP TS 29.571 [7]
	see 3GPP TS 29.500 [4] clause 6.6

	Supi
	3GPP TS 29.571 [7]
	



* * * * Next of Change * * * *
[bookmark: _Toc11338737]6.3.6.2.x	Type: RgAuthenticationInfo
Table 6.3.6.2.x-1: Definition of type RgAuthenticationInfo
	Attribute name
	Data type
	P
	Cardinality
	Description

	ausfInstanceId
	NfInstanceId
	M
	1
	NF Instance Id of the AUSF

	authenticatedInd
	boolean
	M
	1
	This IE shall be set as follows:
-	true: authenticated by the W-AGF;
-	false (default): unauthenticated by the W-AGF.


	supportedFeatures
	SupportedFeatures
	O
	0..1
	See clause 6.3.8



* * * * Next of Change * * * *
[bookmark: _Toc11338738]6.3.6.2.y	Type: RgAuthCtx
Table 6.3.6.2.y-1: Definition of type RgAuthCtx
	Attribute name
	Data type
	P
	Cardinality
	Description

	authInd
	boolean
	M
	0..1
	When present, this IE shall be set as follows:
-	true: authentication is not required;
-	false (default): authentication is required.


	supi
	Supi
	C
	0..1
	SUPI shall be present if the request contained the SUCI within the request URI

	supportedFeatures
	SupportedFeatures
	O
	0..1
	See clause 6.3.8



* * * * Next of Change * * * *
[bookmark: _Toc20128831][bookmark: _Toc11338880][bookmark: _Hlk9329729]A.4	Nudm_UEAU API
openapi: 3.0.0
info:
  version: '1.0.1'
  title: 'NudmUEAU'
  description: |
    UDM UE Authentication Service.
    © 2019, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.
[…]
paths:
  /{supiOrSuci}/security-information/generate-auth-data:
    post:
      summary: Generate authentication data for the UE
      operationId: GenerateAuthData
      tags:
        - Generate Auth Data
      parameters:
        - name: supiOrSuci
          in: path
          description: SUPI or SUCI of the user
          required: true
          schema:
            $ref: '#/components/schemas/SupiOrSuci'
      requestBody:
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/AuthenticationInfoRequest'
        required: true
      responses:
        '200':
          description: Expected response to a valid request
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/AuthenticationInfoResult'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '501':
          $ref: 'TS29571_CommonData.yaml#/components/responses/501'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          description: Unexpected error

paths:
  /{supiOrSuci}/security-information/generate-rg-data:
    post:
      summary: Generate authentication data for the FN-RG
      operationId: GenerateAuthData
      tags:
        - Generate Auth Data
      parameters:
        - name: supiOrSuci
          in: path
          description: SUPI or SUCI of the user
          required: true
          schema:
            $ref: '#/components/schemas/SupiOrSuci'
      requestBody:
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/RgAuthenticationInfo'
        required: true
      responses:
        '200':
          description: Expected response to a valid request
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/RgAuthCtx'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          description: Unexpected error
[…]
    AuthEvent:
      type: object
      required:
        - nfInstanceId
        - success
        - timeStamp
        - authType
        - servingNetworkName
      properties:
        nfInstanceId:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/NfInstanceId'
        success:
          $ref: '#/components/schemas/Success'
        timeStamp:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/DateTime'
        authType:
          $ref: '#/components/schemas/AuthType'
        servingNetworkName:
          $ref: '#/components/schemas/ServingNetworkName'

    RgAuthenticationInfo:
      type: object
      required:
        - ausfInstanceId
        - authenticatedInd
      properties:
        ausfInstanceId:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/NfInstanceId'
        authenticatedInd:
          type: boolean
          default: false
        supportedFeatures:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'

    RgAuthCtx:
      type: object
      required:
        - authInd
      properties:
        authInd:
          type: boolean
          default: false
        supi:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'
        supportedFeatures:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
[…]
* * * * End of Change * * * *
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