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1 Abstract

This document discusses how to achieve global uniqueness of universally managed NIDs.

2. Discussion
2.1 stage-2 requirements
TS 23.501 states:

------------------

The NIDD shall support two assignment models:

-
Locally managed NIDs are assumed to be self-managed by SNPNs (i.e. chosen individually by SNPNs) at deployment time (and may therefore not be unique) but use a different numbering space than the universally managed NIDs as defined in TS 23.003 [19].

-
Universally managed NIDs are assumed to be globally unique.

NOTE 2:
Which legal entities manage the number space is beyond the scope of this specification.

------------------
According to stage-2, universally managed NIDs are supposed to be globally unique.

Global uniqueness of universally managed NIDs is necessary when a universally managed NID is used with a PLMN ID containing MCC=999, as any service provider can use a PLMN ID containing MCC=999 and any MNC. 
If global uniqueness of universally managed NIDs was not ensured, SNPN identities (i.e. PLMN ID + NID) with PLMN ID containing MCC=999 would not be guaranteed to be globally unique. This would lead to unwanted failure scenarios, where service providers A and B could happen to use the same SNPN identity X (e.g. MCC=999, MCN=M, NID=N). If so, a UE of the service provider A could attempt to register on an SNPN broadcasting the SNPN identity X, believing that it is accessing an SNPN of the service provider A, while actually accessing an SNPN of the service provider B. The SNPN of the service provider B would not know such UE so it would reject the registration with 5GMM cause #75 (Permanently not authorized for this SNPN). Based on 5GMM cause #75, the UE would prevent any future registrations on SNPNs broadcasting the SNPN identity X, regardless who is the actual service provider.
For similar reason, global uniqueness of universally managed NIDs is also necessary when a universally managed NID is used with a regional PLMN ID reserved for use by private networks (e.g. MCC=240, MNC=65 which is "shared use for closed networks").

In order to avoid such unwanted failure scenarios, it is proposed to specify how to ensure global uniqueness of universally managed NIDs.

2.2 Solutions
2.2.1 Alternative-1

In this alternative, a universally managed NID consists of two parts:
Part-1:
NID PEN which is a private enterprise number issued to service provider of the SNPN by IANA (see https://www.iana.org/assignments/enterprise-numbers/enterprise-numbers), of 8 hexadecimal digits (i.e. 32 bits); and

Part-2:
NID code, identifying the SNPN within the service provider, of 2 hexadecimal digits (i.e. 8 bits).

Advantages of this alternative are:

(+)
3GPP does not need to maintain any new registry (i.e. 3GPP MCC secretary does not need to spend time on registry updates, no legal issues resulting from privacy or fraud); and
(+)
a service provider obtains up to 256 universally managed NIDs for a single IANA issued private enterprise number.

(+)
there are 4 294 967 296 private enterprise numbers so in practise, there should be no restriction on amount of service providers using universally managed NIDs for identification of their SNPNs.
Disadvantages of this alternative are:

(-)
NID value needs to be extended to 10 hexadecimal digits (i.e. 40 bits).

2.3 Alternative-2

In this alternative, 3GPP specifies and maintains a registry of universally managed NIDs.
3GPP already maintains various registries - see https://www.3gpp.org/specifications-groups/34-uniform-resource-name-urn-list When the issue was discussed in Aug 2019 CT1 meeting, some companies commented that 3GPP can accept only application from a 3GPP member can but this is not necessarily the case. The registry can be specified so that anyone can apply for a universally managed NID.
3GPP registry is established by CT4 agreement on the following:
-
3GPP will maintain a Web page with registry consisting of the following information:

	universally managed NID (hexadecimal)
	service provider name
	service provider country
	name of the contact person within the service provider
	email of the contact person within the service provider

	
	
	
	
	

	
	
	
	
	


-
an applicant obtains a universally managed NID by a mail signed by a certificate issued by a 3GPP recognised certification authority and sent to 3GPP MCC secretary, requesting a universally managed NID;

-
upon receiving a mail requesting a universally managed NID, if:

-
the mail is signed by a certificate issued by a 3GPP recognised certification authority;

-
the certificate signing the mail is valid;

-
email address of the sender of the email matches "RFC822 Name" portion of the Subject alternative name field of the certificate signing the mail;

-
the certificate contains the Subject field with "O" portion, "C" portion, "CN" portion and "E" portion;

-
"E" portion of the Subject field of the certificate signing the mail is the same as "RFC822 Name" portion of the Subject alternative name field of the certificate signing the mail; and
-
the amount of rows in the registry with:

-
the service provider name equal to the "O" portion of the Subject field of the certificate; and
-
the service provider country equal to the "C" portion of the Subject field of the certificate; and


is less than X;


then 

-
3GPP MCC secretary allocates a universally managed NID and adds a row in the registry with:

-
the universally managed NID set to the allocated universally managed NID;

-
the service provider name set to the "O" portion of the Subject field of the certificate;

-
the service provider country set to the "C" portion of the Subject field of the certificate;

-
the name of the contact person within the service provider set to the "CN" portion of the Subject field of the certificate; and

-
the email of the contact person within the service provider set the "E" portion of the Subject field of the certificate signing the mail; and
-
3GPP MCC secretary informs the applicant about the assignment by an email sent to the email address from which applicant's mail was received.


else 3GPP MCC secretary informs the applicant about rejection by an email sent to the email address from which applicant's mail was received.
If the size of NID value remains 4 hexadecimal digits (i.e. 16 bits) as in TS 23.003 baseline, the amount of universally managed NIDs provided to a single service provider needs to be limited to a few (e.g. 4) since the total amount of universally managed NIDs is only 65536.
Advantages of this alternative are:

(+)
NID value can remain as small as 4 hexadecimal digits (i.e. 16 bits).
Disadvantages of this alternative are.

(-)
3GPP needs to maintain a new registry (i.e. 3GPP MCC secretary needs to spend time on registry updates, possible legal issues resulting from privacy or fraud); and
(-)
a service provider can obtain only a few universally managed NIDs.

(-)
worldwide, at maximum 65536 service providers can obtain an universally managed NID. This can be further reduced if service providers request more than one universally managed NID.
4. Proposal

It is proposed to discuss the above and select a CT4 preferred way on how to ensure global uniqueness of universally managed NIDs. 
From Ericsson point of view, Alternative-1 is preferred since Alternative-2 creates additional load on MCCs, creates legal risks for 3GPP and universally managed NID values might be exhaused.
