3GPP TSG-CT WG4 Meeting #93	C4-193434
Wroclaw, Poland; 26th – 30th August 2019

- 2 -
SG11-LS99
	[bookmark: dnum][bookmark: dtableau][bookmark: _GoBack][image: D:\usr\campos\TSB-Reference\Logos\ITU\sigleITU.gif]
	INTERNATIONAL TELECOMMUNICATION UNION
TELECOMMUNICATION
STANDARDIZATION SECTOR
[bookmark: dstudyperiod]STUDY PERIOD 2017-2020
	SG11-LS99

	[bookmark: dsg]
	
	STUDY GROUP 11

	
	
	Original: English

	[bookmark: dbluepink][bookmark: dmeeting]Question(s):
	2/11
	Geneva, 26 June 2019

	[bookmark: ddoctype]Ref.: SG11-TD39/WP1

	[bookmark: dsource]Source:
	ITU-T Study Group 11

	[bookmark: dtitle1]Title:
	LS on SG11 activities related to improvement of the SS7 security including for digital financial services

	LIAISON STATEMENT

	For action to:
	-

	For comment to:
	-

	For information to:
	GSMA, 3GPP; ITU FIGI SIT WG

	Approval:
	ITU-T Study Group 11 Working Party 1/11 meeting (Geneva, 26 June 2019)

	Deadline:
	N/A

	Contact:
	Xiaojie ZHU
China Telecom
China
	Tel: +89 2038639248 
Fax: +89 2038639572 
Email: zhuxj.gd@chinatelecom.cn
	Contact:
	Assaf Klinger
Vaulto Technologies Ltd.
Israel
	
Tel: + 972502138133Fax: + 97236068101E-mail: assaf@vaulto.co


	Keywords:
	SS7 security; improvement; digital financial service

	Abstract:
	This document contains the liaison statement on SG11 activities related to improvement of the SS7 security including for digital financial services (Geneva, 17-26 June 2019).


ITU-T SG11 would like to inform GSMA and 3GPP about current ITU-T SG11 activities related to the improvement of the SS7 security.
Presently, there are plenty of cases when SS7 vulnerabilities are used for different hackers’ attacks. Currently, more and more stakeholders are using SS7-based ICT networks for over the top services including digital finance services (DFS). Therefore, the vulnerabilities of SS7 increase the risk of illegal interception of messages, calls and location to be used in different ICT applications.
At present, ITU-T SG11 is working on different aspects of how to improve the situation. Among the achieved outcomes and ongoing activities are:
· Revised ITU-T Q.731.3, Q.731.4, Q.731.5 and Q.731.6 (04/2019).
In order to accommodate some Member States’ urgent demand dealing with the spoofing of calling party number problem, the revised ITU-T Q.731.3 specifies an exceptional procedure for transit exchange connected to CPE (Customer Premises Equipment) in purpose of providing predefined calling party number by the originating operator. The exceptional procedure applies the same principle of providing calling party number as defined in the original texts in subclause 3.5.2.1.1 of ITU-T Q.731.3. Some editorial work has been done for ITU-T Q.731.4, Q.731.5, and Q.731.6 to align it with this series Recommendation;
· [bookmark: _Toc252261268]Ongoing ITU-T Q.SR-Trust: “signalling requirements and architecture for interconnection between trustable network entities” (TD37/WP1)
This draft Recommendation defines the signalling architecture and requirement for interconnection between trustable network entities in support of existing and emerging networks. Based on the architecture, it specifies the interfaces and signalling requirements between the functional entities. It also presents procedures to be applied for the signalling, security consideration, etc.;
· Ongoing Technical Report ITU-T TR-SS7-DFS “SS7 vulnerabilities and mitigation measures for digital financial services transactions” (TD31/WP1).
In most developing countries where DFS is popular, most of the end-users do not have reliable and accessible means to connect to Internet and thus rely heavily on the mobile communications infrastructure. The communication channels in which the end-user communicates with the DFS provider are mostly Unstructured Supplementary Service Data (USSD), Short Messaging Service (SMS). USSD and SMS have long been known as “broken” and have many published vulnerabilities, some over 20 years old, which enables attackers to commit fraud and steal funds.
The core issue that inhibits the mitigation of these vulnerabilities is a misalignment of interests and misplaced liability between the telecom and the financial regulators.
The goal of the new Technical Report is to advance the implementation of countermeasures and mitigation strategies within the telcos by advancing regulation and standardization of such measures both for telcos and for financial institutions.

ITU-T SG11 invites all interested stakeholders in the telcommunication, regulatory and financial sectors to join our effort to improve the SS7 security including for digital financial services. The WP1/11 meeting (26 June 2019) decided to arrange a special brainstorming session on SS7 security as a kind of Workshop during the next SG11 meeting (16-25 October 2019). At the moment, the meeting is scheduled for 22 October 2019. The event will be confirmed at the later date, reflected on the SG11 web page (www.itu.int/go/tsg11) and it will be open to all interested parties.
The links to the published revised Recommendations can be found above and the outputs of the ongoing work items are attached for your convenience.
ITU-T SG11 is looking forward to cooperating with you on this subject.

Attachments: 2
- SG11-TD37/WP1 “Output – draft Recommendation ITU-T Q.SR-Trust “Signalling requirements and architecture for interconnection between trustable network entities”(Geneva, 17-26 June 2019)”;
- SG11-TD31/WP1 “Output – the baseline text of the new draft Technical report ITU-T TR-SS7-DFS “SS7 vulnerabilities and mitigation measures for digital financial services transactions”.
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