[bookmark: _Toc3301737]3GPP TSG-CT WG4 Meeting #93	C4-193135
Wroclaw, Poland; 26th – 30th August 2019

Source:	Ericsson
Title:	Pseudo-CR on Authentication in UDICOM 
Spec:	3GPP TS 23.632 v0.3.0
Agenda item:	6.1.8
Document for:	Decision

1. Introduction
This pCR proposes updates in the description of the authentication procedures and related SBI services. 
2. Reason for Change
System procedures in UDICOM related to authentication lacks the description of the interactions between the HSS and the UDM when the generation of authentication vectors is executed in the UDM. This pCR introduces the description of the system procedures and related services when the generation of authentication vectors is executed in the UDM.
The proposed description of the corresponding SBI services follows a similar structure of the description of SBI services in TS 23.502. Regarding the description of UDM services, an editor’s note is introduced to discuss (separately) to what extent UDM services need to be defined in TS 23.632 considering that UDM services are currently defined in TS 23.502 (e.g. Nudm_UEAuthentication_Get service operation). 
Also, this pCR proposes some updates to the general introduction of the authentication cases and to the description of the system procedures when the generation of authentication vectors is executed in the HSS. 
The generation of authentication vectors for 5GS in the HSS implies that the ARPF is not collocated in UDM as currently defined in SA3’s TS 33.501. Additionally, the SIDF collocated in UDM stores the Home Network Private/Public key pairs in the ARPF so if the ARPF is not collocated with the UDM, the UDM will not be able to deconceal the SUPI in the first place. 
3. Conclusions
The description of the authentication procedures and related services requires updates for completeness and correctness.
4. Proposal
It is proposed to agree the following changes to 3GPP TS 23.362 v0.3.0.
Additionally, this pCR proposes to send a LS to SA3 (and SA2) to confirm whether the deconcealment of the SUPI and the generation of authentication vectors for 5GS when the ARPF is not collocated in the UDM is possible.


* * * First Change * * * *
2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".
[3]	3GPP TS 23.002: "Network Architecture".
[4]	3GPP TS 23.380: "IMS Restoration Procedures".
[5]	3GPP TS 23.502: "Procedures for the 5G System; Stage 2".
[6]	3GPP TS 33.501: "Security Architecture and Procedures for 5G System".
[xx]	3GPP TS 33.401: “3GPP System Architecture Evolution (SAE); Security architecture”.
[xx]	3GPP TS 33.402: “3GPP System Architecture Evolution (SAE); Security aspects of non-3GPP accesses”.
[xx]	3GPP TS 33.203: “3G security; Access security for IP-based services”. 
[xx]	3GPP TS 33.220: “3G security; Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA)”. 
* * * Next Change * * * *
[bookmark: _Toc12529042]4.2.1	General
A subscriber's authentication subscription data, including the subscriber’s long term key(s) and sequence number, shall be stored in a single repository so that a single sequence number can be maintained for the subscriber.
The subscriber’s long term key(s) shall not be transferred over Nxx reference point between HSS and UDM. Therefore, A subscriber's authentication vectors for subscribers with both 5G and EPS subscriptions shall be calculated in one single place in the system which is either the UDM/ARPF or the HSS. For a 5G subscriber without EPS subscription this shall be the UDM/ARPF; for an EPS subscriber without 5GS subscription this shall be the HSS. For subscribers with both 5G and EPS subscription two alternative options have been identified: Vector calculation in the UDM/ARPF and vector calculation in the HSS. Subscription data stored in the 5GS-UDR and EPS-UDR or alternatively local configuration in the UDM and HSS indicates which option is to be used for a given subscriber.
A subscriber's authentication subscription data shall be stored in a single repository so that a single sequence number can be maintained for the subscriber.
The following clauses specify the system procedures for these different alternatives.  
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4.2.2	Vector Generation in HSS
This clause specifies the procedures for authentication vector request when the subscriber’s authentication subscription data is stored at the EPS-UDR. In this case, the UDM requests the generation of the Authentication Vector for 5GS to the HSS.  
NOTE: 	The HSS acts as ARPF rather than as AuC and it is required to generate authentication vectors as defined in 3GPP TS 33.501 [6].
Editor’s Note: The possibility to collocate the ARPF in HSS (i.e. not within UDM as described in TS 33.501 [6]) needs to be confirmed by SA3.  
[bookmark: _GoBack]When the UDM receives an authentication information Request from the AUSF it shall check (by means of an 5GS-UDR query or local configuration in the UDM) whether the subscribed authentication method is 5G_AKA or EAP_AKA_PRIME and if so whether 5G authentication vector generation for the identified subscriber shall be done in the HSS. If so, the UDM shall make use of the Nhss_UEAuthentication_ Get service operation to retrieve a 5G authentication vector from the HSS.
Figure 4.2-1 shows the scenario where the authentication vector request for a 5G subscriber who also has an EPS subscription is received by the UDM.


Figure 4.2-1: Authentication for 5G subscriber with authentication vector generation in HSS
1.	The UDM receives an Authentication Vector request, containing the identity of the user (SUPI or SUCI). If SUCI is received, the UDM performs SUCI to SUPI de-concealment. For details of the Nudm_UEAuthentication Service see 3GPP TS 23.502 [5] and 3GPP TS 33.501 [6].
Editor’s Note: 	According to TS 33.501 [6], the ARPF holds the home network private key that is used by the SIDF to deconceal the SUCI and reconstruct the SUPI.  It needs to be confirmed if UDM would still be able to deconceal the SUPI in the case that the ARPF is colocated with the HSS rather than with the UDM. 
2.	If the 5GS-UDR is used, Tthe UDM queries the 5GS-UDR using the SUPI to retrieve Authentication Subscription Information. In this scenario the Authentication Subscription Information contains a subscribed authentication method of 5G_AKA or EAP_AKA_PRIME and an indicator indicating that authentication vector generation shall be performed in the HSS. Optionally, the indication that the authentication vector generation shall be performed in the HSS could be locally configured at the UDM/ARPF.
3.	The UDM uses the Nhss_UEAuthentication_ Get service operation to retrieve an authentication vector from the HSS. The request contains the IMSI the authentication method and serving network name.
4.	The HSS reads authentication subscription data from the EPS-UDR. This step is omitted if all relevant authentication subscription data are stored locally in the HSS.
5.	The HSS (AuC/ARPF) calculates the requested authentication vector taking into account the serving network name and authentication method received in step 3 and the authentication subscription information retrieved from the EPS-UDR.
6.	The calculated authentication vector is sent to the UDM.
7.	The HSS updates the EPS-UDR with the new sequence number. This step is omitted if the sequence number is stored locally in the HSS.
8.	The UDM forwards the authentication vector to the AUSF.
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4.2.3	Vector Generation in UDM/ARPF
This clause specifies the procedures for authentication vector request when the subscriber’s authentication subscription data is stored at the 5GS-UDR. In this case, the HSS requests the generation of the Authentication Vector for EPS and/or IMS to the UDM.  
NOTE: 	The UDM acts as AuC rather than as ARPF and it is required to generate authentication vectors as defined in 3GPP TS 33.401 [xx], 3GPP TS 33.402 [xx], 3GPP TS 33.203 [xx] and 3GPP TS 33.220 [xx].
When the HSS receives an authentication information Request from the MME or S-CSCF it shall check (by means of an EPS-UDR query or local configuration in the HSS) whether authentication vector generation for the identified subscriber shall be done in the UDM. If so, the HSS shall make use of the Nudm_UEAuthentication Get service operation to retrieve a 5G authentication vector from the UDM.
Figure 4.2.3-1 shows the scenario where the authentication vector request for a 4G/IMS subscriber who also has an 5GS subscription is received by the HSS.


Figure 4.2.3-1: EPS/IMS Authentication Vector request for 5G subscriber with authentication vector generation in UDM
1.	The HSS receives an Authentication Vector request for EPS/IMS/GBA AKA containing the identification of the user.
2.	The HSS checks if authentication vectors for that user are generated at the UDM. 
3. 	If authentication vectors for the user are generated at the UDM, the HSS sends a Nudm_UEAuthentication_Get request to the UDM, containing the user identification, Service Network Id (SNI) and the Authentication Method (e.g. EPS-AKA).
4.	If the UDR is deployed, the UDM reads the credentials and related authentication data stored in the UDR.
5.	The AuC/ARPF as part of the UDM generates the authentication vectors as requested.
6.	If the UDR is used, the UDM updates the SQN in the UDR.
7.	The UDM provides the authentication vectors to the HSS in the Nudm_UEAuthentication_Get response.
8.	The HSS proceeds with the authentication.
tbc
* * * Next Change * * * *
[bookmark: _Toc12529055]5.1	HSS Services
[bookmark: _Toc12529056]5.1.1	General
The following table illustrates the HSS Services.
Table 5.1.1-1: NF services provided by HSS
	NF service
	Service Operations
	Operation Semantics
	Example Consumer(s)

	UE Authentication
	Get
	Request/Response
	UDM
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5.1.2	Nhss_UEAuthentication_Get service operation
5.1.2.1	Nhss_UEAuthentication_Get service operation
Service operation name: Nhss_UEAuthentication_Get
Description: Requester NF gets the authentication vector from HSS. For AKA based authentication, this operation can be also used to recover from synchronization failure situations. 
Inputs, Required: IMSI, authentication method, serving network name.
Inputs, Optional: Synchronization Failure indication and related information (i.e. RAND/AUTS).
Outputs, Required: Authentication vector.
Outputs, Optional: None. 
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[bookmark: _Toc12529059]5.2.1	General
The following table illustrates the UDM Services.
Table 5.2.1-1: NF services provided by UDM
	NF service
	Service Operations
	Operation Semantics
	Example Consumer(s)

	UECM
	P-CSCF-RestorationTrigger
	Request/Response
	HSS

	
	Get
	Request/Response
	HSS

	MT
	ProvideDomainSelectionInfo
	Request/Response
	HSS

	EventExposure
	Subscribe
	Subscribe/Notify
	HSS

	
	Notify
	
	

	UEAuthenticate
	Get
	Request/Response
	HSS



Editor’s Note: It needs to be confirmed to what extent Nudm services need to be defined in this TS or in TS 23.502 [5] and TS 33.501 [6].
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5.2.X	Nudm_UEAuthentication service 
5.2.X.1	Nudm_UEAuthentication_Get service operation
Service operation name: Nudm_UEAuthentication_Get
Description: Requester NF gets the authentication vector from UDM. For AKA based authentication, this operation can be also used to recover from synchronization failure situations. 
Inputs, Required: SUPI, authentication method (e.g. 5G-AKA, EAP-AKA’, EPS-AKA, IMS-AKA), serving network name.
Inputs, Optional: Synchronization Failure indication and related information (i.e. RAND/AUTS).
Outputs, Required: Authentication vector.
Outputs, Optional: None. 
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