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1. Introduction
<Introduction part (optional)>
2. Reason for Change
[bookmark: _GoBack]Stage 2 (TS 23.632) defines the NhssUE Authentication service offered by the HSS to the UDM. This pCR provides the corresponding stage 3 definitions.
3. Conclusions
<Conclusion part (optional)>
4. Proposal
It is proposed to agree the following changes to 3GPP TS 29.563 v0.0.0.

* * * First Change * * * *
2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[x1]	3GPP TS 23.335: "User Data Convergence (UDC); Technical realization and information flows".
[x2]	3GPP TS 29.335: "User Data Convergence (UDC); User Data Repository Access Protocol over the Ud interface".
[x3]	3GPP TS 23.632: "User Data Interworking, Coexistence and Migration".
[x4]	3GPP TS 29.501: "5G System; Principles and Guidelines for Services Definition; Stage 3".
[x5]	IETF RFC 7540: "Hypertext Transfer Protocol Version 2 (HTTP/2)".
[x6]	3GPP TS 29.500: "5G System; Technical Realization of Service Based Architecture; Stage 3".
[x7]	OpenAPI Initiative, "OpenAPI 3.0.0 Specification", https://github.com/OAI/OpenAPI-Specification/blob/master/versions/3.0.0.md
[x8]	IETF RFC 8259: "The JavaScript Object Notation (JSON) Data Interchange Format".
[x9]	IETF RFC 7807: "Problem Details for HTTP APIs".
[x10]	3GPP TS 29.503: "5G System; Unified Data Management Services; Stage 3".
[x11]	3GPP TR 21.900: "Technical Specification Group working methods".

…
[x]	<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".
It is preferred that the reference to 21.905 be the first in the list.
[bookmark: _Toc6488404]
* * * Next Change * * * *

[bookmark: _Toc510696586][bookmark: _Toc6488410]5.1	Introduction
The HSS offeres the following services via the Nhss interface:
-	Nhss_UEAuthentication Service
All scenarios shown in the following clauses assume that the HSS is stateful and stores information in local memory. However, the HSS may be stateless and stores information externally in the EPS-UDR. If so, the stateless HSS makes use of Ud interface as specified in 3GPP TS 23.335 [x1] and 3GPP TS 29.335 [x2] to retrieve required data from the EPS-UDR and store them locally before processing an incoming request. Processing the incoming request may then include updating data in the EPS-UDR or subscribing to data change notifications at the EPS-UDR by using the Ud interface. After processing the incoming request, the HSS may delete the locally stored data. 

This subclause will list the different services produced by the NF.
[bookmark: _Toc510696587][bookmark: _Toc6488411]5.2	Nhss_UEAuthentication<Service 1> Service
One subclause per service, where <service 1> is to be replaced by the service name (e.g. Nsmf_PDUSession). 
[bookmark: _Toc510696588][bookmark: _Toc6488412]5.2.1	Service Description
The Nhss_UEAuthentication service allows a NF consumer (UDM) to request calculation of a fresh Authentication Vector (AV) for 5G_AKA or EAP_AKA_PRIME and provide the calculated AV to the requesting NF.
This subclause will provide a general description of the related service, include a description of the functional elements involved in the invocation of the service, i.e. NF Service Producer and NF Service Consumer(s), and list the service operations it supports.
[bookmark: _Toc510696589][bookmark: _Toc6488413]5.2.2	Service Operations
One subclause per service operation. 
This subclause will include a description of the different service operations supported by the service. For RESTful service operations, the service operations depict the resources and the methods they support.
[bookmark: _Toc510696590][bookmark: _Toc6488414]5.2.2.1	Introduction
For the Nhss_UEAuthentication service the following service operation is defined:
-	Get
The Nhss_UEAuthentication service is used by the UDM to request the HSS to, calculate a fresh authentication vector (AV) for authentication the method 5G_AKA or EAP_AKA_PRIME, and provide it to the UDM by means of the Get service operation. See 3GPP TS 23.632 [x3] clause 4.2.2. 

This subclause will contain a generic introduction of the service operations described in the following subclauses.
[bookmark: _Toc510696591][bookmark: _Toc6488415]5.2.2.2	Get<Service operation 1>
[bookmark: _Toc510696592][bookmark: _Toc6488416]5.2.2.2.1	General
The following procedure using the Get service operation is supported:
-	Authentication Vector Retrieval
This subclause provides a general description of the service operation.
[bookmark: _Toc510696593][bookmark: _Toc6488417]5.2.2.2.2	Authentication Vector Retrieval<Procedure 1 using service operation 1 of service 1>
Figure 5.2.2.2.2-1 shows a scenario where the NF service consumer (UDM) retrieves an Authentication Vector for the UE from the HSS (see also 3GPP TS 23.632 [x3] clause 4.2.2). The request contains the UE's identity (imsi), the serving network name, the authentication method (5G_AKA or EAP_AKA_PRIME) and may contain resynchronization info.


Figure 5.2.2.2.2-1: NF service consumer requesting an Authentication Vector
1.	The NF service consumer sends a POST request (custom method: generate-av) to the HSS. 
2a.	The HSS responds with "200 OK" with the message body containing the authentication vector. 
2b.	If the operation cannot be authorized due to e.g UE does not have required subcription data, HTTP status code "403 Forbidden" should be returned including additional error information in the response body (in "ProblemDetails" element). 
On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error information should be returned in the POST response body.

[bookmark: _Toc510696594][bookmark: _Toc6488418]5.2.2.2.3	<Procedure 2 using service operation 1 of service 1>
And so on if there are more than 2 procedures that need to be described for the service.
Subclauses 5.2.2.2.x are optional to include. They can be specified e.g. if a service operation is implemented using different combinations of resources and methods. 
[bookmark: _Toc510696595][bookmark: _Toc6488419]5.2.2.3	<Service operation 2>
And so on if there are more than 2 service operations to be described for the service.
[bookmark: _Toc510696596][bookmark: _Toc6488420]
* * * Next Change * * * *

[bookmark: _Toc510696598][bookmark: _Toc6488422]6.1	Nhss_UEAuthentication< Service 1> Service API 
One clause per service, where <service 1> is to be replaced by the service name (e.g. Nsmf_PDUSession). 
[bookmark: _Toc510696599][bookmark: _Toc6488423]6.1.1	Introduction
This subclause specifies the API Name and Version. 
[bookmark: _Toc510696600]The  Nhss_UEAuthentication service<Service 1> shall use the Nhss_UEAuthentication<Service 1> API.
The request URI used in HTTP request from the NF service consumer towards the NF service producer shall have the structure defined in subclause 4.4.1 of 3GPP TS 29.501 [x45], i.e.:
{apiRoot}/<apiName>/<apiVersion>/<apiSpecificResourceUriPart>
with the following components:
-	The {apiRoot} shall be set as described in 3GPP TS 29.501 [x45].
-	The <apiName> shall be "nhss-ueau<service 1 API name>".
-	The <apiVersion> shall be "v1".
-	The <apiSpecificResourceUriPart> shall be set as described in subclause 6.15.3.
[bookmark: _Toc6488424]6.1.2	Usage of HTTP
[bookmark: _Toc510696601][bookmark: _Toc6488425]6.1.2.1	General
HTTP/2, as defined in IETF RFC 7540 [x5], shall be used as specified in clause 5 of 3GPP TS 29.500 [x6].
HTTP/2 shall be transported as specified in clause 5.3 of 3GPP TS 29.500 [x6].
HTTP messages and bodies for the Nhss_UEAuthentication service shall comply with the OpenAPI [x7] specification contained in Annex A. 
This subclause will include a reference to TS 29.500 for the description of the Transport and HTTP/2.0 protocol requirements and for the security requirements.
[bookmark: _Toc510696602][bookmark: _Toc6488426]6.1.2.2	HTTP standard headers
[bookmark: _Toc510696603][bookmark: _Toc6488427]6.1.2.2.1	General
The usage of HTTP standard headers shall be supported as specified in clause 5.2.2 of 3GPP TS 29.500 [x6].
[bookmark: _Toc510696604][bookmark: _Toc6488428]6.1.2.2.2	Content type 
The following content types shall be supported:
JSON, as defined in IETF RFC 8259 [x8], signalled by the content type "application/json".
The Problem Details JSON Object (IETF RFC 7807 [x9] signalled by the content type "application/problem+json" 
This subclause will indicate the encoding of HTTP requests/responses and the applicable MIME media type for the related Content-Type header. 
[bookmark: _Toc510696605][bookmark: _Toc6488429]6.1.2.3	HTTP custom headers
[bookmark: _Toc489605322][bookmark: _Toc492899753][bookmark: _Toc492900032][bookmark: _Toc492967834][bookmark: _Toc492972922][bookmark: _Toc492973142][bookmark: _Toc492974840][bookmark: _Toc510696606][bookmark: _Toc6488430]6.1.2.3.1	General
In this release of the specification, no specific custom headers are defined for the Nhss_UEAuthentication service. 
For 3GPP specific HTTP custom headers used across all service based interfaces, see clause 5.2.3 of 3GPP TS 29.500 [x6].
This clause will list, if applicable, the possible reused HTTP custom headers and the definition of new HTTP custom headers introduced by this specification.
[bookmark: _Toc510696607][bookmark: _Toc6488431]6.1.3	Resources 
[bookmark: _Hlk13491038]In this release of the specification no resources are defined for the Nhss_UEAuthentication service.
[bookmark: _Toc510696608][bookmark: _Toc6488432]6.1.3.1	Overview
This subclause will describe the structure for the Resource URIs and the resources and methods used for the service.
Example:


Figure 6.1.3.1-1: Resource URI structure of the <xyz > API
Table 6.1.3.1-1 provides an overview of the resources and applicable HTTP methods.
Table 6.1.3.1-1: Resources and methods overview
	Resource name
	Resource URI
	HTTP method or custom operation
	Description

	<Resource name>
	<relative URI below root>
	GET
	<Operation executed by GET>

	
	
	PUT
	<Operation executed by PUT>

	
	
	PATCH
	<Operation executed by PATCH>

	
	
	POST
	<Operation executed by POST>

	
	
	DELETE
	<Operation executed by DELETE>

	
	
	Custom operation
	<Operation executed by custom operation>



[bookmark: _Toc510696609][bookmark: _Toc6488433]6.1.3.2	Resource: <resource 1>
Where <resource 1> is to be replaced by the resource name, e.g. PduSession. 
[bookmark: _Toc510696610][bookmark: _Toc6488434]6.1.3.2.1	Description
This subclause will specify what the resource represents or what it is used for. 
[bookmark: _Toc510696611][bookmark: _Toc6488435]6.1.3.2.2	Resource Definition
This subclause will describe the Resource URI and the supported resource variables.
Resource URI: {apiRoot}/<apiName>/{apiVersion}/xxx 
This resource shall support the resource URI variables defined in table 6.1.3.2.2-1.
Table 6.1.3.2.2-1: Resource URI variables for this resource
	Name
	Definition

	apiRoot
	See subclause 6.1.1

	apiVersion
	See subclause 6.1.1

	<name>
	<definition>



[bookmark: _Toc510696612][bookmark: _Toc6488436]6.1.3.2.3	Resource Standard Methods
The following subclauses will specify the standard methods supported by the resource.
It will describe, for each method, the use of the method, the URI query parameters supported by the method, request and response data structures and response codes, and if applicable, HTTP headers specific to the operation.
[bookmark: _Toc510696613][bookmark: _Toc6488437]6.1.3.2.3.1	< method 1 >
This subclause will specify the meaning of the method applied on the resource. 
This method shall support the URI query parameters specified in table 6.1.3.2.3.1-1.
Table 6.1.3.2.3.1-1: URI query parameters supported by the <method 1> method on this resource 
	Name
	Data type
	P
	Cardinality
	Description
	Applicability

	<name> or n/a
	<type> or <leave empty>
	<M, C or O>
	0..1 or 1 or 0..N or 1..N or <leave empty>
	<only if applicable>
	



This method shall support the request data structures specified in table 6.1.3.2.3.1-2 and the response data structures and response codes specified in table 6.1.3.2.3.1-3.
Table 6.1.3.2.3.1-2: Data structures supported by the <method 1> Request Body on this resource 
	Data type
	P
	Cardinality
	Description

	"<type>" or "array(<type>)" or "map(<type>)" or n/a
	"M", "C" or "O"
	"0..1", "1", or "M..N", or <leave empty>
	<only if applicable>



Table 6.1.3.2.3.1-3: Data structures supported by the <method 1> Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	"<type>" or "array(<type>)" or "map(<type>)" or n/a
	"M", "C" or "O"
	"0..1", "1", or "M..N", or <leave empty>
	<list applicable codes with name from the applicable RFCs>
	<Meaning of the success case> 
or 
<Meaning of the error case with additional statement regarding error handling>



[bookmark: _Toc510696614][bookmark: _Toc6488438]6.1.3.2.3.2	< method 2 >
And so on if there are more than two methods supported by the resource. Same structure as in subclause 6.1.3.2.3.1.
[bookmark: _Toc510696615][bookmark: _Toc6488439]6.1.3.2.4	Resource Custom Operations
The following subclauses will specify the custom operations supported by the resource.
It will describe, for each custom operation, the use and the URI of the operation, the HTTP method on which it is mapped, request and response data structures and response codes, and if applicable, HTTP headers specific to the operation.
[bookmark: _Toc510696616][bookmark: _Toc6488440]6.1.3.2.4.1	Overview
Table 6.1.3.2.4.1-1: Custom operations
	Custom operaration URI
	Mapped HTTP method
	Description

	<custom operation URI>
	e.g.POST
	<Operation executed by Custom operation>

	
	
	


[bookmark: _Toc510696617][bookmark: _Toc6488441]6.1.3.2.4.2	Operation: < operation 1 >
This subclause will specify the meaning of the operation applied on the resource. 
[bookmark: _Toc510696618][bookmark: _Toc6488442]6.1.3.2.4.2.1	Description
This sublause will describe the custom operation and what it is used for, and the custom operation's URI. 
[bookmark: _Toc510696619][bookmark: _Toc6488443]6.1.3.2.4.2.2	Operation Definition
This subclause will specify the custom operation and the HTTP method on which it is mapped.
This operation shall support the request data structures specified in table 6.1.3.2.4.2.2-1 and the response data structure and response codes specified in table 6.1.3.2.4.2.2-2.
Table 6.1.3.2.4.2.2-1: Data structures supported by the <e.g. POST> Request Body on this resource 
	Data type
	P
	Cardinality
	Description

	"<type>" or "array(<type>)" or "map(<type>)"
	"M", "C" or "O"
	"0..1", "1", or "M..N", or <leave empty>
	<only if applicable>



Table 6.1.3.2.4.2.2-2: Data structures supported by the <e.g. POST> Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	"<type>" or "array(<type>)" or "map(<type>)"
	"M", "C" or "O"
	"0..1", "1" or "M..N", or <leave empty>
	<list applicable codes with name from the applicable RFCs>
	<Meaning of the success case> 
or 
<Meaning of the error case with additional statement regarding error handling>



[bookmark: _Toc510696620][bookmark: _Toc6488444]6.1.3.2.4.3	Operation: < operation 2 >
And so on if there are more than two operations supported by the resource. Same structure as in subclause 6.1.3.2.4.1.
[bookmark: _Toc510696621][bookmark: _Toc6488445]6.1.3.3	Resource: <resource 2>
And so on if there are more than two resources supported by the service. Same structure as in subclause 6.1.3.2. 
[bookmark: _Toc510696622][bookmark: _Toc6488446]6.1.4	Custom Operations without associated resources 
[bookmark: _Toc510696623][bookmark: _Toc6488447][bookmark: _Hlk13491169]6.1.4.1	Overview
This subclause will specify custom operations without any associated resource (i.e. RPC) supported by this API. 
Table 6.1.4.1-1: Custom operations without associated resources
	Custom operation URI
	Mapped HTTP method
	Description

	{apiRoot}/nhss-ueau/<apiVersion>/generate-av<custom operation URI>
	e.g.POST
	The HSS calculates a fresh Authentication Vector taking into account the received information (imsi, serving network name, authentication method)<Operation executed by Custom operation>

	
	
	



[bookmark: _Toc510696624][bookmark: _Toc6488448]6.1.4.2	Operation: Generate AV<operation 1>
Where <operation 1> is to be replaced by the name of the custom operation, e.g. Authentication_Information_Request.
It will describe, for each custom operation, the use and the URI of the operation, the HTTP method on which it is mapped, request and response data structures and response codes, and if applicable, HTTP headers specific to the operation.
[bookmark: _Toc510696625][bookmark: _Toc6488449]6.1.4.2.1	Description
This custom operation is used by the NF service consumer (UDM) to request calculation of an authentication vector for the provided imsi.
This sublause will describe the custom operation and what it is used for, and the custom operation's URI. 
[bookmark: _Toc510696626][bookmark: _Toc6488450]6.1.4.2.2	Operation Definition
This subclause will specify the custom operation and the HTTP method on which it is mapped.
This operation shall support the response data structures and response codes specified in tables 6.1.4.2.2-1 and 6.1.4.2.2-2.
Table 6.1.4.2.2-1: Data structures supported by the <e.g. POST> Request Body on this resource 
	Data type
	P
	Cardinality
	Description

	AvGenerationRequest"<type>" or "array(<type>)" or "map(<type>)"
	M"M", "C" or "O"
	1"0..1", "1", or "M..N", or <leave empty>
	Contains input parameters for Authentication Vector calculation<only if applicable>



Table 6.1.4.2.2-2: Data structures supported by the <e.g. POST> Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	AvGenerationResponse"<type>" or "array(<type>)" or "map(<type>)"
	M"M", "C" or "O"
	1"0..1", "1" or "M..N", or <leave empty>
	200 OK<list applicable codes with name from the applicable RFCs>
	Upon success, a response body containing the generated authentication vector shall be returned<Meaning of the success case> 
or 
<Meaning of the error case with additional statement regarding error handling>

	ProblemDetails
	M
	1
	403 Forbidden
	The "cause" attribute shall be set to one of the following application errors:
- AUTHENTICATION_REJECTED
- SERVING_NETWORK_NOT_AUTHORIZED

	ProblemDetails
	M
	1
	404 Not Found
	The "cause" attribute shall be set to the following application error:
- USER_NOT_FOUND



[bookmark: _Toc510696627][bookmark: _Toc6488451]6.1.4.3	Operation: < operation 2>
And so on if there are more than two custom operations supported by the service. Same structure as in subclause 6.1.4.2. 
[bookmark: _Toc510696628][bookmark: _Toc6488452]6.1.5	Notifications
In this release of this specification, no notifications are defined for the Nhss_UEAuthentication Service.
[bookmark: _Toc510696629][bookmark: _Toc6488453]6.1.5.1	General
This subclause will specify the use of notifications and corresponding protocol details if required for the specific service. When notifications are supported by the API, it will include a reference to the general description of notifications support over the 5G SBIs specified in TS 29.500 / TS 29.501.
[bookmark: _Toc510696630][bookmark: _Toc6488454]6.1.5.2	<notification 1>
[bookmark: _Toc510696631][bookmark: _Toc6488455]6.1.5.3	<notification 2>
[bookmark: _Toc510696632][bookmark: _Toc6488456]6.1.6	Data Model
[bookmark: _Toc510696633][bookmark: _Toc6488457]6.1.6.1	General
This subclause specifies the application data model supported by the API.
Data types that may be common to multiple APIs (offered by the same or different NFs) should be specified in a new separate TS (similar approach as for TS 29.230 for Diameter AVPs).
Table 6.1.6.1-1 specifies the data types defined for the N<NF>hss service based interface protocol.

Table 6.1.6.1-1: N<NF>hss specific Data Types
	Data type
	Section defined
	Description
	Applicability

	AvGenerationRequest
	6.1.6.2.2
	Contains imsi, authentication method, serving network name, resynchronization info
	

	AvGenerationResponse
	6.1.6.2.3
	Contains the calculated Authentication Vector
	



Table 6.1.6.1-2 specifies data types re-used by the N<NF>hss service based interface protocol from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the N<NF>hss service based interface. 
Table 6.1.6.1-2: N<NF>hss re-used Data Types
	Data type
	Reference
	Comments
	Applicability

	AuthType
	3GPP TS 29.503 [x10]
	
	

	ServingNetworkName
	3GPP TS 29.503 [x10]
	
	

	ResynchronizationInfo
	3GPP TS 29.503 [x10]
	
	

	AvEapAkaPrime
	3GPP TS 29.503 [x10]
	
	

	Av5GHeAka
	3GPP TS 29.503 [x10]
	
	



[bookmark: _Toc510696634][bookmark: _Toc6488458]6.1.6.2	Structured data types
This subclause will specify the structured data types.
[bookmark: _Toc510696635][bookmark: _Toc6488459]6.1.6.2.1	Introduction
This subclause defines the structures to be used in resource representations. 
[bookmark: _Toc510696636][bookmark: _Toc6488460]6.1.6.2.2	Type: AvGenerationRequest<TypeName 1>
"Attribute name": Name of attributes that belong to the specified data type. The attribute names within a structured data type shall be unique, and their relative order inside the structured data type shall not imply any specific ordering of the corresponding JSON member names in a JSON object.
"Data type": Data type of the attribute values. If the data type is indicated as "<type>", the attribute value shall be of data type <type>. If the data type is indicated as "array(<type>)", the attribute value shall be an array (see IETF RFC 825]) that contains elements of data type <type>. If the data type is indicated as "map(<type>)", the attribute value shall be an object (see IETF RFC 8259) encoded in the corresponding OpenAPI specification as a map which values are data type <type>. <type> can either be "integer", "number", "string" or "boolean" (as defined in the OpenAPI specification [4]), or a data type defined in a 3GPP specification.
"P": Presence condition of a data structure in request body. It shall be one of "M" (for Mandatory), "C" (for Conditional) and "O" (for Optional).
"Cardinality": Defines the allowed number of occurrence of data type <type>. A cardinality of "M..N", is only allowed for data types "array(<type>)" and "map(<type>)" and indicates the number of elements within the array or map; the values M and N can either be the characters "M" and "N", respectively, or integer numbers; with M being greater than or equal 0, and N being greater than 0 and M. For data type "<type>", the cardinality shall be set to "0..1" if the Presence condition is "C" or "O", and to "1" if the Presence condition is "M".
"Description": Describes the meaning and use of the attribute and may contain normative statements.
Applicability: If the attribute is only applicable for optional feature(s) negotiated using the mechanism defined in subclause 6.6 of 3GPP TS 29.500 [4], the name of the corresponding feature(s) shall be indicated in this column. If no feature is indicated. the attribute can be used with any feature.If no optional features are defined for an API, the applicability column can be omitted for that API
Table 6.1.6.2.2-1: Definition of type AvGenerationRequest<TypeName 1>
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	<attribute name>
	"<type>" or "array(<type>)" or "map(<type>)"
	"M", "C" or "O"
	"0..1", "1" or "M..N"
	<only if applicable>
	

	imsi
	string
	M
	1
	pattern: "[0-9]{5,15}"
	

	authType
	AuthType
	M
	1
	Indicates the authentication method; "EAP_AKA_PRIME" or "5G_AKA"
	

	servingNetworkName
	ServingNetworkName
	M
	1
	
	

	resynchronizationInfo
	ResynchronizationInfo
	O
	0..1
	
	



[bookmark: _Toc510696637][bookmark: _Toc6488461]6.1.6.2.3	Type: AvGenerationResponse<TypeName 2>
Table 6.1.6.2.3-1: Definition of type AvGenerationResponse
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	avEapAkaPrime
	AvEapAkaPrime
	C
	0..1
	shall be present if av5GHeAka is absent, otherwise shall be absent.
	

	av5GHeAka
	Av5GHeAka
	C
	0..1
	shall be present if avEapAkaPrime is absent, otherwise shall be absent.
	



And so on if there are more types to specify.
[bookmark: _Toc510696638][bookmark: _Toc6488462]
* * * Next Change * * * *
[bookmark: _Toc510696647][bookmark: _Toc6488471]6.1.7	Error Handling
This subclause will include a reference to the general error handling principles specified in TS 29.501, and further specify any general error handling aspect specific to the API, if any Error handling specific to each method (and resource) is specified in subclauses 6.1.3. and 6.1.4. 
[bookmark: _Toc6488472]6.1.7.1	General
HTTP error handling shall be supported as specified in subclause 5.2.4 of 3GPP TS 29.500 [x64].
[bookmark: _Toc6488473]6.1.7.2	Protocol Errors
Protocol errors handling shall be supported as specified in clause 5.2.7 of 3GPP TS 29.500 [x6].
[bookmark: _Toc6488474]6.1.7.3	Application Errors
The application errors defined for the Nhssxxx_UEAuthenticationyyy service are listed in Table 6.1.7.3-1.

Table 6.1.7.3-1: Application errors
	Application Error
	HTTP status code
	Description

	AUTHENTICATION_REJECTED
	403 Forbidden
	The user cannot be authenticated

	SERVING_NETWORK_NOT_AUTHORIZED
	403 Forbidden
	The requesting network is not authorized to request UE authentication information.

	USER_NOT_FOUND
	404 Not Found
	The user does not exist in the HPLMN


[bookmark: _Toc492899751][bookmark: _Toc492900030][bookmark: _Toc492967832][bookmark: _Toc492972920][bookmark: _Toc492973140][bookmark: _Toc493774060][bookmark: _Toc508285804][bookmark: _Toc508287269][bookmark: _Toc510696648][bookmark: _Toc6488475]
* * * Next Change * * * *
[bookmark: _Toc510696651][bookmark: _Toc6488478]A.1	General 
[bookmark: _Toc510696652]This Annex specifies the formal definition of the Nhss Service<Service Name> API(s). It consists of OpenAPI 3.0.0 specifications in YAML format.
Informative copies of the OpenAPI specification files contained in this 3GPP Technical Specification are available on the public 3GPP file server in the following locations (see clause 5B of the 3GPP TS 21.900 [x117] for further information):
-	https://www.3gpp.org/ftp/Specs/archive/OpenAPI/<Release>/, and
-	https://www.3gpp.org/ftp/Specs/<Plenary>/<Release>/OpenAPI/.
[bookmark: _Toc6488479]A.2	Nhss_UEAuthentication<Service 1> API
Where <Service 1> is to be replaced by the name of the Service (e.g. Nsmf_PDUSession).
One subclause is introduced per Service, with the corresponding OpenAPI 3.0.0 Document. 
[bookmark: _Toc510696653][bookmark: _Toc6488480]openapi: 3.0.0
info:
  version: '1.PreR16.0.0'
  title: 'NhssUEAU'
  description: |
    HSS UE Authentication Service.
    © 2019, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.

externalDocs:
  description: 3GPP TS 29.563 Home Subscriber Server (HSS)Services For Interworking With UDM, version 0.2.0
  url: 'http://www.3gpp.org/ftp/Specs/archive/29_series/29.563/'

servers:
  - url: '{apiRoot}/nhss-ueau/v1'
    variables:
      apiRoot:
        default: https://example.com
        description: apiRoot as defined in clause clause 4.4 of 3GPP TS 29.501.

security:
  - oAuth2ClientCredentials:
    - nhss-ueau
  - {}

paths:
  /generate-av:
    post:
      summary: Generate authentication vector for the UE
      operationId: GenerateAV
      tags:
        - Generate Auth Vector
      requestBody:
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/AvGenerationRequest'
        required: true
      responses:
        '200':
          description: Expected response to a valid request
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/AvGenerationResponse'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '501':
          $ref: 'TS29571_CommonData.yaml#/components/responses/501'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          description: Unexpected error


components:
  securitySchemes:
    oAuth2ClientCredentials:
      type: oauth2
      flows: 
        clientCredentials: 
          tokenUrl: '{nrfApiRoot}/oauth2/token'
          scopes:
            nhss-ueau: Access to the nhss-ueau API


  schemas:

# COMPLEX TYPES:

    AvGenerationRequest:
      type: object
      required:
        - imsi
        - authType
        - servingNetworkName
      properties:
        imsi:
          type: string
          pattern: '^[0-9]{5,15}$'
        authType:
          $ref: 'TS29503_Nudm_UEAU.yaml#/components/schemas/AuthType'
        servingNetworkName:
          $ref: 'TS29503_Nudm_UEAU.yaml#/components/schemas/ServingNetworkName'
        resynchronizationInfo:
          $ref: 'TS29503_Nudm_UEAU.yaml#/components/schemas/ResynchronizationInfo'

    AvGenerationResponse:
      type: object
      oneOf:
        - required:
          - avEapAkaPrime
        - required:
          - av5GHeAka
      properties:
        avEapAkaPrime:
          $ref: 'TS29503_Nudm_UEAU.yaml#/components/schemas/AvEapAkaPrime'
        av5GHeAka:
          $ref: 'TS29503_Nudm_UEAU.yaml#/components/schemas/Av5GHeAka'


# SIMPLE TYPES:


# ENUMS:



* * * End of Changes * * * *
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