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[bookmark: _Toc532985339]* * * First Change * * * *
[bookmark: _Toc2686063][bookmark: _Toc2686080][bookmark: _Toc3975976][bookmark: _Toc3975971][bookmark: _Toc3975972][bookmark: _Toc532985300][bookmark: _Toc532985308]5.8	PFCP Association 
[bookmark: _Toc2686064]5.8.1	General
An PFCP Association shall be set up between the CP function and the UP function prior to establishing PFCP sessions on that UP function. Only one PFCP association shall be setup between a given pair of CP and UP functions, even if the CP and/or UP function exposes multiple IP addresses. A single PFCP association may also be setup between a SMF set and a UPF (see subclause 5.x). 
The CP function and the UP function shall support the PFCP Association Setup procedure initiated by the CP function (see subclause 6.2.6.2). The CP function and the UP function may additionally support the PFCP Association Setup procedure initiated by the UP function (see subclause 6.2.6.3).
A CP function may have PFCP Associations set up with multiple UP functions. A UP function may have PFCP Associations set up with multiple CP functions.
A CP function or a UP function shall be identified by a unique Node ID. A Node ID may be set to an FQDN or an IP address (see subclause 8.2.38).
Prior to establishing an PFCP Association, the function responsible for establishing the PFCP Association (e.g. CP function) shall look up a peer function (e.g. UP function), e.g using DNS procedures (see 3GPP TS 29.303 [25]), NRF procedures (see 3GPP TS 29.510 [43]) or local configuration. If the peer function is found to support multiple IP addresses (in the look up information), one of these addresses (any one) shall be used as destination IP address to send the PFCP Association Setup Request. Once the PFCP Association is established, any of the IP addresses of the peer function (found during the look-up) may then be used to send subsequent PFCP node related messages and PFCP session establishment requests for that PFCP Association.  
NOTE 1:	The look up information (e.g. in DNS, NRF or local configuration of the function responsible for establishing the PFCP association) needs to be configured consistently with the addressing information of the peer function. If a FQDN is configured to identify a function in DNS or NRF, then the Node ID of that function included in PFCP messages need to be set to the same FQDN. For instance, if the CP function is responsible for establishing the PFCP association, a UP function that exposes multiple IP addresses (for PFCP node related messages and PFCP session establishment requests) needs to be configured in the look up information as one (single) UP function that is associated to multiple IP addresses. The Node ID needs to be set to an SMF set FQDN when a single association is setup between an SMF set and UPF (see subclause 5.x). 
NOTE 2:	PFCP session related messages for sessions that are already established are sent to the IP address received in the F-SEID allocated by the peer function or to the IP address of an alternative SMF in the SMF set (see subclause 5.x). Theis former IP address needs not be configured in the look up information. See subclause 4.3.2 and 4.3.3. 

* * * Next Change * * * *
5.x	PFCP sessions successively controlled by different SMFs of an SMF set (for 5GC)
When a UPF supports that a PFCP session can be successively controlled by different SMF(s) in the same SMF set, the following applies: 
1)	One SMF in the SMF set shall establish one single PFCP Association with the UPF for the SMF set; the Node ID in the PFCP Association Setup Request shall be set to an FQDN representing the SMF set.
2)	When establishing a PFCP session, an SMF:
-	shall assign, in the CP F-SEID of the PFCP Session Establishment Request, a unique SEID within the SMF set; 
-	shall indicate to the UPF that the PFCP session can be successively controlled by different SMFs of an SMF set, by including the SSET flag in the CP F-SEID (see subclause 8.2.37); 
-	may additionally signal a preferred binding to one specific SMF by including an IPv4 or IPv6 address of that SMF in the CP F-SEID; if no preferred binding to one specific SMF is desired, the CP F-SEID shall contain a null IPv4 or IPv6 address. 
NOTE 1:	Signalling a preferred binding to one specific SMF avoids that the UPF possibly selects a different SMF in the SMF set for every new session related request it initiates for a given PFCP session.  
3)	Any SMF in the SMF set may issue requests to modify or delete the PFCP session, or to update or release the PFCP association. 
4)	The UPF shall initiate PFCP session related requests (e.g. PFCP Session Report Request) towards:
-	the IPv4 or IPv6 address of the specific SMF, if a preferred SMF binding exists for the PFCP session, i.e. if the CP F-SEID contains a non-null IP address; or 
-	towards any SMF of the SMF Set, if no preferred binding exists towards a specific SMF in the CP F-SEID, or if a preferred binding exists but the corresponding IP address is not responsive. 

The UPF shall use the SMF set FQDN in the CP Node ID to discover alternative SMFs within the SMF Set, e.g. by querying the DNS or by performing a discovery request towards the NRF.
5)	An SMF may redirect a UPF initiated PFCP session related request to a different SMF in the SMF set by rejecting the request with the cause "Redirection Requested" and with the CP F-SEID IE including the IP address of the new SMF to contact (i.e. new preferred SMF binding). 

Alternatively, an SMF may forward the UPF request to another SMF in the SMF set; the new SMF answers to the UPF, optionally including the CP F-SEID IE with the IPv4 or IPv6 address of the new preferred SMF. 
NOTE 2:	This allows to address cases where a different SMF would have been reselected in the 5GC for the PFCP session, e.g. by an AMF.  
6)	An SMF may also update, at any time, the preferred SMF binding for a PFCP session by including the CP F-SEID with the IPv4 or IPv6 address of the new preferred SMF in a PFCP Session Modification Request.  
7)	The UPF shall not trigger the restoration procedures specified in 3GPP TS 23.527 [40] for a PFCP session that can be controlled by different SMFs of an SMF set when a heartbeat failure is detected for the IP address of the preferred SMF binding. Restoration procedures shall be triggered only if heartbeat procedures fail with all the IP addresses of all the SMFs in the SMF set. 
NOTE 3:	The above requirements enable all SMFs of a same SMF set to successively control a given PFCP session without causing extra signalling over the N4 interface.  

* * * Next Change * * * *
[bookmark: _Toc2686251]7.5.9	PFCP Session Report Response
[bookmark: _Toc2686252]7.5.9.1	General
The PFCP Session Report Response shall be sent over the Sxa, Sxb, Sxc and  N4 interface by the CP function to the UP function as a reply to the PFCP Session Report Request.
Table 7.5.9.1-1: Information Elements in a PFCP Session Report Response
	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	N4
	

	Cause
	M
	This IE shall indicate the acceptance or the rejection of the corresponding request message.
	X
	X
	X
	X
	Cause

	Offending IE
	C
	This IE shall be included if the rejection is due to a conditional or mandatory IE missing or faulty.
	X
	X
	X
	X
	Offending IE

	Update BAR
	C
	This IE shall be present if a BAR previously created for the PFCP session needs to be modified. 
A previously created BAR that is not modified shall not be included.
See Table 7.5.9.2-1.
	X
	-
	-
	X
	Update BAR

	PFCPSRRsp-Flags
	C
	This IE shall be included if at least one of the flags is set to 1. 
-	DROBU (Drop Buffered Packets): the CP function shall set this flag if the UP function needs to drop the packets currently buffered for this PFCP session (see NOTE 1). 

	X
	-
	-
	X
	PFCPSRRsp-Flags


	CP F-SEID
	O
	This IE may be set by the SMF if the UPF indicated support of PFCP sessions successively controlled by different SMFs of a same SMF Set and the Cause IE indicates "Request accepted (success)" or "Redirection Requested" (see subclause 5.x). 

When present, it shall be set to the new F-SEID that the UPF shall use for sending subsequent PFCP session related messages. 
	-
	-
	-
	X
	F-SEID

	NOTE 1:	The CP function may request the UP function to drop the packets currently buffered for the PFCP session, when buffering is performed in the UP function, upon receipt of an PFCP Session Report Request notifying the CP function about the arrival of downlink data packets for which the CP function decides to throttle the corresponding Downlink Data Notification message over S11/S4 and. See subclause 5.9.3 of 3GPP TS 23.214 [2].




* * * Next Change * * * *
[bookmark: _Toc2686270]8.2.1	Cause
Cause IE is coded as depicted in Figure 8.2.1-1.

	.
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 2
	Type = 19 (decimal)
	

	
	3 to 4
	Length = n
	

	
	5
	Cause value
	


Figure 8.2.1-1: Cause
The Cause value shall be included in a response message. In a response message, the Cause value indicates the acceptance or the rejection of the corresponding request message. The Cause value indicates the explicit reason for the rejection.
Table 8.2.1-1: Cause values
	Message Type
	Cause value 
(decimal)
	Meaning
	Description

	
	0
	Reserved. 
	Shall not be sent and if received the Cause shall be treated as an invalid IE

	Acceptance in a response
	1
	Request accepted (success)
	"Request accepted (success)" is returned when the PFCP entity has accepted a request.

	
	2-63
	Spare. 
	This value range shall be used by Cause values in an acceptance response message. See NOTE 1.

	Rejection in a response
	64
	Request rejected (reason not specified)
	This cause shall be returned to report an unspecified rejection cause

	
	65
	Session context not found
	This cause shall be returned, if the F-SEID included in a PFCP Session Modification/Deletion Request message is unknown.

	
	66
	Mandatory IE missing
	This cause shall be returned when the PFCP entity detects that a mandatory IE is missing in a request message

	
	67
	Conditional IE missing
	This cause shall be returned when the PFCP entity detects that a Conditional IE is missing in a request message.

	
	68
	Invalid length
	This cause shall be returned when the PFCP entity detects that an IE with an invalid length in a request message

	
	69
	Mandatory IE incorrect
	This cause shall be returned when the PFCP entity detects that a Mandatory IE is incorrect in a request message, e.g. the Mandatory IE is malformated or it carries an invalid or unexpected value.

	
	70
	Invalid Forwarding Policy
	This cause shall be used by the UP function in the PFCP Session Establishment Response or PFCP Session Modification Response message if the CP function attempted to provision a FAR with a Forwarding Policy Identifier for which no Forwarding Policy is locally configured in the UP function.

	
	71
	Invalid F-TEID allocation option
	This cause shall be used by the UP function in the PFCP Session Establishment Response or PFCP Session Modification Response message if the CP function attempted to provision a PDR with a F-TEID allocation option which is incompatible with the F-TEID allocation option used for already created PDRs (by the same or a different CP function).

	
	72
	No established PFCP Association 
	This cause shall be used by the CP function or the UP function if they receive a PFCP Session related message from a peer with which there is no established PFCP Association.

	
	73
	Rule creation/modification Failure 
	This cause shall be used by the UP function if a received Rule failed to be stored and  be applied in the UP function.

	
	74
	PFCP entity in congestion
	This cause shall be returned when a PFCP entity has detected node level congestion and performs overload control, which does not allow the request to be processed.

	
	75
	No resources available
	This cause shall be returned to indicate a temporary unavailability of resources to process the received request.

	
	76
	Service not supported
	This cause shall be returned when a PFCP entity receives a message requesting a feature or service that is not supported. 

	
	77
	System failure
	This cause shall be returned to indicate a system error condition. 

	
	x
	Redirection Requested
	This cause may be returned to indicate a request to the UPF to redirect its PFCP request to a different SMF. 

	
	y78 to 255
	Spare for future use in a response message. See NOTE 2.
	This value range shall be used by Cause values in a rejection response message. See NOTE 2.

	NOTE 1:	This value is or may be used in future version of the specification. If the receiver cannot comprehend the value, it shall be interpreted as an unspecified acceptance cause. Unspecified/unrecognized acceptance cause shall be treated in the same ways as the cause value 1 " Request accepted (success)".
NOTE 2:	This value is or may be used in a future version of the specification. If the receiver cannot comprehend the value, it shall be interpreted as an unspecified rejection cause. Unspecified/unrecognized rejection cause shall be treated in the same ways as the cause value 32 "Request rejected (reason not specified)".




* * * Next Change * * * *
[bookmark: _Toc2686294]8.2.25	UP Function Features
The UP Function Features IE indicates the features supported by the UP function. It is coded as depicted in Figure 8.2.25-1.

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 2
	Type = 43 (decimal)
	

	
	3 to 4
	Length = n
	

	
	5 to 6
	Supported-Features
	

	
	7 to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.2.25-1: UP Function Features
The UP Function Features IE takes the form of a bitmask where each bit set indicates that the corresponding feature is supported. Spare bits shall be ignored by the receiver. The same bitmask is defined for all PFCP interfaces.
The following table specifies the features defined on PFCP interfaces and the interfaces on which they apply.
Table 8.2.25-1: UP Function Features
	Feature Octet / Bit
	Feature
	Interface
	Description

	5/1
	BUCP
	Sxa, N4
	Downlink Data Buffering in CP function is supported by the UP function. 


	5/2
	DDND
	Sxa, N4
	The buffering parameter 'Downlink Data Notification Delay' is supported by the UP function. 

	5/3
	DLBD
	Sxa, N4
	The buffering parameter 'DL Buffering Duration' is supported by the UP function. 

	5/4
	TRST
	Sxb, Sxc, N4
	Traffic Steering is supported by the UP function. 


	5/5
	FTUP
	Sxa, Sxb, N4
	F-TEID allocation / release in the UP function is supported by the UP function. 

	5/6
	PFDM
	Sxb, Sxc, N4
	The PFD Management procedure is supported by the UP function. 

	5/7
	HEEU
	Sxb, Sxc, N4
	Header Enrichment of Uplink traffic is supported by the UP function.

	5/8
	TREU
	Sxb, Sxc, N4
	Traffic Redirection Enforcement in the UP function is supported by the UP function. 

	6/1
	EMPU
	Sxa, Sxb, N4
	Sending of End Marker packets supported by the UP function.

	6/2
	PDIU
	Sxa, Sxb, Sxc, N4
	Support of PDI optimised signalling in UP function (see subclause 5.2.1A.2).

	6/3
	UDBC
	Sxb, Sxc, N4
	Support of UL/DL Buffering Control

	6/4
	QUOAC
	Sxb, Sxc, N4
	The UP function supports being provisioned with the Quota Action to apply when reaching quotas. 

	6/5
	TRACE
	Sxa, Sxb, Sxc, N4
	The UP function supports Trace (see subclause 5.x). 

	6/6
	FRRT
	Sxb, N4
	The UP function supports Framed Routing (see IETF RFC 2865 [37] and IETF RFC 3162 [38]).  

	6/7
	PFDE
	Sxb, N4
	The UP function supports a PFD Contents including a property with multiple values.

	6/8
	SSET
	N4
	UPF support of PFCP sessions successively controlled by different SMFs of a same SMF Set (see subclause 5.x). 

	Feature Octet / Bit: The octet and bit number within the Supported-Features IE, e.g. "5 / 1".
Feature: A short name that can be used to refer to the octet / bit and to the feature.
Interface: A list of applicable interfaces to the feature.
Description: A clear textual description of the feature.



* * * Next Change * * * *
[bookmark: _Toc2686306]8.2.37	F-SEID
F-SEID is coded as depicted in Figure 8.2.37-1.

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 2
	Type = 57 (decimal)
	

	
	3 to 4
	Length = n
	

	
	5
	Spare
	Spare
	Spare
	Spare
	Spare
	SpareSSET
	V4
	V6
	

	
	6 to 13
	SEID 
	

	
	m to (m+3)
	IPv4 address
	

	
	p to (p+15)
	IPv6 address 
	

	
	k to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.2.37-1: F-SEID
The following flags are coded within Octet 5:
-	Bit 1 – V6: If this bit is set to "1", then IPv6 address field shall be present in the F-SEID, otherwise the IPv6 address field is not present at all.
-	Bit 2 – V4: If this bit is set to "1", then IPv4 address field shall be present in the F-SEID, otherwise the IPv4 address field is not present at all.
-	Bit 3 – SSET: If this bit is set to "1", then this indicates that the PFCP session can be successively controlled by different SMFs in the SMF set. The SEID uniquely identifies the PFCP session in the SMF set.   
-	Bit 3 4 to 8 are spare and reserved for future use.
At least one of V4 and V6 shall be set to "1", and both may be set to "1".
Octets "m to (m+3)" and/or "p to (p+15)" (IPv4 address / IPv6 address fields), if present, contain respective address values.
If the SSET flag is set to 1, the IPv4 and/or IPv6 address shall be set to a non-null IP address if a preferred binding to an SMF instance is requested for the PFCP session; a null IPv4 or IPv6 address shall be set if no preferred binding is requested for the PFCP session. 

* * * End of Changes * * * *

