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1. Introduction
This pCR evaluates GTP-U and SRv6 solution for additional consideration items A15-A20.
2. Reason for Change
This pCR evaluates both GTP-U and SRv6 solution for new additional consideration items.
3. Conclusions
<Conclusion part (optional)>
4. Proposal
It is proposed to agree the following changes to 3GPP TR 29.892 version 1.1.0.
* * * First Change * * * *
[bookmark: _Toc6398093]7.2	Additional Considerations
[bookmark: _Toc6398094]7.2.1	Consideration Points
Additional considerations for the candidate user plane protocol solutions are identified in Table 7.2-1.
	Additional Considerations
	Description


	A1. Proven technology / Time of Availability of used standards 

	Proven technology and the date of availability of related standards will be indicated.

	A2. Enabling separation between 3GPP User Plane and Transport

	Mobile and transport network operators may be different. Even when the same operator operates the mobile and transport networks, both networks may be managed by different organizations and systems.
 
This criterion evaluates whether the solution allows to keep the mobile and transport networks separate.


	A3. Transport network requirements

	This criterion evaluates whether the solution imposes specific requirements on the transport networks.


	A4. Co-existence with existing User Plane solution
	This criterion evaluates the coexistence with network entities implementing the existing solution.
  

	A5. Interworking with RAN
	This criterion evaluates how the solution interworks with the RAN.


	A6. Interworking with EPS
	This criterion evaluates how the solution interworks with the EPS.


	A7. Impacts to GSMA GRX/IPX
	This criterion evaluates whether the solution may impact GRX/IPX.


	A8. Security 
	GSMA has specified user plane security solution for GTP-U in EPC (based on GTP-U firewall). GSMA and 3GPP SA3 are further studying GTP-U security in 5G System. See Study on Security Aspects of the 5G Service Based Architecture and Inter-PLMN Communication in S3-190464.

This criterion evaluates whether the solution may impact GSMA and require SA3 work for user plane security across roaming interfaces.


	A9. Minimize number of protocols in network
	It is desirable to minimize the number of protocols in the network, when possible.

This criterion evaluates the impact of the solution on the resulting number of protocols in the network.
 

	A10. Reusability of existing 3GPP implementations
	This criterion evaluates whether the solution allows reuses of existing 3GPP implementations, e.g. reuse of UPF.


	A11. Protocol Extensibility
	This criterion evaluates the extensibility of the User Plane protocol to support additional features in future.


	A12. Protocol Overhead
	This criterion evaluates the user plane protocol stack / overhead of the solution.


	A13. Resource-efficiency
	This criterion evaluates whether the solution allows to remove states from the UPF.


	A14. Routing capabilities
	This criterion evaluates the solution in terms of routing capabilities and whether the solution allows to support fast rerouting if a failure affects the user plane path between UPFs.

	A15. Scalability
	This criterion evaluates whether the solution meets the scalability requirements of 5G to support massive number of connected devices. Both scale in and out should be evaluated.

	A16. Performance
	This criterion evaluates whether the user plane protocol can easily meet the diverse performance requirement of different network slices. E.g the performance requirement for URLCC slice can be very different from any other slice.

	A17. Programmability 
	SMF needs to handle a large number of UPFs in large deployments. This criterion evaluates how easy or difficult is to program network instructions between SMF and UPF.

	A18. Signalling Optimisation 
	The current N4 interface between SMF and UPF is very chatty and there is a need to optimise the N4 interface signalling. This criterion evaluates which solution offers better signalling optimisation.

	A19. Load Balancing
	There could be multiple transport path between ingress and egress UPFs. This criterion evaluates the load balancing capability of user plane protocol among multiple paths.

	A20. Entropy support
	The transport network routers use standard fields of the IP headers to perform hashing of packets.
In the case of IPv4 based protocols, this is a standard 5-tuple based on the IP SA, DA, Transport header type, Transport header protocol source and destination.
In the case of IPv6 based protocols, this is a standard 3-tuple based on the IP SA, DA and FlowLabel. This criterion evaluates which user plane protocol is better suited for Entropy support.


Table 7.2.1-1: Additional Considerations

[bookmark: _Toc6398095]7.2.2	GTP-U
Table 7.2.2-1 describes the GTP-U solution on the additional considerations defined in subclause 7.2.1.
	Additional Considerations
	Description


	A1. Proven technology / Time of Availability of used standards

	GTPv1 has been specified by 3GPP from Rel-99 onwards.

GTP-U has been used extensively in the 3GPP system, in the RAN and Core Network in 5G System, EPS and earlier generation's mobile networks.


	A2. Enabling separation between 3GPP User Plane and Transport

	The 3GPP User Plane and Transport are decoupled, allowing different operators, organization and systems to operate the mobile and the transport networks.

The 3GPP User Plane and Transport can evolve in parallel without restricting either technology (e.g. GTP-U over IP, MPLS, SR-MPLS, SRv6).


	A3. Transport network requirements

	GTP-U runs over IPv4, IPv6 and existing transport network technologies.

GTP-U supports heterogenous transport network and segment optimized transport options (e.g. MPLS or SR MPLS in Backhaul, SR MPLS or SRv6 in Aggregation/Core, SR MPLS or VxLAN/GRE in Data Center).


	A4. Co-existence with existing User Plane solution
	This is the existing solution.

Use of UDP zero checksum over IPv6 is negotiated via control plane signalling during the setup of the GTP-U tunnel.
  

	A5. Interworking with RAN
	Same solution as supported in the RAN.

Use of UDP zero checksum over IPv6 is negotiated via control plane signalling during the setup of the GTP-U tunnel.


	A6. Interworking with EPS
	Same solution as supported in EPS.


	A7. Impacts to GSMA GRX/IPX
	No impact.


	A8. Security 
	GSMA has specified user plane security solution for GTP-U in EPC. GSMA and 3GPP SA3 are further studying GTP-U security in 5G System.


	A9. Minimize number of protocols in network
	Same protocol as in existing solution in RAN and CN in 5GS, EPS and earlier mobile network generations.
 

	A10. Reusability of existing 3GPP implementations
	Existing SMF and UPF implementations can be reused, with the only optional addition of UDP zero checksum negotiation for IPv6.

Transport remains agnostic of the number of PDU sessions setup in the network (number of 5-tuple flows visible in transport layer is relatively low as PDU sessions are aggregated).


	A11. Protocol Extensibility
	GTP-U supports the capability to define new extension headers. This has been used in past releases to support several features, e.g. RAN containers, PDU Session Container (5GS information) over N9 and N3, Service Class Indicator, PDCP PDU numbers.

GTP-U does not place any constraint on the size of the GTP-U extension headers, and therefore allows future extensions of the PDU Session Container Protocol used over N9 and N3.


	A12. Protocol Overhead
	GTP-U header: 12 octets.
GTP-U Extension Header (PDU Session Container): 4 octets
UDP header: 8 octets.


	A13. Resource-efficiency
	Per 3GPP system architecture requirements, 3GPP user plane functionalities are controlled in UPF by the SMF over the N4 interface; the UPF shall keep states for the established PFCP associations and PFCP sessions.

A GTP-U tunnel endpoint is identified by an IP address and a TEID (4 octets).


	A14. Routing capabilities
	Routing capabilities supported by IPv4, IPv6 or the underlying transport technologies (e.g. MPLS, SR-MPLS, SRv6).

GTP-U supports error detection and error reporting capabilities.
MPLS Fast Reroute is supported (if MPLS is used).


	A15. Scalability
	GTP-U is a tunnelling protocol between a given pair of end points or UPFs. Each GTP-U tunnel requires an identity, TEID, which is unique. If there are multiple UPFs connected (or chained) with each other on GTPu tunnel on N9 interface, then adding or removing a UPF in the middle would require changes adjacent nodes in the chain. This makes scalability with GTP-U difficult.

	A16. Performance
	GTP-U works between a pair of end points where each node needs to do GTP-U packet encoding and decoding. There is an overhead of UDP protocol also which makes it costlier than other protocols (such as SRv6) which just uses IP stack. 

	A17. Programmability 
	Each of the UPF connects to SMF over N4 interface. SMF sends control information (e.g PDR rules) to UPF over N4. The UPF are individually controlled by SMF on N4 interface and there is no way by which SMF can program the whole chain of UPFs through the head-end of tail-end UPF. 

	A18. Signalling Optimisation 
	If there are multiple UPFs connected over N9 interface, then each of the UPF needs to be connected to SMF over N4. This increases the transaction rate at N4 heavily and SMF will have to support very high number of N4 connections in large deployments where multiple UPFs are connected over N9.

	A19. Load Balancing
	GTP-U does not have any well-defined feature to support load balancing between multiple transport paths between ingress and egress UPFs.

	A20. Entropy support
	In IPv4 based transport, GTP-U does not mandate the setting of non-fixed UDP ports. This is optional for an implementation to support it. This causes problems in the transport network as the router needs to look deep into the packet for the GTP header to include in the hash the TEID.
In IPv6 based transport, GTP-U does not mandate the setting of the FlowLabel. Hence the hardware issue increases exponentially (due to IPv6 header length and variable headers).
Both of these issues could be easily solved by mandating that those fields are mandatory.


Table 7.2.2-1: Additional Considerations for the GTP-U solution

[bookmark: _Toc6398096]7.2.3	SRv6
Table 7.2.3-1 describes the SRv6 Traditional Mode on the additional considerations defined in subclause 7.2.1.
Table 7.2.3-2 evaluates the SRv6 Enhanced Mode on the additional considerations defined in subclause 7.2.1. 

 Table 7.2.3-1: Additional Considerations on SRv6 in Traditional Mode

	Additional Considerations
	Description


	A1. Proven technology / Time of Availability of used standards 

	IETF work on SRv6 related improvements is still in progress.
SRv6 as a replacement of GTP-U would require new 3GPP standardization work.

	A2. Enabling separation between 3GPP User Plane and Transport

	3GPP User Plane and IP transport are collapsed/integrated, with the IP destination address encoding the IP address of the peer UPF, the TEID of the specific user plane tunnel and other 3GPP related information (e.g. QFI, RQI).

With SRv6 as a GTP-U replacement, 3GPP User Plane and Transport are tied in one technology.


	A3. Transport network requirements

	SRv6 essentially relies on IPv6. IPv4 networks might be considered but at the expense of extra signalling overhead and operational costs.

The length of the IPv6 prefix is constrained to keep enough bits to the Function and Arguments of the SID (see Figure 6.2.2.3.2.1).


	A4. Co-existence with existing User Plane solution
	Co-existence with 3GPP user plane entities supporting only GTP-U is required.

Use of SRv6 in Traditional Mode needs to be negotiated via control plane signalling during the setup of the user plane tunnel (in a backward compatible manner to take into account implementations that do not support SRv6 and corresponding negotiation signalling).


	A5. Interworking with RAN
	The solution requires interworking GTP-U over N3 and SRv6 over N9, including interworking the PDU Session User Plane Protocol (in GTP-U extension header over N3, and in the Destination IP address in SRv6 in Traditional Mode), causing impacts in UPF.


	A6. Interworking with EPS
	GTP-U is supported on user plane interfaces in the EPS.
The solution requires the UPF/PGW-U to support different user plane protocols and to switch from one to the other as the PDU session moves between EPS and 5GS.


	A7. Impacts to GSMA GRX/IPX
	GSMA would need to study the support of SRv6 in GRX/IPX as a replacement of GTP-U (including security aspects, see A8).


	A8. Security 
	Due to security considerations mentioned in section 8.2 of IETF RFC 8402 [5], packets sent over SRv6 from one PLMN to another across N9 in home routed roaming cases will be filtered/dropped. Security requirements and proposed 3GPP extensions to existing IETF security requirements for use of SRv6 across SR Domain (e.g. inter-PLMN) need to be reviewed and assessed by SA3 (see subclause 6.2.2.7).

GSMA has specified user plane security solution for GTP-U in EPC (based on GTP-U firewall). GSMA and 3GPP SA3 are further studying GTP-U security in 5G System. GSMA and 3GPP SA3 would need to be involved to study SRv6 user plane security in 5G System.


	A9. Minimize number of protocols in network
	The solution would add one new 3GPP user plane protocol solution, for use over the N9 interface. Other interfaces would continue to support GTP-U, e.g. N3, N4-u, S5/S8.


	A10. Reusability of existing 3GPP implementations
	SMFs and UPFs need to be modified to implement SRv6 as a replacement of GTP-U and reproduce existing GTP-U functionalities (e.g. End Markers, PDU Session User Plane Protocol).


	A11. Protocol Extensibility
	The SRv6 extensibility is explained in subclause 6.2.1.2Editor's Note: protocol extensibility of the solution is FFS.

	A12. Protocol Overhead
	No UDP (8 octets) and GTP-U (12 octets) headers.
If SRv6 is supported over IPv4: extra IPv6 header (40 octets).


	A13. Resource-efficiency
	Per 3GPP system architecture requirements, 3GPP user plane functionalities are controlled in UPF by the SMF over the N4 interface; the UPF shall keep states for the established PFCP associations and PFCP sessions, like for GTP-U.


	A14. Routing capabilities
	SRv6 in addition to the basic routing capabilities supported by IPv6 or the underlying transport technologies, exposes session and QoS flow in IPv6 DA to IP transport to provide efficient routing differentiation by fundamental IP forwarding mechanism (i.e., longest prefix much). Routing capabilities supported by IPv6 or the underlying transport technologies, like GTP-U. The solution supports error detection and error reporting capabilities. Fast Rerouting is also supported.


	A15. Scalability
	The SRv6 is easily scalable as it reduces the protocol from transport stack. It can also help in reducing amount of states information from nodes which makes the SRv6 solution very easily scalable. 

	A16. Performance
	The SRv6 solution offers performance boost by reducing protocol (e.g UDP) from transport stack. It also offers the load balancing of user plane traffic between multiple path of ingress and egress UPFs.  

	A17. Programmability 
	The network programmability feature is a key to SRv6 solution. This is explained in subclause 6.1.3. The SMF can program all the UPFs connected over N9 to do different functions. 

	A18. Signalling Optimisation 
	The SRv6 Traditional Mode is similar to GTP-U and does not offer much scope for signalling optimisation. 

	A19. Path Steering Capability
	SRv6 natively supports ECMP (equal cost multi path) routing which helps in load-balancing user plane traffic between multiple paths between ingress and egress UPF nodes. 

	A20. Entropy
	[bookmark: _GoBack]In IPv6 transport, SRv6 enforces the correct setting of the IPv6 FlowLabel.



Table 7.2.3-2: Additional Considerations on SRv6 in Enhanced Mode
	Additional Considerations
	Description


	A1. Proven technology / Time of Availability of used standards 

	Same as for SRv6 in Traditional Mode (see Table 7.2.3-1).

	A2. Enabling separation between 3GPP User Plane and Transport

	Same as for SRv6 in Traditional Mode (see Table 7.2.3-1). 

In addition, SRH headers also encode IP addresses of intermediate IP routers on the path, requiring the UPF (mobile network) to be configured with information about the SIDs and thus topology of the transport network. 

This essentially assumes mobile and transport networks from a same operator.


	A3. Transport network requirements

	To use the full set of functionalities, the solution relies on IPv6 and SRv6 capable networks.


	A4. Co-existence with existing User Plane solution
	Same as for SRv6 in Traditional Mode (see Table 7.2.3-1), but with negotiating the use of SRv6 in Enhanced Mode.


	A5. Interworking with RAN
	Same as for SRv6 in Traditional Mode (see Table 7.2.3-1).


	A6. Interworking with EPS
	Same as for SRv6 in Traditional Mode (see Table 7.2.3-1).


	A7. Impacts to GSMA GRX/IPX
	Same as for SRv6 in Traditional Mode (see Table 7.2.3-1).


	A8. Security 
	Same as for SRv6 in Traditional Mode (see Table 7.2.3-1).


	A9. Minimize number of protocols in network
	Same as for SRv6 in Traditional Mode (see Table 7.2.3-1).


	A10. Reusability of existing 3GPP implementations
	Same as for SRv6 in Traditional Mode (see Table 7.2.3-1).


	A11. Protocol Extensibility
	Same as for SRv6 in Traditional Mode (see Table 7.2.3-1).


	A12. Protocol Overhead
	No UDP (8 octets) and GTP-U (8 to 12 octets) headers. 
Generic Routing Extension header: 4 octets
SRH header: 4 octets + 16 octets per SID + optional objects (if any)
If SRv6 is supported over IPv4: extra IPv6 header (40 octets).


	A13. Resource-efficiency
	Same as for SRv6 in Traditional Mode (see Table 7.2.3-1).


	A14. Routing capabilities
	Same as for SRv6 in Traditional Mode (see Table 7.2.3-1). 

In addition, SRv6 in Enhance Mode enables to route packets through intermediate IP routers on the path between two UPFs.


	A15. Scalability
	The SRv6 is easily scalable as it reduces the protocol from transport stack. It can also help in reducing amount of states information from nodes which makes the SRv6 solution very easily scalable. 

	A16. Performance
	The SRv6 solution offers performance boost by reducing protocol (e.g UDP) from transport stack. It also offers the load balancing of user plane traffic between multiple path of ingress and egress UPFs.  

	A17. Programmability 
	The network programmability feature is a key to SRv6 solution. This is explained in subclause 6.1.3. The SMF can program all the UPFs connected over N9 to do different functions. 

	A18. Signalling Optimisation 
	The SRv6 solution offers scope for optimisation of signalling between SMF and UPF over N4. In the enhanced mode, the SMF can program the headend UPF with the SID list for the whole UPF chain connected over N9.

	A19. Load Balancing
	SRv6 natively supports ECMP (equal cost multi path) routing which helps in load-balancing user plane traffic between multiple paths between ingress and egress UPF nodes. 

	A20. Entropy
	Same as for SRv6 in Traditional Mode (see Table 7.2.3-1). 





* * * End of Changes * * * *
