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* * * First Change * * * *
[bookmark: _Toc533068650][bookmark: _Toc533068791]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
[bookmark: OLE_LINK2][bookmark: OLE_LINK3][bookmark: OLE_LINK4]-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".
[3]	3GPP TS 23.502: "Procedures for the 5G System; Stage 2".
[4]	3GPP TS 29.500: "5G System; Technical Realization of Service Based Architecture; Stage 3".
[5]	3GPP TS 29.501: "5G System; Principles and Guidelines for Services Definition; Stage 3".
[6]	3GPP TS 33.501: "Security architecture and procedures for 5G system".
[7]	IETF RFC 7540: "Hypertext Transfer Protocol Version 2 (HTTP/2)".
[8]	IETF RFC 8259: "The JavaScript Object Notation (JSON) Data Interchange Format".
[9]	IETF RFC 7231: "Hypertext Transfer Protocol (HTTP/1.1): Semantics and Content".
[10]	IETF RFC 7230: "Hypertext Transfer Protocol (HTTP/1.1): Message Syntax and Routing".
[11]	IETF RFC 793: "Transmission Control Protocol".
[12]	3GPP TS 29.571: "5G System; Common Data Types for Service Based Interfaces Stage 3".
[13]	IETF RFC 7518: "JSON Web Algorithms (JWA)". 
[14]	IETF RFC 7516: "JSON Web Encryption (JWE)".
[15]	IETF RFC 4648: "The Base16, Base32, and Base64 Data Encodings".
[16]	IETF RFC 7515: "JSON Web Signature (JWS)".
[17]	IETF RFC 6901: "JavaScript Object Notation (JSON) Pointer".
[18]	3GPP TS 29.510: "Network Function Repository Services; Stage 3".
[x]	3GPP TS 23.003: "Numbering, addressing and identification".

* * * Next Change * * * *
Annex x (informative):
End to end call flows when SEPP is on path
This Annex provides an informative reference for how the end to end call flow works when the NF service consumer and the NF service producer are in different PLMN and SEPP is involved on path.
X.1	General
The following subclauses explain how the HTTP messages are forwarded between NF services in two PLMNs via the SEPP. In these subclauses, the following aspects are not shown to avoid cluttering of the figures and procedure
-	Resolution of FQDN into an IP address using DNS. TCP / TLS connection for sending the HTTP/2 messages is initiated towards the IP address obtained from DNS resolution.
X.2	TLS security between SEPPs
X.2.1	When http URI scheme is used
The following figure shows the end to end call flow between an NF service consumer and a NF service producer in different PLMNs when:
-	the SEPP in each PLMN acts as a security proxy;
-	the negotiated security policy between the SEPPs is TLS;
-	"http" scheme URI is used between the NF service consumer and NF service producer; and
-	"http" scheme URI is used for accessing NRF's NF discovery service.



Figure X.2.1-1 End to end call flow when http scheme URI is used and TLS security is used between SEPPs
1.	The SEPP on the NF service consumer side (c-SEPP) and the SEPP on the NF service producer side (p-SEPP) negotiate the security capabilities using the procedure specified in subclause 5.2.2. The SEPPs mutually negotiate to use TLS as the security policy.
2.	A TLS connection is setup between the c-SEPP and the p-SEPP for N32-f forwarding.
3.	Before the NF service consumer starts using the API of the NF service producer it needs to discover the NF service profile of the producer by querying the NRF. The NF service consumer uses "http" scheme URI to access the Nnrf_NFDiscovery service.
4. The NRF on the NF service consumer side (c-NRF) needs to further initiate a discovery request to the NRF on the NF service producer side (p-NRF). The c-NRF is configured to route all HTTP messages with inter PLMN FQDN as the "authority" part of the URI via the c-SEPP. The c-SEPP acts as a HTTP proxy.
5.	The c-SEPP forwards the NF discovery request within the N32-f TLS tunnel established in step 2.
6.	The p-SEPP forwards the NF discovery request to the p-NRF.
7.	The p-NRF sends the NF discovery response. The NF service profile contains service URI with "http" scheme. The FQDN of the NF service is an inter PLMN FQDN.
8.	The p-SEPP forwards the NF discovery response within TLS tunnel to the c-SEPP.
9.	The c-SEPP forwards the NF discovery response to c-NRF.
10.	The c-NRF sends the NF discovery response to NF service consumer.
11.	The NF service profile received at the NF service consumer contains service URI with "http" scheme. The NF service consumer initiates a HTTP message (as supported by the NF service producer API) using "http" scheme URI. The NF service consumer is configured to route all HTTP messages with inter PLMN FQDN as the "authority" part of the URI via the c-SEPP. The c-SEPP acts as a HTTP proxy.
12.	The c-SEPP forwards the HTTP service request within the N32-f TLS tunnel established in step 2.
13.	The p-SEPP forwards the HTTP service request to the NF service producer.
14.	The NF service producer sends the HTTP service response.
15.	The p-SEPP forwards the HTTP service response within TLS tunnel to the c-SEPP.
16.	The c-SEPP forwards the HTTP service response to the NF service consumer.

X.2.2	When https URI scheme is used
The following figure shows the end to end call flow between an NF service consumer and a NF service producer in different PLMNs when:
-	the SEPP in each PLMN acts as a security proxy;
-	the negotiated security policy between the SEPPs is TLS;
-	"https" scheme URI is used between the NF service consumer and NF service producer; and
-	"https" scheme URI is used for accessing NRF's NF discovery service.



Figure X.2.2-1 End to end call flow when https scheme URI is used and TLS security is used between SEPPs
1.	The SEPP on the NF service consumer side (c-SEPP) and the SEPP on the NF service producer side (p-SEPP) negotiate the security capabilities using the procedure specified in subclause 5.2.2. The SEPPs mutually negotiate to use TLS as the security policy.
2.	A TLS connection is setup between the c-SEPP and the p-SEPP for N32-f forwarding.
3.	Before the NF service consumer starts using the API of the NF service producer it needs to discover the NF service profile of the producer by querying the NRF. The NF service consumer uses "https" scheme URI to access the Nnrf_NFDiscovery service. This implies that the NF service consumer sets up a TLS connection to the c-NRF and then sends the HTTP request over the TLS connection to the c-NRF.
4. The NRF on the NF service consumer side (c-NRF) needs to further initiate a discovery request to the NRF on the NF service producer side (p-NRF). The c-NRF uses "https" scheme URI to access the NF discovery service of the p-NRF. Since "https" requires setup of TLS connection with the p-NRF and it requires that c-NRF has to verify that the certificate presented by the endpoint of the TLS connection belngs to the authoritative server of the p-NRF, a telescopic FQDN with wildcarded certificate scheme mechanism is specified in 3GPP TS 33.501 [6]. The c-NRF is configured with the telescopic FQDN of the p-NRF with the telescopic FQDN having the FQDN of the c-SEPP as the trailing part. The c-NRF is configured to use the c-SEPP as a HTTP proxy for all URIs containing inter PLMN FQDN or an FQDN of the c-SEPP as trailing part. The c-NRF sends a HTTP CONNECT request to the c-SEPP.
5.	The c-SEPP upon receiving the HTTP CONNECT, checks who the authoritative server for the telescopic FQDN is. Since the telescopic FQDN has the FQDN of the c-SEPP itself as the trailing part, the authoritative server is a local HTTP server within c-SEPP. The c-SEPP sets up a TCP connection with the local HTTP server.
6.	The c-SEPP sends a HTTP CONNECT response to the c-NRF.
7.	The c-NRF sets up an end-to-end TLS connection with the authoritative server on the c-SEPP.
8.	The c-NRF forwards the NF discovery request in this TLS connection.
9.	The c-SEPP extracts the NF discovery request from the TLS connection, replaces the label part of the telescopic FQDN in the request URI with a corresponding label of the p-SEPP (if the label part of the telescopic FQDN contains a label of c-SEPP's local significance) and sends the request towards p-SEPP in the TLS tunnel setup in step 2. The c-SEPP and the p-SEPP act as a man in the middle proxy in this case.
10.	The p-SEPP extracts the HTTP message received on the TLS connection, replaces the label part of the the telescopic FQDN in the request URI to the URI of the p-NRF's NF discovery service and then seeing that the URI scheme of the NF discovery service of the p-NRF is "https", the p-SEPP sets up a TLS connection with the p-NRF.
11.	The p-SEPP forwards the NF discovery request to the p-NRF.
12.	The p-NRF sends the NF discovery response within the TLS connection. The NF service profile contains service URI with "https" scheme. The FQDN of the NF service is an inter PLMN FQDN.
13.	The p-SEPP forwards the NF discovery response within TLS tunnel setup in step 2 to the c-SEPP. The p-SEPP may replace the inter PLMN FQDN of the NF service producer's API endpoint with a label representing that FQDN. The p-SEPP keeps a mapping of the label with the NF service producer's API endpoint for later re-mapping in step 23.
14.	The c-SEPP upon receiving the HTTP response message for NF discovery response, within the TLS tunnel in step 2, replaces the trailing part of the inter PLMN FQDN of the NF service producer's API endpoint in the NF service profile with the FQDN of the c-SEPP, to form a telescopic FQDN as specified in subclause 28.5.2 of 3GPP TS 23.003 [x]. The c-SEPP may replace the label part of the telescopic FQDN with a label of it's own significance. The c-SEPP shall keep a mapping of this label to the label it replaced, in this case, for later re-mapping in step 22.
15.	The c-SEPP then forwards the NF discovery response to c-NRF, with the NF service profile containing the telescopic FQDN.
16.	The c-NRF sends the NF discovery response to NF service consumer.
17.	The NF service profile received at the NF service consumer contains service URI with "https" scheme. The NF service consumer is configured to use the c-SEPP as a HTTP proxy for all URIs containing inter PLMN FQDN or an FQDN of the c-SEPP as trailing part. The NF service consumer initiates a HTTP CONNECT request to the c-SEPP.
18.	The c-SEPP upon receiving the HTTP CONNECT, checks who the authoritative server for the telescopic FQDN is. Since the telescopic FQDN has the FQDN of the c-SEPP itself as the trailing part, the authoritative server is a local HTTP server within c-SEPP. The c-SEPP sets up a TCP connection with the local HTTP server.
19.	The c-SEPP sends HTTP CONNECT response to the NF service consumer.
20.	The NF service consumer sets up an end to end TLS connection with the authoritative server on the c-SEPP for the telescopic FQDN. 
21.	The NF service consumer sends the HTTP service request within the TLS connection to the c-SEPP.
22.	The c-SEPP extracts the HTTP request from the TLS connection, replaces the label part of the telescopic FQDN in the request URI with a corresponding label of the p-SEPP and sends the request towards p-SEPP in the TLS tunnel setup in step 2. The c-SEPP and the p-SEPP act as a man in the middle proxy in this case.
23.	The p-SEPP extracts the HTTP message received on the TLS connection, replaces the label part of the the telescopic FQDN in the request URI to the URI of the NF service producer and then seeing that the URI scheme of the NF service producer is "https", the p-SEPP sets up a TLS connection with the NF service producer.
24.	The p-SEPP forwards the HTTP request to the NF service producer.
25.	The NF service producer sends the HTTP response within the TLS connection. 
26.	The p-SEPP forwards the HTTP response within TLS tunnel setup in step 2 to the c-SEPP.
27.	The c-SEPP upon receiving the HTTP response message within the TLS tunnel in step 2, forwards the response to the NF service consumer.
X.3	ALS security between SEPPs
X.3.1	When http URI scheme is used
The following figure shows the end to end call flow between an NF service consumer and a NF service producer in different PLMNs when:
-	the SEPP in each PLMN acts as a security proxy;
-	the negotiated security policy between the SEPPs is ALS;
-	"http" scheme URI is used between the NF service consumer and NF service producer; and
-	"http" scheme URI is used for accessing NRF's NF discovery service.



Figure X.3.1-1 End to end call flow when http scheme URI is used and ALS security is used between SEPPs
1.	The SEPP on the NF service consumer side (c-SEPP) and the SEPP on the NF service producer side (p-SEPP) negotiate the security capabilities using the procedure specified in subclause 5.2.2. The SEPPs mutually negotiate to use ALS as the security policy.
2.	A TLS connection is setup between the c-SEPP and the p-SEPP for N32-f forwarding.
3.	Before the NF service consumer starts using the API of the NF service producer it needs to discover the NF service profile of the producer by querying the NRF. The NF service consumer uses "http" scheme URI to access the Nnrf_NFDiscovery service.
4. The NRF on the NF service consumer side (c-NRF) needs to further initiate a discovery request to the NRF on the NF service producer side (p-NRF). The c-NRF is configured to route all HTTP messages with inter PLMN FQDN as the "authority" part of the URI via the c-SEPP. The c-SEPP acts as a HTTP proxy.
5.	The c-SEPP forwards the NF discovery request within the N32-f TLS tunnel established in step 2 and using the JOSE protected message forwarding procedure and API specified in subclauses 5.3 and 6.2 respectively.
6.	The p-SEPP forwards the NF discovery request to the p-NRF.
7.	The p-NRF sends the NF discovery response. The NF service profile contains service URI with "http" scheme. The FQDN of the NF service is an inter PLMN FQDN.
8.	The p-SEPP forwards the NF discovery response within TLS tunnel to the c-SEPP using the JOSE protected message forwarding procedure and API specified in subclauses 5.3 and 6.2 respectively.
9.	The c-SEPP forwards the NF discovery response to c-NRF.
10.	The c-NRF sends the NF discovery response to NF service consumer.
11.	The NF service profile received at the NF service consumer contains service URI with "http" scheme. The NF service consumer initiates a HTTP message (as supported by the NF service producer API) using "http" scheme URI. The NF service consumer is configured to route all HTTP messages with inter PLMN FQDN as the "authority" part of the URI via the c-SEPP. The c-SEPP acts as a HTTP proxy.
12.	The c-SEPP forwards the HTTP service request within the N32-f TLS tunnel established in step 2 and using the JOSE protected message forwarding procedure and API specified in subclauses 5.3 and 6.2 respectively.
13.	The p-SEPP forwards the HTTP service request to the NF service producer.
14.	The NF service producer sends the HTTP service response.
15.	The p-SEPP forwards the HTTP service response within TLS tunnel to the c-SEPP using the JOSE protected message forwarding procedure and API specified in subclauses 5.3 and 6.2 respectively.
16.	The c-SEPP forwards the HTTP service response to the NF service consumer.

X.3.2	When https URI scheme is used
The following figure shows the end to end call flow between an NF service consumer and a NF service producer in different PLMNs when:
-	the SEPP in each PLMN acts as a security proxy;
-	the negotiated security policy between the SEPPs is ALS;
-	"https" scheme URI is used between the NF service consumer and NF service producer; and
-	"https" scheme URI is used for accessing NRF's NF discovery service.



Figure X.3.2-1 End to end call flow when https scheme URI is used and ALS security is used between SEPPs
1.	The SEPP on the NF service consumer side (c-SEPP) and the SEPP on the NF service producer side (p-SEPP) negotiate the security capabilities using the procedure specified in subclause 5.2.2. The SEPPs mutually negotiate to use TLS as the security policy.
2.	A TLS connection is setup between the c-SEPP and the p-SEPP for N32-f forwarding.
3.	Before the NF service consumer starts using the API of the NF service producer it needs to discover the NF service profile of the producer by querying the NRF. The NF service consumer uses "https" scheme URI to access the Nnrf_NFDiscovery service. This implies that the NF service consumer sets up a TLS connection to the c-NRF and then sends the HTTP request over the TLS connection to the c-NRF.
4. The NRF on the NF service consumer side (c-NRF) needs to further initiate a discovery request to the NRF on the NF service producer side (p-NRF). The c-NRF uses "https" scheme URI to access the NF discovery service of the p-NRF. Since "https" requires setup of TLS connection with the p-NRF and it requires that c-NRF has to verify that the certificate presented by the endpoint of the TLS connection belngs to the authoritative server of the p-NRF, a telescopic FQDN with wildcarded certificate scheme mechanism is specified in 3GPP TS 33.501 [6]. The c-NRF is configured with the telescopic FQDN of the p-NRF with the telescopic FQDN having the FQDN of the c-SEPP as the trailing part. The c-NRF is configured to use the c-SEPP as a HTTP proxy for all URIs containing inter PLMN FQDN or an FQDN of the c-SEPP as trailing part. The c-NRF sends a HTTP CONNECT request to the c-SEPP.
5.	The c-SEPP upon receiving the HTTP CONNECT, checks who the authoritative server for the telescopic FQDN is. Since the telescopic FQDN has the FQDN of the c-SEPP itself as the trailing part, the authoritative server is a local HTTP server within c-SEPP. The c-SEPP sets up a TCP connection with the local HTTP server.
6.	The c-SEPP sends a HTTP CONNECT response to the c-NRF.
7.	The c-NRF sets up an end-to-end TLS connection with the authoritative server on the c-SEPP.
8.	The c-NRF forwards the NF discovery request in this TLS connection.
9.	The c-SEPP extracts the NF discovery request from the TLS connection, replaces the label part of the telescopic FQDN in the request URI with a corresponding label of the p-SEPP (if the label part of the telescopic FQDN contains a label of c-SEPP's local significance) and sends the request towards p-SEPP in the TLS tunnel setup in step 2 and using the JOSE protected message forwarding procedure and API specified in subclauses 5.3 and 6.2 respectively. The c-SEPP and the p-SEPP act as a man in the middle proxy in this case.
10.	The p-SEPP extracts the HTTP message received on the TLS connection, replaces the label part of the the telescopic FQDN in the request URI to the URI of the p-NRF's NF discovery service and then seeing that the URI scheme of the NF discovery service of the p-NRF is "https", the p-SEPP sets up a TLS connection with the p-NRF.
11.	The p-SEPP forwards the NF discovery request to the p-NRF.
12.	The p-NRF sends the NF discovery response within the TLS connection. The NF service profile contains service URI with "https" scheme. The FQDN of the NF service is an inter PLMN FQDN.
13.	The p-SEPP forwards the NF discovery response within TLS tunnel setup in step 2 using the JOSE protected message forwarding procedure and API specified in subclauses 5.3 and 6.2 respectively, to the c-SEPP. The p-SEPP may replace the inter PLMN FQDN of the NF service producer's API endpoint with a label representing that FQDN. The p-SEPP keeps a mapping of the label with the NF service producer's API endpoint for later re-mapping in step 23.
14.	The c-SEPP upon receiving the HTTP response message for NF discovery response, within the TLS tunnel in step 2, replaces the trailing part of the inter PLMN FQDN of the NF service producer's API endpoint in the NF service profile with the FQDN of the c-SEPP, to form a telescopic FQDN as specified in subclause 28.5.2 of 3GPP TS 23.003 [x]. The c-SEPP may replace the label part of the telescopic FQDN with a label of it's own significance. The c-SEPP shall keep a mapping of this label to the label it replaced, in this case, for later re-mapping in step 22.
15.	The c-SEPP then forwards the NF discovery response to c-NRF, with the NF service profile containing the telescopic FQDN.
16.	The c-NRF sends the NF discovery response to NF service consumer.
17.	The NF service profile received at the NF service consumer contains service URI with "https" scheme. The NF service consumer is configured to use the c-SEPP as a HTTP proxy for all URIs containing inter PLMN FQDN or an FQDN of the c-SEPP as trailing part. The NF service consumer initiates a HTTP CONNECT request to the c-SEPP.
18.	The c-SEPP upon receiving the HTTP CONNECT, checks who the authoritative server for the telescopic FQDN is. Since the telescopic FQDN has the FQDN of the c-SEPP itself as the trailing part, the authoritative server is a local HTTP server within c-SEPP. The c-SEPP sets up a TCP connection with the local HTTP server.
19.	The c-SEPP sends HTTP CONNECT response to the NF service consumer.
20.	The NF service consumer sets up an end to end TLS connection with the authoritative server on the c-SEPP for the telescopic FQDN. 
21.	The NF service consumer sends the HTTP service request within the TLS connection to the c-SEPP.
22.	The c-SEPP extracts the HTTP request from the TLS connection, replaces the label part of the telescopic FQDN in the request URI with a corresponding label of the p-SEPP and sends the request towards p-SEPP in the TLS tunnel setup in step 2 using the JOSE protected message forwarding procedure and API specified in subclauses 5.3 and 6.2 respectively. The c-SEPP and the p-SEPP act as a man in the middle proxy in this case.
23.	The p-SEPP extracts the HTTP message received on the TLS connection, replaces the label part of the the telescopic FQDN in the request URI to the URI of the NF service producer and then seeing that the URI scheme of the NF service producer is "https", the p-SEPP sets up a TLS connection with the NF service producer.
24.	The p-SEPP forwards the HTTP request to the NF service producer.
25.	The NF service producer sends the HTTP response within the TLS connection. 
26.	The p-SEPP forwards the HTTP response within TLS tunnel setup in step 2 to the c-SEPP using the JOSE protected message forwarding procedure and API specified in subclauses 5.3 and 6.2 respectively.
27.	The c-SEPP upon receiving the HTTP response message within the TLS tunnel in step 2, forwards the response to the NF service consumer.

* * * End of Changes * * * *
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