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* * * First Change * * * *

5.1
Introduction

The UDM offeres the following services via the Nudm interface:

-
Nudm_SubscriberDataManagement Service

-
Nudm_UEContextManagement Service

-
Nudm_UEAuthentication Service

-
Nudm_EventExposure Service

-
Nudm_ParameterProvision Service
-
Nudm_NFEvents Service
All scenarios shown in the following subclauses assume that the UDM is stateful and stores information in local memory. However, the UDM may be stateless and stores information externally in the UDR. If so, the stateless UDM makes use of Nudr services as specified in 3GPP TS 29.504 [9] and 3GPP TS 29.505 [10] to retrieve required data from the UDR and store them locally before processing an incoming request. Processing the incoming request may then include updating data in the UDR or subscribing to data change notifications at the UDR by consuming the appropriate Nudr services. After processing the incoming request, the UDM may delete the locally stored data. When data stored in UDR is then shared among the different UDM instances of the same group, as identified by UDM Group ID (see 3GPP TS 23.501 [2], clause 6.2.6), bulk subscriptions, as described in subclause 4.15.3.2.4 of 3GPP TS 23.502 [3], are not applicable, i.e. an NF consumer (e.g. NEF) only subscribes towards one of the UDM instances within the group. See Annex B.
* * * Next Change * * * *

5.x
Nudm_NFEvents Service
5.x.1
Service Description

This service enables an NF Service Consumer to subscribe and get notified about UDM NF level events, it is applicable only when the UDM is stateful and stores information in local memory. Succesful registration of an NF Service Consumer indicates that UDM supports the service.
5.x.2
Service Operations

5.x.2.1
Introduction

For the Nudm_NFEvents service the following service operations are defined:

-
Subscribe

-
Unsubscribe

-
Notify

The Nudm_NFEvents service is used by consumer NFs (e.g. AMF, SMF, and SMSF) to subscribe to notifications of event occurrence by means of the Subscribe service operation. 

The Nudm_NFEvents service is also used by the consumer NFs (e.g. AMF, SMF, and SMSF) that have previously subscribed to notificatios, to unsubscribe by means of the Unsubscribe service operation.
The Nudm_NFEvents service is also used by the subscribed consumer NFs (e.g. AMF, SMF, and SMSF) to get notified by the UDM when a subscribed event occurs at the UDM by means of the Notify service operation.

5.x.2.2
Subscribe

5.x.2.2.1
General

The following procedures using the Subscribe service operation are supported:

-
Subscribe to Notification of event occurrence

5.x.2.2.2
Subscription to Notification of event occurrence

Figure 5.x.2.2.2-1 shows a scenario where the NF service consumer sends a request to the UDM to subscribe to notifications of event occurrence. The request contains a callback URI, the type of event that is monitored and additional information e.g. event filters and reporting options.
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Figure 5.x.2.2.2-1: NF service consumer subscribes to notifications

1.
The NF service consumer sends a POST request to the parent resource (collection of subscriptions) (.../ne-subscriptions), to create a subscription as present in message body. The request may contain an expiry time, suggested by the NF Service Consumer, representing the time upto which the subscription is desired to be kept active and the time after which the subscribed event(s) shall stop generating notifications.
2a.
On success, the UDM responds with "201 Created" with the message body containing a representation of the created subscription. The Location HTTP header shall contain the URI of the created subscription. 
The response, based on operator policy, may contain the expiry time, as determined by the UDM, after which the subscription becomes invalid. Once the subscription expires, if the NF Service Consumer wants to keep receiving notifications, it shall create a new subscription in the UDM. The NF Service Producer shall not provide the same expiry time for many subscriptions in order to avoid all of them expiring and recreating the subscription at the same time. If the expiry time is not included in the response, the NF Service Consumer shall not associate an expiry time for the subscription.
2b.
On failure, one of the HTTP status code listed in Table 6.x.3.2.3.1-3 shall be returned. For a 4xx/5xx response, the message body shall contain a ProblemDetails structure with the “cause” attribute set to one of the application error listed in Table 6.x.3.2.3.1-3.
On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error information should be returned in the DELETE response body.

5.x.2.3
Unsubscribe

5.x.2.3.1
General 

The following procedures using the Unsubscribe service operation are supported:

-
Unsubscribe to Notifications of event occurrence

5.x.2.3.2
Unsubscribe to notifications of event occurrence

Figure 5.x.2.3.2-1 shows a scenario where the NF service consumer sends a request to the UDM to unsubscribe from notifications of event occurrence. The request contains the URI previously received in the Location HTTP header of the response to the subscription.
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Figure 5.x.2.3.2-1: NF service consumer unsubscribes to notifications

1.
The NF service consumer sends a DELETE request to the resource identified by the URI previously received during subscription creation.

2a.
On success, the UDM responds with "204 No Content".

2b.
If there is no valid subscription available (e.g. due to an unknown SubscriptionId value), HTTP status code "404 Not Found" shall be returned including additional error information in the response body (in the "ProblemDetails" element). 

On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error information should be returned in the DELETE response body.

5.x.2.4
Notify

5.x.2.4.1
General

The following procedures using the Notify service operation are supported:

-
Event Occurrence Notification

5.x.2.4.2
Event Occurrence Notification

Figure 5.x.2.4.2-1 shows a scenario where the UDM notifies the NF service consumer (that has subscribed to receive such notification) about occurrence of an event. The request contains the callbackReference URI as previously received in the NeSubscription (see subclause 6.6.6.2.2).
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Figure 5.x.2.4.2-1: Event Occurrence Notification

1.
The UDM sends a POST request to the callbackReference as provided by the NF service consumer during the subscription.

2.
The NF Service Consumer responds with "204 No Content". 

On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error information should be returned in the POST response body.
* * * Next Change * * * *
6.x
Nudm_NFEvents Service API

6.x.1
API URI

The Nudm_NFEvents service shall use the Nudm_NE API.

The request URI used in HTTP request from the NF service consumer towards the NF service producer shall have the structure defined in subclause 4.4.1 of 3GPP TS 29.501 [5], i.e.:

{apiRoot}/nudm_nfevents/{apiVersion}/<apiSpecificResourceUriPart>
with the following components:

-
The {apiRoot} shall be set as described in 3GPP TS 29.501 [5].

-
The {apiVersion} shall be "v1".

-
The <apiSpecificResourceUriPart> shall be set as described in subclause 6.x.3.
6.x.2
Usage of HTTP

6.x.2.1
General

HTTP/2, as defined in IETF RFC 7540 [13], shall be used as specified in clause 5 of 3GPP TS 29.500 [4].

HTTP/2 shall be transported as specified in subclause 5.3 of 3GPP TS 29.500 [4].

HTTP messages and bodies for the Nudm_NE service shall comply with the OpenAPI [14] specification contained in Annex A.x. 

6.x.2.2
HTTP standard headers

6.x.2.2.1
General

The usage of HTTP standard headers shall be supported as specified in subclause 5.2.2 of 3GPP TS 29.500 [4].
6.x.2.2.2
Content type 

The following content types shall be supported:

-
JSON, as defined in IETF RFC 8259 [15], signalled by the content type "application/json".

-
The Problem Details JSON Object (IETF RFC 7807 [16] signalled by the content type "application/problem+json"

6.x.2.3
HTTP custom headers

6.x.2.3.1
General

The usage of HTTP custom headers shall be supported as specified in subclause 5.2.3 of 3GPP TS 29.500 [4].
6.x.3
Resources 

6.x.3.1
Overview
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Figure 6.x.3.1-1: Resource URI structure of the Nudm_NE API. 
Table 6.x.3.1-1 provides an overview of the resources and applicable HTTP methods.

Table 6.x.3.1-1: Resources and methods overview

	Resource name
(Archetype)
	Resource URI
	HTTP method or custom operation
	Description

	NeSubscriptions
(Collection)
	…/ne-subscriptions
	POST
	Create a subscription

	Individual subscription
(Document)
	…/ne-subscriptions/{subscriptionId}
	DELETE
	Delete the subscription identified by {subscriptionId}, i.e. unsubscribe


6.x.3.2
Resource: NeSubscriptions

6.x.3.2.1
Description

This resource is used to represent subscriptions to notifications.

6.x.3.2.2
Resource Definition

Resource URI: {apiRoot}/nudm-ne/{apiVersion}/ne-subscriptions

This resource shall support the resource URI variables defined in table 6.6.3.2.2-1.

Table 6.6.3.2.2-1: Resource URI variables for this resource
	Name
	Definition

	apiRoot
	See subclause 6.x.1

	apiVersion
	See subclause 6.x.1


6.x.3.2.3
Resource Standard Methods

6.x.3.2.3.1
POST

This method shall support the URI query parameters specified in table 6.x.3.2.3.1-1.

Table 6.x.3.2.3.1-1: URI query parameters supported by the POST method on this resource 
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	


This method shall support the request data structures specified in table 6.x.3.2.3.1-2 and the response data structures and response codes specified in table 6.x.3.2.3.1-3.

Table 6.x.3.2.3.1-2: Data structures supported by the POST Request Body on this resource 

	Data type
	P
	Cardinality
	Description

	NfSubscription
	M
	1
	The subscription that is to be created


Table 6.x.3.2.3.1-3: Data structures supported by the POST Response Body on this resource

	Data type
	P
	Cardinality
	Response

codes
	Description

	CreatedNfSubscription
	M
	1
	201 Created
	Upon success, a response body containing a representation of the created Individual subscription resource shall be returned.

The HTTP response shall include a "Location" HTTP header that contains the resource URI of the created resource. When stateless UDM is deployed, the stateless UDM may use an FQDN identifying the UDM group to which the UDM belongs as the host part of the resource URI.

	ProblemDetails
	M
	1
	403 Forbidden
	The "cause" attribute shall be set to the following application error when the UDM is stateless or  NF Consumer is not allowed to subscribe to the service:

- EVENT_NOT_ALLOWED

	ProblemDetails
	M
	1
	501 Not Implemented
	The "cause" attribute shall be set to one of the following application errors:

- UNSUPPORTED_EVENT_TYPE

	NOTE:
In addition common data structures as listed in table 6.6.7-1 are supported.


6. x.3.3
Resource: Individual subscription

6.x.3.3.1
Resource Definition

Resource URI: {apiRoot}/nudm-ne/{apiVersion}/ne-subscriptions/{subscriptionId}

This resource shall support the resource URI variables defined in table 6.6.3.3.1-1.

Table 6.x.3.3.1-1: Resource URI variables for this resource
	Name
	Definition

	apiRoot
	See subclause 6.x.1

	apiVersion
	See subclause 6.x.1

	subscriptionId
	The subscriptionId identifies an individual subscription to notifications. The value is allocated by the UDM during creation of the Subscription resource.


6.x.3.3.2
Resource Standard Methods

6.x.3.3.2.1
DELETE

This method shall support the URI query parameters specified in table 6.x.3.3.2.1-1.

Table 6.x.3.3.2.1-1: URI query parameters supported by the DELETE method on this resource 
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	


This method shall support the request data structures specified in table 6.x.3.3.2.1-2 and the response data structures and response codes specified in table 6.x.3.3.2.1-3.

Table 6.x.3.3.2.1-2: Data structures supported by the Delete Request Body on this resource 

	Data type
	P
	Cardinality
	Description

	n/a
	
	
	The request body shall be empty.


Table 6.x.3.3.2.1-3: Data structures supported by the DELETE Response Body on this resource

	Data type
	P
	Cardinality
	Response

codes
	Description

	n/a
	
	
	204 No Content
	Upon success, an empty response body shall be returned.

	ProblemDetails
	M
	1
	404 Not Found
	It is used when no corresponding context exists.
The “cause” attribute shall be set to:

· CONTEXT _NOT_FOUND

	NOTE:
In addition common data structures as listed in table 6.x.7-1 are supported.


6.x.4
Custom Operations without associated resources 

In this release of this specification, no custom operations without associated resources are defined for the Nudm_NFEvents Service.
6.x.5
Notifications

6.x.5.1
General

This subclause will specify the use of notifications and corresponding protocol details if required for the specific service. When notifications are supported by the API, it will include a reference to the general description of notifications support over the 5G SBIs specified in 3GPP TS 29.500 / 3GPP TS 29.501.

6.x.5.2
Event Occurrence Notification

The POST method shall be used for Event Occurrence Notifications and the URI shall be as provided during the subscription procedure.

Resource URI: {callbackReference} 
Support of URI query parameters is specified in table 6.x.5.2-1.

Table 6.x.5.2-1: URI query parameters supported by the POST method 
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	


Support of request data structures is specified in table 6.x.5.2-2 and of response data structures and response codes is specified in table 6.x.5.2-3.

Table 6.x.5.2-2: Data structures supported by the POST Request Body 

	Data type
	P
	Cardinality
	Description

	NEReport
	M
	1
	NF event report which contains information regarding the occurred event


Table 6.x.5.2-3: Data structures supported by the POST Response Body

	Data type
	P
	Cardinality
	Response

codes
	Description

	n/a
	
	
	204 No Content
	Upon success, an empty response body shall be returned.

	ProblemDetails
	M
	1
	404 Not Found
	The "cause" attribute shall be set to the following application error:

- CONTEXT_NOT_FOUND

	NOTE:
In addition common data structures as listed in table 6.1.7-1 are supported.


6.x.6
Data Model

6.x.6.1
General

This subclause specifies the application data model supported by the API.

Table 6.x.6.2-1 specifies the data types defined for the Nudm_NE service API.

Table 6.x.6.1-1: Nudm_NE specific Data Types

	Data type
	Section defined
	Description

	NeSubscription
	6.x.6.2.2
	A subscription to Notifications

	NEReport
	6.x.6.2.3
	NF event Report

	CreatedNeSubscription
	6.x.6.2.4
	


Table 6.x.6.1-2 specifies data types re-used by the Nudm_NE service API from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Nudm_NE service API. 

Table 6.x.6.1-2: Nudm_NE re-used Data Types

	Data type
	Reference
	Comments

	Uri
	3GPP TS 29.571 [7]
	Uniform Resource Identifier

	SupportedFeatures
	3GPP TS 29.571 [7]
	see 3GPP TS 29.500 [4] subclause 6.6

	DateTime
	3GPP TS 29.571 [7]
	


6.x.6.2
Structured data types

6.x.6.2.1
Introduction

This subclause defines the structures to be used in resource representations. 

6.x.6.2.2
Type: NeSubscription

Table 6.x.6.2.2-1: Definition of type NeSubscription
	Attribute name
	Data type
	P
	Cardinality
	Description

	callbackReference
	Uri
	M
	1
	URI provided by the NF service consumer to receive notifications

	neType
	NeType
	M
	1
	String; see subclause 6.x.6.3.3

	expiryTime
	DateTime
	C
	0..1
	This IE shall be included in an event subscription response, if, based on operator policy, the UDM needs to include an expiry time, and may be included in an event subscription request. When present, this IE shall represent the time at which monitoring shall cease and the subscription becomes invalid.

	supportedFeatures
	SupportedFeatures
	O
	0..1
	See subclause 6.6.8


6.x.6.2.3
Type: NEReport

Table 6.x.6.2.4-1: Definition of type NEReport
	Attribute name
	Data type
	P
	Cardinality
	Description

	neType
	NeType
	M
	1
	String; see subclause 6.x.6.3.3

	timeStamp
	DateTime
	M
	1
	Point in time at which the event occured


6.x.6.2.4
Type: CreatedNeSubscription

Table 6.x.6.2.9-1: Definition of type CreatedNeSubscription

	Attribute name
	Data type
	P
	Cardinality
	Description

	neSubscription
	NeSubscription
	M
	1
	This IE shall contain the representation of the created NF event subscription.


6.x.6.3
Simple data types and enumerations

6.x.6.3.1
Introduction

This subclause defines simple data types and enumerations that can be referenced from data structures defined in the previous subclauses.

6.x.6.3.2
Simple data types 

The simple data types defined in table 6.x.6.3.2-1 shall be supported.

Table 6.x.6.3.2-1: Simple data types

	Type Name
	Type Definition
	Description

	n/a
	
	


6.x.6.3.3
Enumeration: NeType

Table 6.x.6.3.3-1: Enumeration NeType

	Enumeration value
	Description

	"RESTART_OF_UDM"
	UDM restart event.

	"OUTAGE_ PLANNED"
	UDM planned outage without service interruption.


6.x.7
Error Handling 

6.x.7.1
General

HTTP error handling shall be supported as specified in subclause 5.2.4 of 3GPP TS 29.500 [4].
6.x.7.2
Protocol Errors

Protocol errors handling shall be supported as specified in subclause 5.2.7 of 3GPP TS 29.500 [4].

6.x.7.3
Application Errors

The common application errors defined in the Table 5.2.7.2-1 in 3GPP TS 29.500 [4] may also be used for the Nudm_NE service. The following application errors listed in Table 6.6.7.3-1 are specific for the Nudm_ NFEvents service.

Table 6.x.7.3-1: Application errors

	Application Error
	HTTP status code
	Description

	EVENT_NOT_ALLOWED
	403 Forbidden
	The subscriber does not have the necessary subscription for monitoring with the requested Event Type.

	CONTEXT_NOT_FOUND
	404 Not Found
	It is used when no corresponding context exists.

	UNSUPPORTED_EVENT_TYPE
	501 Not Implemented
	The monitoring configuration contains unsupported event type.


6.x.8
Feature Negotiation

The optional features in table 6.x.8-1 are defined for the Nudm_NE API. They shall be negotiated using the extensibility mechanism defined in subclause 6.6 of 3GPP TS 29.500 [4].

Table 6.x.8-1: Supported Features

	Feature number
	Feature Name
	Description

	
	
	


6.x.9
Security

As indicated in 3GPP TS 33.501 [6] and 3GPP TS 29.500 [4], the access to the Nudm_NE API may be authorized by means of the OAuth2 protocol (see IETF RFC 6749 [18]), based on local configuration, using the "Client Credentials" authorization grant, where the NRF (see 3GPP TS 29.510 [19]) plays the role of the authorization server.

If OAuth2 is used, an NF Service Consumer, prior to consuming services offered by the Nudm_NE API, shall obtain a "token" from the authorization server, by invoking the Access Token Request service, as described in 3GPP TS 29.510 [19], subclause 5.4.2.2.

NOTE:
When multiple NRFs are deployed in a network, the NRF used as authorization server is the same NRF that the NF Service Consumer used for discovering the Nudm_NE service.

The Nudm_NE API defines a single scope "nudm-ne" for OAuth2 authorization (as specified in 3GPP TS 33.501 [6]) for the entire API, and it does not define any additional scopes at resource or operation level.
* * * Next Change * * * *
A.x
Nudm_NE API

openapi: 3.0.0

info:

  version: '1.0.0'

  title: 'Nudm_NE'

  description: 'Nudm NF Events Service'

externalDocs:

  description: 3GPP TS 29.503 Unified Data Management Services, version 16.0.0
  url: 'http://www.3gpp.org/ftp/Specs/archive/29_series/29.503/'

servers:

  - url: '{apiRoot}/nudm-ne/v1'

    variables:

      apiRoot:

        default: https://example.com

        description: apiRoot as defined in subclause subclause 4.4 of 3GPP TS 29.501.

security:

  - oAuth2ClientCredentials:
    - nudm-ne
  - {}

paths:

  /ne-subscriptions:

    post:

      summary: Subscribe

      operationId: CreateNeSubscription

      tags:

        - Create NE Subscription

      requestBody:

        content:

          application/json:

            schema:

              $ref: '#/components/schemas/NeSubscription'

        required: true

      responses:

        '201':

          description: Expected response to a valid request

          content:

            application/json:

              schema:

                $ref: '#/components/schemas/CreatedNeSubscription'

          headers:

            Location:

              description: 'Contains the URI of the newly created resource, according to the structure: {apiRoot}/nudm-ne/{apiVersion}/ne-subscriptions/{subscriptionId}'

              required: true

              schema:

                type: string
        '400':

          $ref: 'TS29571_CommonData.yaml#/components/responses/400'

        '403':

          $ref: 'TS29571_CommonData.yaml#/components/responses/403'

        '404':

          $ref: 'TS29571_CommonData.yaml#/components/responses/404'

        '500':

          $ref: 'TS29571_CommonData.yaml#/components/responses/500'

        '501':

          $ref: 'TS29571_CommonData.yaml#/components/responses/501'

        '503':

          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:

          description: Unexpected error

      callbacks:

        eventOccurrenceNotification:

          '{request.body#/callbackReference}':

            post:

              requestBody:

                required: true

                content:

                  application/json:

                    schema:

                      type: array

                      items:
                        $ref: '#/components/schemas/NEReport'

                      minItems: 1
              responses:

                '204':

                  description: Successful Notification response

                '400':

                  $ref: 'TS29571_CommonData.yaml#/components/responses/400'

                '404':

                  $ref: 'TS29571_CommonData.yaml#/components/responses/404'

                '500':

                  $ref: 'TS29571_CommonData.yaml#/components/responses/500'

                '503':

                  $ref: 'TS29571_CommonData.yaml#/components/responses/503'
                default:

                  description: Unexpected error
  /ne-subscriptions/{subscriptionId}:

    delete:

      summary: Unsubscribe

      operationId: DeleteNeSubscription

      tags:

        - Delete NE Subscription

      parameters:

        - name: subscriptionId

          in: path

          description: Unique Id of the NE Subscription to be deleted
          required: true

          schema:

            type: string

      responses:

        '204':

          description: Successful response

        '400':

          $ref: 'TS29571_CommonData.yaml#/components/responses/400'

        '404':

          $ref: 'TS29571_CommonData.yaml#/components/responses/404'

        '500':

          $ref: 'TS29571_CommonData.yaml#/components/responses/500'

        '503':

          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:

          description: Unexpected error

components:

  securitySchemes:

    oAuth2ClientCredentials:

      type: oauth2

      flows: 

        clientCredentials: 

          tokenUrl: '{nrfApiRoot}/oauth2/token'

          scopes:
            nudm-ne: Access to the nudm-ne API

  schemas:

# COMPLEX TYPES:

    CreatedNeSubscription:

      type: object

      required:

        - neSubscription

      properties:

        neSubscription:

            $ref: '#/components/schemas/NeSubscription'

    NeSubscription:

      type: object

      required:

        - callbackReference

        - NeType
      properties:

        callbackReference:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/Uri'

        neType:

          $ref: '#/components/schemas/EventType'


expiryTime:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/DateTime'


supportedFeatures:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
    NEReport:

      type: object

      required:

        - eventType

        - timeStamp

      properties:

        neType:

          $ref: '#/components/schemas/NeType'

        timeStamp:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/DateTime'

# SIMPLE TYPES:

# ENUMS:

    EventType:

      anyOf:

        - type: string

          enum:

          - RESTART_OF_UDM
          - OUTAGE_PLANNED
        - type: string
* * * End of Changes * * * *
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