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Introduction:
The paper provides a description how the SMF can instruct the UPF over N4 to support traffic forwarding for 5G LAN group communication.

Description:
There are three types of traffic forwarding methods for 5G-LAN communication:

-	N6-based, where the UL/DL traffic for the 5G-LAN communication is forwarded to/from the DN;
-	Nx-based, where the UL/DL traffic for the 5G-LAN communication is forwarded between PSA UPFs of different PDU sessions via Nx. 
-	Local switch, where traffic is locally forwarded by a single UPF if this UPF is the common PSA UPF of different PDU Sessions for the same 5G LAN group.

In TS 29.244, clause 5.2.1, the packet forwarding model is specified as below, the incoming packets will be matched in the UPF in two steps, first to find the PFCP Session, then to match one of PDRs in that PFCP Session as specified below:
On receipt of a user plane packet, the UP function shall perform a lookup of the provisioned PDRs and:
-	identify first the PFCP session to which the packet corresponds; and
[bookmark: _GoBack]-	find the first PDR matching the incoming packet, among all the PDRs provisioned for this PFCP session, starting with the PDRs with the highest precedence and continuing then with PDRs in decreasing order of precedence. Only the highest precedence PDR matching the packet shall be selected, i.e. the UP function shall stop the PDRs lookup once a matching PDR is found.


  
Figure 5.2.1-1: Packet processing flow in the UP function
Local Switch:
So, to support the Local Switch scenario an example is provided below. In the example it is assumed that UE1 and UE2 belong to a 5G LAN group 1, and they have a PSA in the same UPF.


Figure 1. Local switch in UPF
1.	The UPF receives an incoming packet which is intended for UE2 from RAN (Source Interface = “Access”) and identifies UE1’s N4 session based on the Local TEID allocated by the UPF earlier;

[bookmark: _Hlk3982807]2.	The UPF finds a PDR in that N4 session to match the packet, where the PDR is identifying the packets is intended for UE to UE communication in 5G LAN Group 1, e.g. towards the UE2 which is served by the same UPF;

3. 	The FAR associated with the matching PDR includes Destination Interface = “5G LAN internal” together with a Network Instance "5G LAN Group 1", this will trigger that the packet after being removal of Outer GTP-U header is sent back the ingress, e.g. routing engine and therefore the UPF will again identify the N4 Session according to the Packet Forwarding Model;

NOTE 1:	In step 2&3, the packets will be identified for UE to UE communication, e.g. for UE2, the purpose is to send the packet (after being removed the Outer header) back to classification, with setting Destination Interface 5G LAN Internal, Network Instance 5G LAN Group 1, so that the packet can be match to the PDRs either provisioned for UE2's N4 session, or PFCP session for 5G LAN Group 1(to forward the packet over Nx or over N6).

4. 	The UPF identifies the N4 Session for the UE2 by matching the PDR defined in that N4 session, based on UE2’s Destination Address and Source Interface set to “5G-LAN Internal”;

NOTE 2:	Only one PDR in UE2's N4 session is provisioned to match the packets intended to the UE2 from 5G LAN Group (any member), i.e. from the Source Interface 5G LAN Internal, Network Instance 5G LAN Group 1.  
5.	The UPF processes the associated FAR to that PDR, adds an Outer Header which is set to the remote TEID allocated for UE2's PDU Session to the packet, together with Destination Interface set to “Access"), so that the UE3 will be able to receive the packet.

Nx based forwarding:

Nx based forwarding requires that UL/DL data traffic is switched between a PDU Session (for a UE which is a 5G-LAN group member) controlled by a N4 session served by a UPF and another PDU session (for another UE which is member of the same 5G-LAN group) controlled by another N4 session served by another UPF. The UL/DL data traffic is carried in a shared tunnel (Nx) per 5G LAN Group between the two UPFs. 


Figure 2. Nx-based forwarding in UPF
1.	The UPF1 receives an incoming packet from RAN (Source Interface = “Access”) and identifies UE1’s N4 session based on the local TEID allocated by the UPF earlier;
2.	The UPF1 finds a PDR in that N4 session to match the packet, where the PDR is identifying the packets is intended for UE to UE communication in 5G LAN Group 1, e.g. towards the UE3, which is served by another UPF2;
3. 	The UPF1 processes the FAR associated with the matching PDR, and it will forward the packet which has been removed the Outer GTP-U header back the ingress, e.g. routing engine, with setting Destination Interface to "5G LAN internal" together with a Network Instance "5G LAN Group 1", therefore the UPF will again to identify the N4 Session according to the Packet Forwarding Model;

NOTE 3:	In step 2&3, the packets will be identified for UE to UE communication, e.g. for UE2, the purpose is to send the packet (after being removed the Outer header) back to classification, with setting Destination Interface 5G LAN Internal, Network Instance 5G LAN Group 1, so that the packet can be match to the PDRs either provisioned for UE2's N4 session, or PFCP session for 5G LAN Group 1(to forward the packet over Nx or over N6).

4. 	The UPF1 then identifies the group level PFCP Session by matching packets received from "5G-LAN Internal" with the PDR provisioned based on UE3’s Destination Address.

NOTE 4:  This group level PFCP session can also be provisioned with a PDR to identify the packets to be forwarded over N6 to reach a device located in Data Network instead to configure such PDRs in each 5G LAN group member's N4 sessions. 

5.	The UPF1 processes the associated FAR to that PDR, which leads the packet being added an Outer Header which set to the remote TEID allocated by the UPF2 to receive 5G LAN Group 1 traffic, together with Destination Interface set to "5G-LAN Nx";

6. 	The UPF2 receives the packet at its local TEID and identifies the group level PFCP session based on the tunnel header (Nx tunnel header), that PDR is provisioned to match the incoming traffic from 5G LAN group in this UPF2; 

7.	The UPF2 processes the associated FAR to that PDR, and it will forward the packet which has been removed the Outer GTP-U header back the ingress, e.g. routing engine, with setting Destination Interface to "5G LAN internal" together with a Network Instance "5G LAN Group 1", therefore the UPF will again to identify the N4 Session according to the Packet Forwarding Model;

8. 	The UPF2 identifies the N4 Session for the UE3 by matching the PDR defined in that N4 session, based on UE3’s Destination Address and the Source Interface set to "5G-LAN Internal")

9. 	The UPF2 processes the associated FAR to that PDR, adds an Outer Header which set to the remote TEID allocated for UE2's PDU Session to the packet, together with Destination Interface set to “Access", so that the UE3 will be able to receive the packet.

Microsoft_Visio_2003-2010_Drawing.vsd
PDR


PDR


PDR


PDR


Packet In


Packet Out


PFCP session’s PDR look up
(find matching PDR of the PFCP session with highest precedence)


...


Apply Instructions set in the matching PDR



FARs


QERs


URRs


PFCP Session look up
(find PFCP  session with a matching PDR )



image2.emf
UE1 UE2

PDRs

N4 session for UE1

Identify N4 

(PFCP) session

QERs

URRs

FAR

FAR indicating 

Destination Interface 

”5G-LAN internal” and 

Network Instance for 5G-

LAN group

N4 session for UE2

QERs

URRs

FAR

1

2

3 4

5

UPF


Microsoft_PowerPoint_Presentation.pptx


UE1

UE2





PDRs











N4 session for UE1

Identify N4 (PFCP) session

QERs

URRs

FAR

FAR indicating Destination Interface ”5G-LAN internal” and Network Instance for 5G-LAN group



N4 session for UE2

QERs

URRs

FAR

1

2

3



4

5

UPF












image3.emf
UE1

UE3

PDRs

N4 session for UE1

QERs

URRs

FAR

N4 session for 

5G-LAN group

QERs

URRs

FAR

1

2

3

4

5

PDRs

N4 session for 

5G-LAN group

QERs

URRs

FAR

N4 session for UE3

QERs

URRs

FAR

6

7

8

9

Nx

UPF1

UPF2


Microsoft_PowerPoint_Presentation1.pptx


UE1

UE3





PDRs











N4 session for UE1

QERs

URRs

FAR



N4 session for 
5G-LAN group

QERs

URRs

FAR

1

2

3



4

5







PDRs











N4 session for 
5G-LAN group

QERs

URRs

FAR



N4 session for UE3

QERs

URRs

FAR

6

7



8

5



9

Nx

UPF1

UPF2












image1.emf
PDR

Packet In Packet Out

PDR

PDR

PDR

PFCP 

session·s 

PDR look up

(find 

matching 

PDR of the 

PFCP session 

with highest 

precedence)

...

Apply Instructions set in the 

matching PDR

FARs QERs URRs

PFCP 

Session look 

up

(find PFCP  

session with 

a matching 

PDR )


