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1. Introduction
 This document discusses how End Marker and Error Indication will be supported in SRv6 user plane.
2. Reason for Change
This document addresses handling of End Maker and Error Indication in SRv6 user plane.
3. Conclusions
<Conclusion part (optional)>
4. Proposal
It is proposed to agree the following changes to 3GPP TS 29.892 version 1.0.0.

* * * First Change * * * *
[bookmark: _Toc531938031]6.2.1.2	Packet Processing
SRv6 encodes segments (SIDs) as IPv6 addresses in the Segment List of SRH. Source SR node of the SR domain creates SRH in the outer encapsulating IPv6 packet. Figure 6.2.1.2-1 shows SRH format, defined in IETF draft-ietf-6man-segment-routing-header-15 [6]. The Segment Left in the SRH points an index number of the Segment List that specifies the active segment. The IPv6 Destination Address (DA) is updated with the IPv6 address of the active segment so that the packet is routed to the node which has the active segment along the shortest path in the network.
Once the packet has reached the node, called SR Segment Endpoint Node decrements Segment Left and updates IPv6 DA with the active segment indicated by the updated Segment Left. Then the node forwards the packet along the updated DA. When the packet reaches the last segment of the Segment List, which means Segment Left becomes zero, the node pops out the SRH and forward the packet along the last segment.
The nodes between Source SR node and SR Endpoint Nodes, called Transit Nodes, neither inspect the SRH nor process it. Thus Transit Nodes only need to be IPv6 routing and forwarding capable.

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	Next Header

	2
	
	Header Extension Length = n

	3
	
	Routing Type = 0x04

	4
	
	Segment Left

	5
	
	Last Entry = m

	6
	
	Flags

	7
	
	Tag (1st Octet)

	8
	
	Tag (2nd Octet)

	p to (p+15)
	
	Segment List [0] (128 bits IPv6 Address)

	...
	
	...

	q to (q+15)
	
	Segment List [m] (128 bits IPv6 Address)

	(q+16) to (8n+8)
	
	Optional Type Length Value objects (variable)



Figure 6.2.1.2-1: IPv6 Segment Routing Extension Header Format
where:
-	Next Header: 8-bit selector. Identifies the type of header immediately following the Routing header, defined in IETF RFC 8200 [4];
-	Header Extension Length: 8-bit unsigned integer. Length of the Routing header in 8-octet units, not including the first 8 octets, defined in IETF RFC 8200 [4];
-	Routing Type: 8-bit identifier of a particular Routing header variant. 0x04 is suggested value for Segment Routing Header;
-	Segments Left: 8-bit unsigned integer. Number of route segments remaining, i.e., number of explicitly listed intermediate nodes still to be visited before reaching the final destination, defined in IETF RFC 8200 [4];
-	Last Entry: contains the index (zero based), in the Segment List, of the last element of the Segment List;
-	Flags: 8 bits of flags. Currently no flags are defined;
-	Tag: tag a packet as part of a class or group of packets, e.g., packets sharing the same set of properties. When tag is not used at source it MUST be set to zero on transmission. When tag is not used during SRH Processing it SHOULD be ignored. The allocation and use of tag is outside the scope of this document;
-	Segment List[n]: 128 bit IPv6 addresses representing the nth segment in the Segment List. The Segment List is encoded starting from the last segment of the SR Policy. i.e., the first element of the segment list (Segment List [0]) contains the last segment of the SR Policy, the second element contains the penultimate segment of the SR Policy and so on;
-	Type Length Value (TLV) objects are optional and are described in IETF draft-ietf-6man-segment-routing-header-15 [6].

* * * Next Change * * * *
<6.2.2.4.3	Hand-over
In mobility scenarios with a change of I-UPF, the PSA shall send one or more End-Marker packet towards the old I-UPF upon switching the user plane path. This End-Marker is configured through the Tag field in SRH (as explained in section 6.2.2.x) . via the O-bit in the Segment Routing Header defined in IETF draft-ali-spring-srv6-oam-01 [14]. The Figure 6.2.2.4.3-1 shows the hand-over packet flow.
Editor's Note:	It needs to be explained how the O-bit in the SRH can be used to denote an End-Marker packet and whether this requires any IETF work or IANA registration to do so.
[image: ]
Figure 6.2.2.4.3-1: HO illustration using SRv6
Subsequent traffic is sent to the new I-UPF. This is done by simply updating the SR segment list on the PSA to match the new I-UPF location. This traffic does not have the O-bit active End Marker bit set in the Segment Routing Header.
The End-Marker based mobility procedure is unmodified.


* * * Next Change * * * *
6.2.2.x	Using SRH for End Marker and Error Indications
6.2.2.x.1 General
The Figure 6.2.1.2-1 shows the Segment Routing Header format. In the SR Extension Header there is 16 bit Tag flied, which is explained in IETF draft-ietf-6man-segment-routing-header-15[6]. IETF does not define the format or use of the Tag field. Hence the format of Tag field can be defined by 3GPP independently of IETF and only the UPF will process the Tag field in the SR Header. Tag can be used to indicate user plane messages, End Marker and Error Indication. Any other transport router that implements SRv6 must ignore this field upon SRH processing. 
Upon presence of End Marker or Error Indication, the UPF cannot encode any segment in the SRH whose function modifies the Tag value.
In mobility transport network, an operator is restricted to use any Tag within the range 0x0000-0x0100. Tag allocation is configurable in transport routers and that specific range has to be blocked. Tags within that range are restricted in such deployment to 3GPP UPF usage.
Alternatively, if an operator does not want to impose such restriction to the transport network, it is possible to encode the SRH Tag using two SRHs stacked one to each other, whereas the Tag is only encoded in the inner SRH.

6.2.2.x.2 Tag Encoding 
The Tags field can be encoded as follows
	Bit 2 of Octet[1] to Bit 7 of Octet[1] are 
Reserved

	Bit 1 [Octet-1]
Error Indicator Bit
	Bit 0 [Octet1]
End Marker bit

	Octet[2] of Tag is reserved



	Bit 0
	End Marker Bit. When set to 1, this indicates End Marker. Default value is set to 0

	Bit 1
	Error Indicator Bit. When set to 1, this indicates Error. Default value is set to 0.

	Bit 2- Bit15
	Reserved.


Figure 6.2.2.x.2-1 Tags Encoding Details

Editor's Note: Encoding of IEs of Error Indication in SRH is FFS.
[bookmark: _GoBack]

* * * End of Changes * * * *
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