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[bookmark: _Toc516761557]
* * * First Change * * * *
[bookmark: _Toc533022617]5.4.2.20	Type: EeProfileData
Table 5.4.2.20-1: Definition of type EeProfileData
	Attr21 ibute name
	Data type
	P
	Cardinality
	Description

	restrictedEventTypes
	array(EventType)
	O
	1..N
	List of the event types that are restricted (if any) for the UE.
The absence of this IE indicates that all event types are authorized for the UE.

	supportedFeatures
	SupportedFeatures
	O
	0..1
	




* * * Next Change * * * *
5.4.2.xx	Type: SequenceNumber
Table 5.4.2.xx-1: Definition of type SequenceNumber
	Attribute name
	Data type
	P
	Cardinality
	Description

	sqnScheme
	SqnScheme
	M
	1
	The scheme used to generate the sequence numbers, as described in 3GPP TS 33.102 [10], clause C.1.1.

	sqn
	string
	C
	0..1
	A 48-bit hex string containing the SEQ part of SQN (most significant bits), as specified in 3GPP TS 33.102 [10], and where the IND part (least significant bits) is filled with 0's.

When the sqnScheme is "TIME_BASED", the SEQ part (most significant bits) of this attribute contains the DIF value.

This IE may be absent, if it does not exist in UDR (e.g. right after the subscriber is provisioned); otherwise, it shall be present.

Pattern: '^[A-Fa-f0-9]{12}$'

	lastIndexes
	map(integer)
	C
	1..N
	A map of integer values, where the key of the map is the type of node that is requesting the generation of an authentication vector in UDM, and the integer is the last used value of IND for the corresponding type of node.

The types of nodes currently defined are:
- "ausf"

This IE may be absent, if it does not exist in UDR (e.g. right after the subscriber is provisioned); otherwise, it shall be present.

	indLength
	integer
	O
	1
	Number of bits of the IND part of SQN. The length of the SEQ part is, therefore, (48 - indLength) bits.

If not present, the default value is 5.

	difSign
	Sign
	O
	1
	Sign of the DIF value. It is applicable when the sqnScheme is "TIME_BASED".

If not present, the default value is "NEGATIVE".



* * * Next Change * * * *
[bookmark: _Toc533022620]5.4.3.2	Simple data types 
The simple data types defined in table 5.4.3.2-1 shall be supported.
Table 5.4.3.2-1: Simple data types
	Type Name
	Type Definition
	Description

	PermanentKeyValue
	string
	A hexstring of the encrypted authentication key (K) defined in 3GPP TS 33.501 [yy].
Pattern: '^[A-Fa-f0-9]+$'

	SequenceNumber
	string
	A hexstring of the SQN as specified in 3GPP TS 33.102 [10].
Pattern: '^[A-Fa-f0-9]{12}$' 

	AuthenticationManagementField
	string
	A hexstring of the Authentication Management Field (AMF) as specified in 3GPP TS 33.102 [10].
Pattern: '^[A-Fa-f0-9]{4}$

	OpcValue
	string
	A hexstring of the encrypted OPc as defined in 3GPP TS 35.206 [11].
Pattern: '^[A-Fa-f0-9]+$' 

	TopcValue
	string
	A hexstring of the encrypted TOPc as defined in 3GPP TS 35.231 [12].
Pattern: '^[A-Fa-f0-9]+$' 

	RValue
	string
	A hexstring of the encrypted R as defined in 3GPP TS 35.206 [12].
Pattern: '^[A-Fa-f0-9]+$' 

	CValue
	string
	A hexstring of the encrypted C as defined in 3GPP TS 35.206 [12].
Pattern: '^[A-Fa-f0-9]+$ 

	EncryptionKey
	integer
	A reference to the key used to encrypt a value.

	EncryptionAlgorithm
	integer
	A reference to the encryption algorithm used to encrypt a value.



[bookmark: _Toc533022623]* * * Next Change * * * *
5.4.3.z1	Enumeration: SqnScheme
Table 5.4.3.z1-1: Enumeration SqnScheme
	Enumeration value
	Description

	"GENERAL"
	Scheme for generation of Sequence Numbers (partially time-based), as described in 3GPP TS 33.102 [10], clause C.1.1.1

	"NON_TIME_BASED"
	Scheme for generation of Sequence Numbers (non-time-based), as described in 3GPP TS 33.102 [10], clause C.1.1.2

	"TIME_BASED"
	Scheme for generation of Sequence Numbers (entirely time-based), as described in 3GPP TS 33.102 [10], clause C.1.1.3



[bookmark: _GoBack]NOTE:	These schemes for Sequence Number generation are documented in an informative Annex in 3GPP TS 33.102 [10]; having these different schemes listed in this Enumeration type does not imply that UDM implementations are required to support all of them.

5.4.3.z2	Enumeration: Sign
Table 5.4.3.z2-1: Enumeration Sign
	Enumeration value
	Description

	"POSITIVE"
	

	"NEGATIVE"
	



* * * Next Change * * * *
[bookmark: _Toc533022629]A.2	Nudr_DataRepository API for Subscription Data
For the purpose of referencing entities in the Open API file defined in this Annex, it shall be assumed that this Open API file is contained in a physical file named "TS29505_Subscription_Data.yaml".

(… text not shown for clarity …)

components:
  schemas:
    AuthenticationSubscription:
      type: object
      required:
        - authenticationMethod
        - permanentKey
        - sequenceNumber
      properties:
        authenticationMethod:
          $ref: '#/components/schemas/AuthMethod'
        permanentKey:
          $ref: '#/components/schemas/PermanentKey'
        sequenceNumber:
          $ref: '#/components/schemas/SequenceNumber'

        authenticationManagementField:
          $ref: '#/components/schemas/AuthenticationManagementField'
        vectorAlgorithm:
          $ref: '#/components/schemas/VectorAlgorithm'
        milenage:
          $ref: '#/components/schemas/Milenage'
        tuak:
          $ref: '#/components/schemas/Tuak'
        opc:
          $ref: '#/components/schemas/Opc'
        topc:
          $ref: '#/components/schemas/Topc'
        sharedAuthenticationSubscriptionId:
          $ref: 'TS29503_Nudm_SDM.yaml#/components/schemas/SharedData'

    SequenceNumber:
      type: object
      properties:
        sqnScheme:
          $ref: '#/components/schemas/SqnScheme'
        sqn:
          type: string        
          pattern: '^[A-Fa-f0-9]{12}$'
        lastIndexes:
          type: object
          additionalProperties:
            type: integer
            minimum: 0
        indLength:
          type: integer
          minimum: 0
        difSign:
          $ref: '#/components/schemas/Sign'

(… text not shown for clarity …)

    PermanentKeyValue:
      type: string
      pattern: '^[A-Fa-f0-9]+$'
    SequenceNumber:
      type: string
      pattern: '^[A-Fa-f0-9]{12}$'
    AuthenticationManagementField:
      type: string
      pattern: '^[A-Fa-f0-9]{4}$'
    OpValue:
      type: string
      pattern: '^[A-Fa-f0-9]+$'
    OpcValue:
      type: string
      pattern: '^[A-Fa-f0-9]+$'
    TopValue:
      type: string
      pattern: '^[A-Fa-f0-9]+$'
    TopcValue:
      type: string
      pattern: '^[A-Fa-f0-9]+$'
    RValue:
      type: string
      pattern: '^[A-Fa-f0-9]+$'
    CValue:
      type: string
      pattern: '^[A-Fa-f0-9]+$'
    EncryptionKey:
      type: integer
    EncryptionAlgorithm:
      type: integer
    VectorAlgorithm:
      type: string
      enum:
        - MILENAGE
        - TUAK
    SqnScheme:
      anyOf:
        - type: string
          enum:
            - GENERAL
            - NON_TIME_BASED
            - TIME_BASED
        - type: string
    Sign:
      type: string
      enum:
        - POSITIVE
        - NEGATIVE   

(… text not shown for clarity …)


* * * End of Changes * * * *

