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1. Introduction
CT4 received a revised LS from SA3 in C4-190327. SA3 states:

SA3 is considering an alternative. It is proposed to enable verification of the PLMN-ID of the NF consumer by including the consumer's PLMN-ID unencrypted into the access token specified in TS 29.510, e.g. as part of existing claims.

This paper presents the issues discussed in SA3 and the current status in CT4 and potential way forward

2. Issues Discussed in SA3
2.1 Scenario#1 - Malicious AMF from Different Network Registering a UE in UDM in HPLMN

The scenario is shown in the figure below


Figure 1: Scenario#1 - Malicious AMF Registering a UE in UDM

1. UE with SUPI-X in serving PLMN A registers to AMF A. AMF A is registered as the serving AMF in UDM in the HPLMN.
2. Another serving PLMN B has N32-c/N32-f connections with SEPP in HPLMN.
3. PLMN B is not a well-protected network. A malicious AMF in PLMN B sends a Nudm_UECM_Registration for the UE with SUPI-X claiming that it is from Serving PLMN A and registers itself as the current serving AMF providing a "Initial Registration" indication.
4. UDM ends up sending Deregistration Notification to AMF A.
5. This creates a Denial of Service Attack by a malicious AMF.

Note that today SEPP in HPLMN cant verify if the serving PLMN A as claimed by the malicious AMF in PLMN B is same as the PLMN ID associated with the N32-f connection between PLMN B and HPLMN. The LS from SA3 requests to add a claimed serving PLMN ID in Access Token for the SEPP in HPLMN to verify.

2.2 Scenario#2: Malicious UDM from another PLMN sending Deregistration Notification

1. UE with SUPI-X is registered to AMF in PLMN A. AMF-A is registered in UDM in HPLMN.
2. A malicious UDM from another PLMN B sends a Dereigstration Notification to AMF-A in PLMN A, claiming that it is a UDM from HPLMN.
3. This results in UE context being removed from AMF-A causing a DoS attack.

Observations:
1. Notification messages (callback) do not carry OAuth 2.0 token.
2. Hence PLMN ID verification by including the PLMN ID in OAuth 2.0 token will not work for this scenario.
3. DeregistrationData included in the DeregistrationNotification anyways does not have any PLMN ID attribute.
4. Protection against such malicious deregistration can be given if stage 3 specifications state that the "deregCallbackUri" included by AMF during registration procedure towards UDM should be unique per UE and the URI should have a random pattern after the authority part. This will ensure that malicious UDMs cant guess the callback URI of AMFs and hence cant maliciously deregister.

3. Conclusion
It is proposed to discuss these options and handle in CT4 the following way
1. Bring CR to TS 29.510 to add PLMN ID to access token claim to address LS from SA3.
2. A CR to TS 29.573 is required to specify that receiving SEPP shall verify the PLMN ID included in the Oauth 2.0 token against the PLMN ID corresponding to N32-f.
3. Specify in TS 29.503 that "deregCallbackUri" included by AMF during registration procedure towards UDM should be unique per UE and the URI should have a random pattern after the authority part.
4. Respond to SA3 in the next CT4 meeting.

[bookmark: _GoBack]4. References
[1]	S3-183683 - CR introducing PLMN ID verification in SEPP.
[2]	S3-182981 - Initial CR trying to introduce the PLMN ID verification in SEPP. The cover page has details on the scenario. The CR was noted with the following discussion as mentioned in the SA3#92AH chairman notes

Discussion: 
DT: Assume that PLMN is checked at N32 setup – prevents the need of receiving message on N32-f and validate PLMN there. 
Huawei: Prevent an authorized network for claiming to be another network.
DT: Is the threat that one roaming partner is impersonating another one.
Huawei: Yes.
The document was kept open as the problem is not being fully agreed at this time.
Noted
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