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1. Introduction
The Editor's Notes in Solution for addressing UDP Zero Checksum over IPv6 need to be addressed.
Editor's Note:	Solution to address the requirements specified in IETF RFC 6936 [21] section 5 are FFS.
IETF RFC 6936 section 3.1.4 states:

If checksum coverage is suppressed, the application needs to provide a method to detect and discard the unwanted data. A tunnel protocol would need to perform its own integrity checks on any control information if it is transported in datagrams with a zero UDP checksum.  If the tunnel payload is another IP packet, the packets requiring checksums can be assumed to have their own checksums, provided that the rate of corrupted packets is not significantly larger due to the tunnel encapsulation.  If a tunnel transports other inner payloads that do not use IP, the assumptions of corruption detection for that particular protocol must be fulfilled.  This may require an additional checksum/CRC and/or integrity protection of the payload and tunnel headers.

A protocol that uses a zero UDP checksum cannot assume that it is the only protocol using a zero UDP checksum.  Therefore, it needs to handle misdelivery gracefully. It must be robust when malformed packets are received on a listening port, and it must expect that these packets may contain corrupted data or data associated with a completely different protocol.
 
and then in section 3.4

A protocol or application that uses the zero UDP checksum method must ensure that the lack of checksum does not affect the protocol operation. This includes being robust to receiving an unintended packet from another protocol or context following corruption of a destination or source address and/or port value.  It also includes considering the need for additional implicit protection mechanisms required when using the payload of a UDP packet received with a zero checksum.

and in section 5

2. An integrity mechanism is always RECOMMENDED at the transported protocol layer to ensure that corruption rates of the delivered payload are not increased (e.g., at the innermost packet of a UDP tunnel). A mechanism that isolates the causes of corruption (e.g., identifying misdelivery, IPv6 header corruption, or tunnel header corruption) is also expected to provide additional information about the status of the tunnel (e.g., to suggest a security attack).

5. A transported protocol with a non-tunnel payload or one that encapsulates non-IP packets MUST have a CRC or other mechanism for checking packet integrity, unless the non-IP packet is specifically designed for transmission over a lower layer that does not provide a packet integrity guarantee.

	Observation#1: GTP-U transports non IP packets like Ethernet PDU and Unstructured PDU types. Ethernet has its own frame check sequence (CRC) while Unstructured PDU is an open type.
Observation#2: As per RFC 6936, if UDP zero checksum is used then the tunnel protocol should support some mechanism for integrity verification of the packet to avoid packet corruption leading to the packet being delivered to wrong UDP port / wrong GTP TEID (PDU session).



It should be noted that that GTPU is transported within a trust boundary for intra PLMN case and may use NDS / Physical security at lower layer to ensure integrity and confidentiality of GTPU data within and across PLMNs. Also it has been already specified in the TR that enabling of UDP zero checksum for GTPU over IPv6 is controlled by operator policy. Hence it is suggested to enable the UDP zero checksum for GTPU over IPv6 in operator policy only if some means of trust / security in transport can be ensured by the operator such that corruptions in packet headers can be detected.
	Proposal#1: Fix the editor's note and state that NDS/Physical security and/or operator policy based enabling of the feature can be used to rely that GTPU packet corruption can be detected and hence no solution from GTPU protocol is required to solve the requirements in IETF RFC 6936.



2. Reason for Change
Update the solution to address the EN.
3. Conclusions
<Conclusion part (optional)>
4. Proposal
It is proposed to agree the following changes to 3GPP TR 29.892 v0.4.0.

* * * First Change * * * *
[bookmark: _Toc531938017][bookmark: _Toc531938024]6.1.1.2	IP Transport for GTP-U
GTP-U supports both IPv4 and IPv6 as underlying transport layer protocol. As for IPv6, GTP-U specification refers IETF RFC 2460 [3], which is described in subclause 4.2.3 of 3GPP TS 29.281 [2]. An analysis of the differences in the latest IETF RFC 8200 [4] for IPv6 and their impact on GTPU protocol is specified in subclause 6.1.2.
UDP is utilized for GTP-U encapsulation and UDP destination port is 2152 which is assigned by IANA. Allocation of UDP source port depends on sender tunnel endpoint node. 
UDP checksum can be used to detect packet corruptions, if required.
* * * Next Change * * * *
6.1.3.2	Addressing UDP Zero Checksum Issue
[bookmark: _Toc531938025]6.1.3.2.1	Solution Description
When a GTP-U entity is upgraded to support IETF RFC 8200 [4], then in order to use the UDP Zero Checksum capability, it has to be ensured that the path from the GTP-U entity to its peer GTP-U entity supports this capability, i.e all the on path IPv6 middleboxes should also be supporting UDP zero checksum (see IETF RFC 6936 [21]). In order to ensure that the following building block information is needed
-	When a GTP-U tunnel over IPv6 is setup between two GTP-U entities, via 3GPP control plane signaling, the 3GPP control plane entities shall signal each other that a UDP zero checksum handling capable path that ensures integrity of the packet, is available for the GTP-U tunnel over IPv6.
The following steps provide the mechanism for a GTP-U entity to know the support for UDP zero checksum capable path towards a peer GTP-U entity.
1.	Before a GTP-U tunnel is established between two GTP-U entities, the control plane function will get to know the peer GTP-U endpoint FTEID as part of control plane signalling. It is proposed that as part of this FTEID exchange over control plane, the following information is also exchanged between the control plane entities:
-	Based on operator policies, whether a UDP zero checksum over IPv6 capable path that ensures integrity of the packet exists between the peer GTP-U entities.
NOTE:	Whether this requires signalling 2 information over N4 - the UDP zero checksum support capability by peer GTP-U entities and the allowance to use the same based on operator policies as separate IEs or whether they can be combined into a single IE / bit can be determined during the normative phase.
2.	For example, during PDU session establishment scenario, when the SMF establishes the N4 session in step 10 of the call flow specified in subclause 4.3.2.2.1 of 3GPP TS 23.502 [8], 
-	Either the UPF shall signal to the SMF, the availability of a UDP zero checksum support capable path that ensures the integrity of the packet, from a particular outbound network interface, based on operator policies; or
-	The UPF shall signal to the SMF its UDP zero checksum support capability during the PFCP Association Setup Request / Response, and the SMF, based on operator policies, determines if a UDP zero checksum over IPv6 capable path that ensures the integrity of the packet, exists between the UPF and the peer GTP-U entity.
Then when the SMF initiates the N2 PDU session request towards the 5G-AN via the AMF in step 11, it shall include the information about the availability of a UDP zero checksum over IPv6 capable path that ensures the integrity of the packet, between the UPF and the 5G-AN. This enables the 5G-AN to decide whether to send GTP-U packets with UDP zero checksum or not towards the UPF in the uplink direction. 
3.	When the 5G-AN responds to the N2 request, it shall include the information about the availability of UDP zero checksum over IPv6 capable path that ensures the integrity of the packet, between the 5G-AN and the UPF, based on operator policies at the 5G-AN. The SMF will get to know of this in step 15 and will inform it to UPF in step 16. This enables the UPF to decide whether to send GTP-U packets with UDP zero checksum or not towards the 5G-AN in the downlink direction.
4.	Similarly the UDP zero checksum support capability can be signalled between the NG-RAN nodes for the use of GTP-U on the Xn and F1-U interfaces as well.
5.	Once a UP function entity is informed that UDP zero checksum can be used e.g. when it is allowed by operator policies and when the peer GTP-U entity supports UDP zero checksum, it should send an Echo Request to the GTP-U peer periodically in order to check the aliveness of the GTP-U path with UDP zero checksum, as specified in IETF RFC 6935 [20].
6.	The support for IETF RFC 8200 [4] and consequently the support for UDP zero checksum may be restricted to 5G UP functions only in order to avoid signalling protocol changes to EUTRA and EPC entities.
The interfaces carrying GTP-U traffic may be protected by NDS / Physical security and hence any packet corruption can be detected. Also the use of UDP zero checksum for GTP-U is controlled by operator policy and the operators can enable it, e.g. if it is known that packet corruptions between the two GTP-U entities are not possible. Correspondingly it is not required to address the requirements specified in section 5 of IETF RFC 6936 [21] natively in GTP-U when UDP zero checksum over IPv6 is used. If NDS / Physical security is not used for the interfaces carrying GTP-U traffic and packet corruptions may occur, then the use of UDP zero checksum over IPv6 should not be enabled in the operator policy.
Editor's Note:	Solution to address the requirements specified in IETF RFC 6936 [21] section 5 are FFS.

* * * Next Change * * * *
[bookmark: _Toc531938045]6.2.2.5	Security Considerations for SRv6
The security consideration related to SRv6 is detailed in IETF draft-ietf-6man-segment-routing-header-15 [6]. 
Editor's Note:	How SRv6 address security concerns across the SR Domain (e.g inter-PLMN) is FFS.
Editor's Note:	How corruptions to IPv6 and SRH headers and the payload are detected and whether such corruptions will lead to packet being routed to spurious destinations are FFS.
* * * End of Changes * * * *
