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1. Reason for Change
[bookmark: _GoBack]This pCR proposes an Interim Evaluation of HTTP/3 (QUIC).   

2. Proposal
It is proposed to agree the following changes to 3GPP TR 29.893 v0.4.0.

 
* * * First Change * * * *
[bookmark: _Toc531930829]10	Evaluation and Conclusion
Editor's Note: Overall evaluation and conclusion for the use of QUIC as transport
10.1	Interim Evaluation
Editor's Note: this is an interim evaluation at the current stage of the TR. This evaluation may be subject to changes as the study further progresses. 
10.1.1	Requirements for Service Based Interfaces 
QUIC fulfils the transport requirements (REQ#1 to REQ#5) identified in subclause 5.2 for the 5GC Service Based Interfaces. 
Using HTTP/3 instead of HTTP/2 does not change the semantics of the NF Services and does not change the API. No changes are expected either on the OpenAPI specification to support HTTP/3. 
The study needs to proceed to define how to support Indirect Communication in the 5GC with Service Communication Proxies (SCP). 
10.1.2	Expected improvements 
Subclause 5.4 identifies features of QUIC (HTTP/3) that would be applicable to the 5GC Service Based Interfaces; the following potential (performance) improvements are anticipated in comparison to HTTP/2: 
1)	QUIC allows to overcome HOL blocking from which HTTP/2 is suffering if a TCP packet is lost or becomes corrupted; however, packet loss is expected to occur rarely for 5GC signalling thanks to proper network engineering; 
2)	loss detection mechanisms of QUIC are using more accurate means to indicate lost bytes and RTT measurements resulting in assumedly more efficient recovery mechanism;  
3)	faster connection establishment compared to TLS/TCP (1 RTT instead of 2), for short lived connections; however, when using persistent connections, this will not lead to a performance improvement; 
4)	the connection may be migrated to a different network interface or local address by the client during the lifetime of the connection or by the server during the connection establishment. 
10.1.3	Issues 
Following issues are identified: 
1)	The QUIC layer is end-to-end encrypted and use of proxies between end-to-end QUIC connections is not sufficiently covered. There is no support for instance to support an end-to-end QUIC connection through a proxy using HTTP CONNECT. 
2)	The QUIC layer is end-to-end encrypted and thus allows less accurate network monitoring capabilities than TCP. 
3)	The server cannot migrate the connection to a different network interface / local address during the lifetime of the connection; this requires clients to still rely on alternate QUIC connections for failover to an alternate path; also solutions for ensuring availability and stability of connections (e.g. failover to a secondary path like supported in SCTP multi-homing) are not provided at the QUIC protocol layer but have to be implemented at the application layer similar to HTTP/2.
4)	IETF draft-ietf-quic-recovery-18 [8] provides recommendations on congestion control (e.g. TCP NewReno). According to IETF draft-ietf-quic-recovery-18 [8], implementations may use other congestion control algorithms than TCP NewReno and endpoints MAY use different algorithms from one another. Some measurements have shown that QUIC can overtake TCP in terms of how much bandwidth it can take leading to unfairness even if the congestion algorithm is the same (see e.g. https://conferences.sigcomm.org/imc/2017/papers/imc17-final39.pdf). This leads to possible concerns on how fairly QUIC traffic mixes with TCP traffic, as this would be the case e.g. during migration scenarios (see subclause 8.4). The issue becomes more complicated when mixing different congestion algorithms and deserves more experimentation.
10.1.4	Other considerations 
Following considerations also apply: 
1)	QUIC (HTTP/3) requires extensive changes to the HTTP protocol stack, by moving and combining several features from the HTTP/3 and TLS layers into the QUIC layer. The header compression mechanism is re-designed to support out-of-order delivery. The application is also impacted, e.g. socket APIs of the HTTP layer, discovery of QUIC support, co-existence of HTTP/2 and HTTP/3 capable NFs. 
2)	QUIC (HTTP/3) security aspects need to be assessed by 3GPP SA3, e.g. options exist for connection establishment and connection migration, end to end security with proxies on the path, inter-PLMN signalling and N32 interface, use of OAuth with QUIC, etc. 
3)	The definition of HTTP/3 and QUIC is still in progress in IETF, and it is open whether the specifications would be mature enough for adoption of the protocol in the 5GC in Rel-16; 
4)	It is open when industry grade stacks (for use in 5GC) will be available. Existing implementations of QUIC are still very immature and do not have the full QUIC features available (e.g. congestion control).
5)	Due to experimental nature of current implementations there are yet no reference API which would be required for application level interoperability. The current existing implementations allow only basic proof of concepts testing but not load or stress testing of different features.

* * * End of Changes * * * *

