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1. Reason for Change
This pCR proposes an evaluation of the SRv6 solutions (Traditional Mode and Enhanced Mode). 

2. Proposal
It is proposed to agree the following changes to 3GPP TR 29.892 v0.4.0.

 
* * * First Change * * * *
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The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
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-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 29.281: "General Packet Radio System (GPRS) Tunnelling Protocol User Plane (GTPv1-U)".
[3]	IETF RFC 2460: "Internet Protocol, Version 6 (IPv6) Specification".
[4]	IETF RFC 8200: "Internet Protocol, Version 6 (IPv6) Specification".
[5]	IETF RFC 8402: "Segment Routing Architecture".
[6]	IETF draft-ietf-6man-segment-routing-header-15: "IPv6 Segment Routing Header (SRH)".
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[8]	3GPP TS 23.502: "Procedures for the 5G System; Stage 2".
[9]	3GPP TS 29.244: "Interface between the Control Plane and the User Plane Nodes; Stage 3".
[10]	3GPP TS 38.415: "NG-RAN; PDU Session User Plane Protocol".
[11]	3GPP TS 23.527: "5G System; Restoration Procedures".
[12]	3GPP TS 38.300: "NR; NR and NG-RAN Overall Description; Stage 2".
[13]	IETF RFC 6437: "IPv6 Flow Label Specification".
[14]	IETF draft-ali-spring-srv6-oam-01: "Operations, Administration, and Maintenance (OAM) in SRv6".
[15]	IETF RFC 1027: "Using ARP to Implement Transparent Subnet Gateways".
[16]	IETF RFC 4861: "Neighbor Discovery for IP version 6 (IPv6)".
[17]	3GPP TS 29.060: "GPRS Tunnelling Protocol (GTP) across the Gn and Gp interface".
[18]	IETF RFC 2401: "Security Architecture for the Internet Protocol".
[19]	IETF RFC 4301: "Security Architecture for the Internet Protocol".
[20]	IETF RFC 6935: "IPv6 and UDP Checksums for Tunneled Packets".
[21]	IETF RFC 6936: "Applicability Statement for the Use of IPv6 UDP Datagrams with Zero Checksums".
[x]	GSMA FS.20: "GPRS Tunnelling Protocol (GTP) Security".
[y]	3GPP TR 29.891: "5G System – Phase 1; CT WG4 Aspects".


* * * Next Change * * * *
7.2.2	SRv6
Editor's Note: the evaluation is based on the current content of the TR and may evolve once the description of the solution is complete. 
[bookmark: _Toc531938058]7.2.2.1	Traditional Mode
7.2.2.1.1	General
This subclause evaluates the SRv6 Traditional Mode solution described in subclause 6.2. 
7.2.2.1.2	Architectural requirements for User Plane
SRv6 in Traditional Mode supports all the 3GPP architectural requirements specified in subclause 5.1, but the following ones:
-	SRv6 does not run over IPv4 networks; 
-	the solution does not support the PDU Session User Plane Protocol specified by 3GPP RAN WG3 in 3GPP TS 38.415 [10]: 
-	the solution described in subclause 6.2.2.3.2 does only enable to encode the RQI and QFI, which are only two specific parameters of the PDU Session User Plane Protocol. 
-	the PDU Session User Plane Protocol defines PDU types (e.g. UL PDU SESSION INFORMATION, DL PDU SESSION INFORMATION), other parameters such as Paging Policy Indication; more PDU types and parameters may be defined in future. 
-	no solution has been defined yet to support End Marker packets with SRv6 in Traditional Mode (requirement 7 of subclause 5.1.1).  
Editor's Note: The solution described in subclause 6.2.2.4.3 relies on the SRH that is not used in SRv6 Traditional Mode.
-	no solution has been defined yet to handle user plane path failure as specified in clause 5 of 3GPP TS 23.527 [11] (requirement 9 of subclause 5.1.1).  
-	no solution has been defined yet to detect and handle the loss of a user plane context in a peer UPF (requirement 11 of subclause 5.1.1) and the loss of "packet forwarding state" associated with a user plane packet at the receiving UPF (see requirements in subclause 5.1.3); 
-	no solution has been defined yet to support redundant packet transmission for Ultra Reliability Low Latency Communications (see requirements in subclause 5.1.1 and 5.1.2). 
7.2.2.1.3	Key issues
Regarding IP connectivity for N9 and Network Slicing, SRv6 in Traditional Mode does not encode any SRH header and therefore has to rely on the underlying transport technologies, such as L2 or L3 VPNs, as described in subclause 5.2.1.1.
7.2.2.1.4	Additional evaluation 
Table 7.2.2.1.4-1 evaluates the SRv6 Traditional Mode on the additional evaluation criteria defined in subclause 7.1. 
Table 7.2.2.1.4-1: Additional Evaluation of SRv6 in Traditional Mode
	Evaluation Criterion
	Description


	A1. Maturity / Time of Availability of used standards 

	IETF work on SRv6 is still in progress (see e.g. IETF draft-ietf-6man-segment-routing-header-15 [6] and IETF draft-ali-spring-srv6-oam-01 [14]).

Several gaps are still identified in subclause 7.2.2.1.2. 


	A2. 3GPP User Plane and Transport kept separate

	3GPP User Plane and IP transport are collapsed, with the IP destination address encoding the IP address of the peer UPF, the TEID of the specific user plane tunnel and other 3GPP related information (e.g. QFI, RQI). 

This collapses boundaries between mobile and transport networks.

With SRv6 as a GTP-U replacement, 3GPP User Plane and Transport are locked in one technology. 

Future of 3GPP User Plane is tied to the fate of SRv6 as transport. 

Future innovation in transport would require re-implementation of 3GPP User Plane as new transport options evolve: 
- causing significant cost to redevelop 3GPP User Plane due to change in transport; 
- hindering innovation as would demotivate operators to try new transport methods and 3GPP User Plane optimizations of future. 


	A3. Transport network requirements

	SRv6 forces single transport option that is based on IPv6. IPv4 networks are not supported.

This forces all networks to first upgrade to IPv6. 

This forces all segments of end to end network to use a single transport technology, depriving industry of segment optimized transport options (e.g. in Backhaul, Aggregation/Core, Data Center) and slowing down innovation. 

The length of the IPv6 prefix is constrained to keep enough bits to the Function and Arguments of the SID (see Figure 6.2.2.3.2.1). 


	A4. Co-existence with existing User Plane solution
	Co-existence with 3GPP user plane entities supporting only GTP-U is required. 

Use of SRv6 in Traditional Mode needs to be negotiated via control plane signalling during the setup of the user plane tunnel (in a backward compatible manner to take into account implementations that do not support SRv6 and corresponding negotiation signalling). 
  

	A5. Interworking with RAN
	GTP-U is supported on many user plane interfaces in the RAN (gnB, nb-eNB, eNB, Nb): N3, F1-U, Xn, S1-U, X2, M1, Iu. 

The solution requires interworking GTP-U over N3 and SRv6 over N9, including interworking the PDU Session User Plane Protocol (in GTP-U extension header over N3, and in the Destination IP address in SRv6 in Traditional Mode).  

Having to interwork user plane protocols for the same PDU session across different interfaces is sub-optimal, and for that reason, such possibility was disregarded in Rel-15, see subclause 5.1.1 of 3GPP TR 29.891 [x] that says: "the same user plane protocol stack shall be defined over N3 and N9 to avoid the need for user plane interworking at the UPF". 


	A6. Interworking with EPS
	GTP-U is supported in the EPS on S5-U, S8-U, S1-U, S11-U, S2a, S2b, S4-U.  

SRv6 in Traditional Mode will not be supported in EPC. 

The solution requires the UPF/PGW-U to support different user plane protocols and to switch from one to the other as the PDU session moves between EPS and 5GS. 


	A7. Data Forwarding between SMF and UPF
	It is assumed that GTP-U would still be used for data forwarding between SMF and UPF (not described in the solution). 

If so, the solution requires interworking GTP-U over N4-u and SRv6 over N9, including interworking the PDU Session User Plane Protocol (in GTP-U extension header over N4-u, and in the Destination IP address in SRv6 in Traditional Mode), e.g. for buffering of DL data received from N9 in the SMF. 

If this is not so, this requires the SMF to also support SRv6 user plane; besides, this does still require interworking SRv6 over N4-u and GTP-U over N3, including interworking the PDU Session User Plane Protocol (in the Destination IP address in SRv6 in Traditional Mode, and in GTP-U extension header over N3), e.g. for sending DL data that was buffered in the SMF


	A8. Applicability to roaming interfaces
	How SRv6 addresses security concerns across the SR Domain (e.g. inter-PLMN) is FFS (see subclause 6.2.2.5).

If this is solved, SRv6 in Traditional Mode may be supported on the N9 roaming interface. The use of SRv6 in Traditional Mode needs to be negotiated via control plane signalling during the setup of the user plane tunnel. See also A9 and A10.


	A9. Impacts to GSMA GRX/IPX
	GSMA would need to be involved to consider the support of SRv6 in GRX/IPX as a replacement of GTP-U (including security aspects, see A10).   


	A10. Security 
	[bookmark: _GoBack]How SRv6 addresses security concerns across the SR Domain (e.g. inter-PLMN) is FFS (see subclause 6.2.2.5). Due to security considerations mentioned in section 8.2 of IETF RFC 8402 [5], packets sent over SRv6 from one PLMN to another across N9 in home routed roaming cases will be filtered/dropped. 

GSMA has specified user plane security solution for GTP-U in EPC (based on GTP-U firewall, see GSMA FS.20 [x]). GSMA and 3GPP SA3 are further studying GTP-U security in 5G System. 

GSMA and 3GPP SA3 would need to be involved to study SRv6 user plane security in 5G System. 


	A11. Minimize number of protocols in network
	The solution adds one new user plane protocol, for use over the N9 interface. Other interfaces would continue to support GTP-U, e.g. N3, N4-u, S5/S8. 
 

	A12. Reusability of existing 3GPP implementations
	SMFs and UPFs need to be modified to implement SRv6 and reproduce existing GTP-U functionalities (e.g. End Markers, PDU Session User Plane Protocol). 

With SRv6, transport is injected with number of PDU sessions leading to flow explosion in transport that can severely impact performance in some of the network segments (unique SID per PDU session forces to expose transport layer with number of PDU sessions; it will impact network elements that are stateful e.g. OVS layer in data center, FW on S5/N9, that do enhanced function based on number of 5-tuples and those would start to see each PDU flow).


	A13. Protocol Extensibility
	40 bits are considered in Figure 6.2.2.3.2.1 for the Arguments of a SID. 39 bits would already be reused for TEID, QFI and RQI. This leaves only 1 bit available, and still several information from the PDU Session User Plane Protocol specified by 3GPP RAN WG3 in 3GPP TS 38.415 [10] is not taken into account yet (e.g. Paging Policy Indication, PDU type, etc). 

Having such a limited number of bits in the Arguments prevents future extensiblity of the information signalled together with the user plane packets. 

This also prevents future extension of the PDU Session User Plane Protocol specified by 3GPP RAN WG3 in 3GPP TS 38.415 [10]. 


	A14. Protocol Overhead
	No UDP (8 octets) and GTP-U (8 to 12 octets) headers. 


	A15. Resource-efficiency
	Per 3GPP system architecture requirements, 3GPP user plane functionalities are controlled in UPF by the SMF over the N4 interface; the UPF shall keep states for the established PFCP associations and PFCP sessions. 

A tunnel endpoint is identified by an IP address and a TEID (4 octets).


	A16. Routing capabilities
	Routing capabilities supported by IPv6 or the underlying transport technologies, like GTP-U. 


	A17. Fast Rerouting
	FFS (not described in the current description of the solution)



7.2.2.1.5	System impacts
The solution requires to support: 
-	the common system impacts of SRv6 specified in subclause 6.2.3.2, i.e. impacts to at least the UPF and SMF, and to N4 / N16 / N16a interfaces; 
-	impacts of SRv6 in Traditional Mode, e.g. to support End Marker or Error Indication. 
Editor's Note: the complete list of impacts is still FFS until the solution is fully described.  
[bookmark: _Toc531938059]7.2.2.2	Enhanced Mode
7.2.2.2.1	General
This subclause evaluates the SRv6 Enhanced Mode solution described in subclause 6.2. 
7.2.2.2.2	Architectural requirements for User Plane
SRv6 in Enhanced Mode supports all the 3GPP architectural requirements specified in subclause 5.1, but the following ones:
-	same restrictions as defined for SRv6 in Traditional Mode in subclause 7.2.2.1.2. 
7.2.2.2.3	Key issues
Regarding IP connectivity for N9 and Network Slicing, SRv6 in Enhanced Mode would allow to encode SRH headers to force the data path to go through intermediate SRv6 routers between two UPFs.
7.2.2.2.4	Additional evaluation 
Table 7.2.2.2.4-1 evaluates the SRv6 Enhanced Mode on the additional evaluation criteria defined in subclause 7.1. 
Table 7.2.2.2.4-1: Additional Evaluation of SRv6 in Enhanced Mode
	Evaluation Criterion
	Description


	A1. Maturity / Time of Availability of used standards 

	Same as for SRv6 in Traditional Mode (see Table 7.2.2.1.4-1). 


	A2. 3GPP User Plane and Transport kept separate

	Same as for SRv6 in Traditional Mode (see Table 7.2.2.1.4-1). 

In addition, SRH headers also encode IP addresses of intermediate IP routers on the path, requiring the SMF and/or UPF (mobile network) to get information about the topology of the transport network. 

This collapses boundaries between mobile and transport networks, and essentially assumes mobile and transport networks from a same operator. 


	A3. Transport network requirements

	Same as for SRv6 in Traditional Mode (see Table 7.2.2.1.4-1). 

In addition, this requires SRv6 capable IP routeurs in the transport network. This forces all networks to first upgrade to SRv6.


	A4. Co-existence with existing User Plane solution
	Same as for SRv6 in Traditional Mode (see Table 7.2.2.1.4-1), but with negotiating the use of SRv6 in Enhanced Mode. 
  

	A5. Interworking with RAN
	Same as for SRv6 in Traditional Mode (see Table 7.2.2.1.4-1). 


	A6. Interworking with EPS
	Same as for SRv6 in Traditional Mode (see Table 7.2.2.1.4-1).


	A7. Data Forwarding between SMF and UPF
	Same as for SRv6 in Traditional Mode (see Table 7.2.2.1.4-1).

	A8. Applicability to roaming interfaces
	Same as for SRv6 in Traditional Mode (see Table 7.2.2.1.4-1). 

Use of SRv6 in Enhanced mode is unlikely across different PLMNs, as information about the transport network topology from one PLMN would not be exposed to a roaming partner.


	A9. Impacts to GSMA GRX/IPX
	Same as for SRv6 in Traditional Mode (see Table 7.2.2.1.4-1).


	A10. Security 
	Same as for SRv6 in Traditional Mode (see Table 7.2.2.1.4-1).


	A11. Minimize number of protocols in network
	Same as for SRv6 in Traditional Mode (see Table 7.2.2.1.4-1).

	A12. Reusability of existing 3GPP implementations
	Same as for SRv6 in Traditional Mode (see Table 7.2.2.1.4-1).

	A13. Protocol Extensibility
	Same as for SRv6 in Traditional Mode (see Table 7.2.2.1.4-1).


	A14. Protocol Overhead
	No UDP (8 octets) and GTP-U (8 to 12 octets) headers. 
Generic Routing Extension header: 4 octets
SRH header: 4 octets + 16 octets per SID + optional objects (if any)


	A15. Resource-efficiency
	Same as for SRv6 in Traditional Mode (see Table 7.2.2.1.4-1).


	A16. Routing capabilities
	SRv6 in Enhance Mode enables to route packets through intermediate IP routers on the path between two UPFs. 


	A17. Fast Rerouting
	FFS (not described in the current description of the solution)



7.2.2.2.5	System impacts
The solution requires to support: 
-	the common system impacts of SRv6 specified in subclause 6.2.3.2, i.e. impacts to at least the UPF and SMF, and to N4 / N16 / N16a interfaces; 
-	impacts of SRv6 in Enhanced Mode (not yet described). 
Editor's Note: the complete list of impacts is still FFS until the solution is fully described.  



* * * End of Changes * * * *

