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5.4
Policy and Charging Control

5.4.1
General

This subclause describe how Policy and Charging Control requirements are supported over the Sxa, Sxb, Sxc and N4 reference points.

5.4.2
Service Detection and Bearer/QoS Flow Binding

Service detection refers to the process that identifies the packets belonging to a service data flow or application. For EPC see subclauses 6.2.2.2 and 6.8.1 of 3GPP TS 23.203 [7]. For 5GC see subclauses 6.2.2.2 of 3GPP TS 23.503 [x].
For EPC bearer binding is the procedure that associates service data flow(s) to an IP-CAN bearer deemed to transport the service data flow. UL bearer binding verification refers to the process of discarding uplink packets due to no matching service data flow template for the uplink direction. See subclauses 6.1.1.4 and 6.2.2.2 of 3GPP TS 23.203 [7]. 
For 5GC QoS flow binding is the procedure that associates service data flow(s) to an IP-CAN bearer deemed to transport the service data flow. UL QoS flow binding verification refers to the process of discarding uplink packets due to no matching service data flow template for the uplink direction. See subclauses 6.2.2.2 of 3GPP TS 23.503 [x].
Service detection is controlled over the Sxa, Sxb, Sxc and N4 reference points by configuring Packet Detection Information in PDRs to match the intended service data flows or application. 

For EPC the mapping of DL traffic to bearers is achieved by configuring and associating FARs to the downlink PDRs, with FARs set to forward the packets to the appropriate downstream bearers (S5/S8 or S1/S12/S4/Iu).
For 5GC the mapping of DL traffic to PDU sessions is achieved by configuring and associating FARs to the downlink PDRs, with FARs set to forward the packets to the appropriate downstream PDU sessions (N9 or N3).
For EPC uplink bearer binding verification is achieved by configuring Packet Detection Information in uplink PDRs containing the local F-TEID of the uplink bearer, the UE IP address (source IP address to match for the incoming packet), and the SDF filter(s) or the Application ID. As a result, uplink packets received on the uplink bearer but that do not match the SDF filter(s) or Application detection filter associated to the uplink PDRs are discarded.
For 5GC uplink PDU session binding verification is achieved by configuring Packet Detection Information in uplink PDRs containing the local F-TEID of the uplink PDU session, the UE IP address (source IP address to match for the incoming packet), and the SDF filter(s) or the Application ID. As a result, uplink packets received on the uplink PDU session but that do not match the SDF filter(s) or Application detection filter associated to the uplink PDRs are discarded.
NOTE 1:
For PCC Rules that contain an application identifier (i.e. that refer to an application detection filter), uplink traffic can be received on other IP-CAN bearers than the one determined by the binding mechanism. The detection of the uplink part of the service data flow can be activated in parallel on other bearers with non-GBR QCI (e.g. the default bearer) in addition to the bearer where the PCC rule is bound to. See subclauses 6.1.1.1 and 6.2.2.2 of 3GPP TS 23.203 [7]. Therefore the uplink PDRs for these bearers can be provisioned with the PDI containing this service data flow and the local F-TEID of the uplink bearer.
NOTE 2:
To avoid the PGW-U/UPF discarding packets due to no matching service data flow template, the operator can apply open PCC rules (with wildcarded SDF filters) to allow for the passage of packets that do not match any other candidate SDF template. Therefore an uplink PDR can be provisioned with the PDI containing only the local F-TEID of the uplink bearer.

NOTE 3:
Uplink bearer binding does not apply to Non-IP PDN connections.

5.4.3
Gating Control

Gating control refers to the process within the user plane function (i.e. PGW-U and TDF-U for EPC, UPF for 5GC) of enabling or disabling the forwarding of IP packets, belonging to a service data flow or detected application's traffic, to pass through to the desired endpoint (for EPC see subclause 4.3.2 of 3GPP TS 23.203 [7] and for 5GC see subclauses 4.3.3.1 of 3GPP TS 23.503 [x].).
For EPC the PGW-C and TDF-C controls the gating in the PGW-U and TDF-U by creating PDR(s) for the service data flow(s) or application's traffic to be detected, and by associating a QER, including the Gate Status IE, to the PDRs.
For 5GC the SMF controls the gating in the UPF by creating PDR(s) for the service data flow(s) or application's traffic to be detected, and by associating a QER, including the Gate Status IE, to the PDRs.
The Gate Status IE indicates whether the service data flow or detected application traffic is allowed to be forwarded (the gate is open) or shall be discarded (the gate is closed) in the uplink and/or in downlink directions.
For EPC the PGW-U and TDF-U shall identify UL and DL flows by the Source Interface IE in the PDI of the PDRs or the Destination Interface IE in the FARs. The PGW-U and TDF-U shall apply UL and DL gating accordingly.

For 5GC the UPF shall identify UL and DL flows by the Source Interface IE in the PDI of the PDRs or the Destination Interface IE in the FARs. The UPF shall apply UL and DL gating accordingly.

* * * for information * * * *

5.4.4
QoS Control

QoS control refers to the authorization and enforcement of the maximum QoS that is authorized:

-
for EPC,

-
at the session level (APN-AMBR, TDF session UL and DL bitrates, or UL and DL Packet Rate of a PDN connection);
-
at the bearer level (GBR, MBR for GBR bearers);
-
at the service data flow (SDF) or application level.

-
for 5GC,

-
at the session level (Session-AMBR or UL and DL Packet Rate of a PDU session)

-
at the QoS Flow level;
-
at the service data flow (SDF) or application level.

See subclause 4.3.3 of 3GPP TS 23.203 [7] subclause 4.5.5 of 3GPP TS 29.212 [8] and subclause 4.7.7 of 3GPP TS 23.401 [14].

The CP function shall control the QoS enforcement in the UP function by:

-
creating the necessary PDR(s) to represent the service data flow, application, QoS Flow (for 5GC), bearer or session, if not already existing;

-
creating QERs for the QoS enforcement at session level, SDF/application level;
-
creating QERs for the QoS enforcement of the aggregate of SDFs with the same GBR QCI;

-
creating QERs for the QoS enforcement of the aggregate of SDFs with the same GBR QFI (for 5GC);
-
associating the session level QER to all the PDRs defined for the session;

-
associating the SDF or application QER to the PDRs associated to the SDF or application;

-
associating the QER of the aggregate of SDFs to the PDRs associated to SDFs or applications that share the QER.
The same QER may be associated to UL and DL PDRs. The UP function shall identify the UL and DL flows by the Source Interface IE in the PDRs or the Destination Interface IE in the FARs. The UP function shall enforce the QoS for the UL or DL flows accordingly.

The CP function shall map the precedence of a PCC rule to the precedence of the PDRs associated to the corresponding service data flows. 
5.4.5
DL Flow Level Marking for Application Detection

DL flow level marking is performed using DL DSCP marking. DL DSCP marking for application indication refers to the process in the TDF of marking detected downlink application traffic with a DSCP value received within an installed ADC rule matching this traffic. See Annex U of 3GPP TS 23.203 [7] and subclauses 4.5.2.7 and 4b.5.14 of 3GPP TS 29.212 [8].

DL DSCP marking for application indication is controlled by the TDF-C by associating a QER, including the ToS or Traffic Class within the DL Flow Level Marking IE, to the PDR matching the DL traffic to be marked. The TDF-U performs the DL DSCP marking for the detected DL traffic and sends the marked packet to the PGW-U.

If a tunnelling protocol is used between the TDF-U and the PGW-U, the DSCP value for service data flow detection shall be carried in the inner IP header.

The TDF-C may stop the DL DSCP marking for the application during the PFCP session by removing the related QER or removing the DL Flow Level Marking IE from the related QER, the TDF-U shall then stop such function consequently.

Policy and charging control in the downlink direction by the PCEF for an application detected by the TDF is performed by the PGW-C configuring a PDR with a PDI containing an SDF Filter with the corresponding DSCP value.
* * * Next change * * * *
5.4.6
Usage Monitoring

Usage Monitoring Control refers to the process of monitoring the user plane traffic in the PGW-U, TDF-U or UPF for the accumulated usage of network resources per:

-
individual or group of service data flows;

-
individual or group of applications;
-
PDU session, possibly excluding an individual SDF or a group of service data flow(s) (for 5GC);
-
IP-CAN session, possibly excluding an individual SDF or a group of service data flow(s), and/or
-
TDF session, possibly excluding an individual application or a group of application(s) (for EPC).
For EPC see subclauses 4.4, 6.2.2.3 and 6.6 of 3GPP TS 23.203 [7] and subclauses 4.5.16, 4.5.17, 4b.5.6, 4b.5.7 of 3GPP TS 29.212 [8].
For 5GC see subclauses 4.3.4 and 6.2.2.3 of 3GPP TS 23.503 [x] and subclauses 4.2.2.10, 4.2.3.11, 4.2.4.10, 4.2.6.2.5, 4.2.6.5.3 of 3GPP TS 29.512 [41].
Usage Monitoring Control is supported over the Sxb, Sxc and N4 reference points by activating in the UP function the reporting of usage information towards the CP function, as specified in subclauses 5.3 and 7.8.4 of 3GPP TS 23.214 [2]. 

The CP function shall control the Usage Reporting in the UP function by: 

-
creating the necessary PDR(s) to represent the service data flow, application or session; 

-
creating a URR for each Monitoring key; and

-
associating the URR to:

-
all the PDRs of the PFCP session, for usage monitoring at IP-CAN or TDF session level, possibly excluding the PDRs matching the SDFs or Applications excluded from the usage monitoring at session level; or

-
the PDR(s) of the PFCP session associated to the individual or group of SDF(s) or Application(s), for usage monitoring at SDF or application level.

* * * Next change * * * *
5.4.7
Traffic Redirection
Traffic Redirection refers to the process of redirecting uplink application traffic, in a PGW, TDF or UPF, towards a redirect destination, e.g. redirect some HTTP flows to a service provisioning page. See subclause 6.1.13 of 3GPP TS 23.203 [7] 
and subclauses 4.5.2.6 and 4b.5.1.4 of 3GPP TS 29.212 [8].

The redirect destination may be provided by the PCRF/PCF or be preconfigured in the CP function or in the UP function.

The traffic redirection may be enforced in the CP function or in the UP function. If the traffic that the UP function can support may be subject to traffic redirection, traffic redirection enforcement in the UP function shall be supported by the UP function. The UP function reports to the CP function whether it supports traffic redirection enforcement in the UP function via the UP Function Features IE (see subclause 8.2.25).

NOTE:
A UP function that supports traffic not requiring traffic redirection does not need to support traffic redirection enforcement in the UP function. The CP function can select a UP function supporting traffic redirection enforcement in the UP function for users or services which may require traffic redirection.

To enforce the traffic redirection in the CP function, the CP function shall instruct the UP function to forward the applicable user traffic to the CP function, as specified in subclause 5.3.1.

To enforce the traffic redirection in the UP function, the CP function shall:

-
create the necessary PDR(s) to represent the traffic to be redirected, if not already existing;

-
create a FAR with:
-
the Redirect Information IE including the redirect destination, if the traffic needs to be redirected towards a redirect destination provided by the CP function; a redirect destination provided by the CP function shall prevail over a redirect destination preconfigured in the UP function; ;

-
For HTTP traffic redirection, the Redirection Address Type shall be set to "URL" and the CP function shall set the Destination Interface IE in the FAR to "Access" (to forward the HTTP response message with a status code indicating redirect). For other types of traffic redirection, the Destination Interface IE in the FAR may be set to "Core". 

or
-
the Forwarding Policy IE including the identifier of the forwarding policy to apply, if the traffic needs to be redirected towards a redirect destination preconfigured in the UP function;

-
associate the FAR to the above PDRs of the PFCP session.
* * * for information * * * *

5.4.8
Traffic Steering

Traffic Steering refers to the process of applying a specific (S)Gi-LAN traffic steering policy in the PCEF or TDF (or TSSF), or a specific N6-LAN traffic steering policy in the UPF (PDU Session Anchor), for the purpose of steering the subscriber's traffic to appropriate operator or 3rd party service functions (e.g. NAT, antimalware, parental control, DDoS protection) in the (S)Gi-LAN or N6-LAN, per service data flows level or applications level.

Application Function influencing traffic routing (see subclause 5.6.7 of 3GPP TS 23.501 [28]) also uses traffic steering for the purpose of steering the subscriber's traffic over N6, e.g. to a local access to a Data Network.    

The UP function shall set the TRST feature flag in the UP Function Features IE if it supports Traffic Steering (see subclause 8.2.25).

Traffic Steering is supported over the Sxb, Sxc and N4 reference points by instructing the UP function to apply a specific Forwarding Policy, that is locally configured in the UP function and that can be used for the uplink, the downlink or for both directions. A Forwarding Policy is identified by a Forwarding Policy Identifier. Traffic steering is alternatively supported over the N4 reference point by instructing the UP function to route packets according to N6 routing information in the FAR (e.g. providing an IP address in the Outer Header Creation).  

When so instructed, the UP function shall perform the necessary actions to enforce the forwarding policy referenced by the CP function, e.g. performing packet marking and routing the traffic towards the service functions within the (S)Gi-LAN or N6-LAN.

See 3GPP TS 23.203 [7], 3GPP TS 29.212 [8] and 3GPP TS 23.501 [28].

The CP function shall control Traffic Steering towards SGi-LAN, N6-LAN or N6 in the UP function by:

-
creating the necessary PDRs to represent the service data flows or applications to be steered;

-
creating a FAR with the Forwarding Policy IE including the Forwarding Policy Identifier set to the Traffic Steering Policy Identifier, or creating a FAR with a Outer Header Creation with the destination IP address; and

-
associating the FAR to the above PDRs of the PFCP session.

The CP function shall control the processing of the traffic received from the (S)Gi-LAN or N6-LAN in the UP function as specified in the rest of this specification for traffic received from any other interface, but with PDR(s) including a PDI with the Source Interface indicating "SGi-LAN/N6-LAN". The UP function shall distinguish packets coming from (S)Gi-LAN/N6-LAN based on local configuration.

5.4.9
Provisioning of Predefined PCC/ADC Rules

A Predefined PCC rule is preconfigured in the PCEF, e.g. a PGW (for EPC) or SMF (for 5GC). Predefined PCC rules can be activated or deactivated by the PCRF/PCF at any time. The Predefined PCC rules may be grouped allowing the PCRF/PCF to dynamically activate a set of PCC rules.

For EPC a predefined ADC rule is preconfigured in the TDF. In the case of solicited reporting, the Predefined ADC rules can be activated or deactivated by the PCRF at any time. Predefined ADC rules within the TDF may be grouped allowing the PCRF to dynamically activate a set of ADC rules.

For the definition of PCC and ADC rules see subclauses 4.3.1 and 4b.3.2 of 3GPP TS 29.212 [8] and subclause 5.6.2.6 of 3GPP TS 29.512 [41].

The CP function may enforce an activated predefined PCC or ADC rule by the PCRF/PCF in the UP function by:

-
determining the service data filters or application IDs referred by the activated predefined PCC or ADC rule(s) and the corresponding QoS and charging control information respectively;

-
creating the necessary PDR(s) to identify the service data flow(s), application(s) that the predefined PCC or ADC rule refer to, if not already existing; 

-
creating the necessary QER for the QoS enforcement at service data flow or application level accordingly;

-
creating the necessary FAR if a new FAR needs to be created as result of Bearer binding (for EPC) or QoS flow binding (for 5GC) and QoS control for forwarding the detected service data flow or application traffic, or to redirect or to apply traffic steering control if included in the predefined PCC/ADC rule;
-
creating the necessary URR(s) for each monitoring key, charging key, combination of Charging Key and Service ID, or combination of Charging Key, Sponsor ID and Application Service Provider Id if included in the predefined PCC or ADC rule; 

And then:

-
associating the created URR(s) to the newly created PDR(s);

-
associating the existing FAR or the new FAR to the newly created PDR(s);
Optionally, the traffic handling policies common to many PFCP sessions (i.e. predefined QER(s)/FAR(s)/URR(s)) may be configured in the UP function. The CP function may activate these traffic handling policies by including the Activate Predefined Rules IE within:

-
the Create PDR IE in an PFCP Session Establishment Request; or

-
the Update PDR IE in an PFCP Session Modification Request.

For traffic matching PDR(s) associated with the activated predefined rules, the UP function shall enforce the rules, e.g. for URR, the UP function shall generate Usage Report(s) and send it to the CP function and the CP function shall be able to handle the usage reports as described in subclause 5.2.2.
NOTE:
The URR IDs used in reports triggered by a predefined rule in UP function are also pre-configured at the CP function.
For deactivating predefined rules which are activated in the UP function, the CP function shall include the Deactivate Predefined Rules IE in the Update PDR IE in an PFCP Session Modification Request to inform the UP function to deactivate the corresponding predefined rules for the related PDR.
* * * Next Change * * * *

5.4.10
Charging

For EPC the charging requirements for online and offline charging in the PS domain specified in 3GPP TS 32.251 [17] shall be preserved with a split SGW, PGW and TDF architecture.
For 5GC the charging requirements for online and offline charging in the 5G data connectivity domain is specified in 3GPP TS 32.255 [y].
Charging is supported by the CP function by activating in the UP function the measurement and reporting of the accumulated usage of network resources per:

-
IP-CAN bearer, for an SGW;

-
IP-CAN bearer, IP-CAN session and/or individual or group of service data flows, for a PGW;

-
TDF session and/or individual or group of applications, for a TDF (for EPC);

-
PDU session and/or individual or group of service data flows, for an SMF (for 5GC).
See subclauses 5.3 and 7.8.4 of 3GPP TS 23.214 [2].
The CP function shall control the usage measurement and reporting in the UP function by:

-
creating the necessary PDR(s) to represent the service data flow, application, bearer or session, if not already existing;

-
creating URR(s) for each Charging Key, combination of Charging Key and Service ID, or combination of Charging Key, Sponsor ID and Application Service Provider Id;

-
associating the URR(s) to the relevant PDRs defined for the PFCP session, for usage reporting at IP-CAN bearer, IP-CAN session, TDF session, SDF or application level.
For online charging, the CP function shall provision the URR with the Volume (or Time) Quota, and with the Volume (or Time) Quota if a quota threshold was received from the OCS, as specified in subclause 5.2.2.2. Besides, when the OCS provides a final quota and requests to redirect the traffic towards a redirect destination when exhausing this quota, the CP function shall redirect the traffic towards a redirect destination as specified in subclause 5.4.7 upon being notified that the final quota has been reached; to permit HTTP traffic redirection, the UP function should have at least one HTTP packet, e.g. the UP function may store one packet when reaching the Volume (or Time) Quota. An example call flow is depicted in Annex C.2.1.1.
To avoid the risk of signalling storms between the CP and UP functions at times of tariff change, the CP function may include the Monitoring Time IE and zero or more Additional Monitoring IEs in the URR and set it to the time of tariff change to request the UP function to report separately the resource usage before and after the time of tariff change (see e.g. subclause 6.3.7.1 of 3GPP TS 32.299 [18]).

* * * End of Changes * * * *

�EPC only, to be removed before submission


�23.503 6.1.3.12 referes to 23.203


�29.512 referes to 29.244





