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* * * Next Change * * * *

5.17.x
Data Forwarding during handovers between 5GS and EPS 

Data forwarding during handovers between 5GS and EPS is supported as follows (see 3GPP TS 38.300 [x]):  
-
For 5G to 4G handover, the source NG-RAN node sends one or several end markers including one QFI of those QoS flows mapped to the same E-RAB and sends the end marker packets to the UPF over the PDU session tunnel. UPF removes the QFI and maps to an appropriate E-RAB tunnel towards SGW.

-
For 4G to 5G handover, the source eNB forwards the received end markers in the EPS bearer tunnel to the SGW which forwards them to the UPF. The UPF adds one QFI among the QoS flows mapped to that E-RAB to the end markers and sends those end markers to the target NG-RAN node in the per PDU session tunnel. 

To forward data (G-PDUs and End Marker packets) during a 5GS to EPS handover, the SMF shall: 

-
provision one PDR per E-RAB (that supports data forwarding for at least one QoS flow), with the list of QFIs that are mapped to the E-RAB; 
-
request the UPF to remove the GTP-U PDU Session Container extension header (including the QFI) from the data by including the GTP-U Extension Header Deletion field set to 'PDU Session Container' in the Outer Header Removal IE of the PDR(s); 
-
associate to each PDR a FAR to forward the data to the GTP-U tunnel of the corresponding E-RAB, i.e. with an Outer Header Creation IE containing the F-TEID of the (forwarding) SGW for the corresponding forwarding GTP-U tunnel; 
To forward data (G-PDUs and End Marker packets) during an EPS to 5GS handover, the SMF shall: 

-
provision one PDR per E-RAB (that supports data forwarding for at least one QoS flow);  
-
create and associate one QER with each PDR, including the QFI IE set to the QFI value of one of the QoS flows mapped to the E-RAB, to request the UPF to insert a GTP-U PDU Session Container extension header including the QFI; 
-
create one FAR for each data forwarding tunnel in 5GS (i.e. per PDU session), with an Outer Header Creation IE containing the F-TEID of the target NG-RAN for the corresponding forwarding GTP-U tunnel; 
-
associate each PDR to the corresponding FAR (i.e. to forward the data of each E-RAB to the data forwarding tunnel of the corresponding PDU session).  

* * * Next Change * * * *

7.5.2.1
General 
The PFCP Session Establishment Request shall be sent over the Sxa, Sxb, Sxc and N4 interface by the CP function to establish a new PFCP session context in the UP function.

Table 7.5.2.1-1: Information Elements in an PFCP Session Establishment Request

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	N4
	

	Node ID
	M
	This IE shall contain the unique identifier of the sending Node.
	X
	X
	X
	X
	Node ID

	CP F-SEID
	M
	This IE shall contain the unique identifier allocated by the CP function identifying the session.
	X
	X
	X
	X
	F-SEID

	Create PDR
	M
	This IE shall be present for at least one PDR to be associated to the PFCP session.
Several IEs with the same IE type may be present to represent multiple PDRs.
See Table 7.5.2.2-1.
	X
	X
	X
	X
	Create PDR

	Create FAR
	M
	This IE shall be present for at least one FAR to be associated to the PFCP session.
Several IEs with the same IE type may be present to represent multiple FARs.
See Table 7.5.2.3-1.
	X
	X
	X
	X
	Create FAR

	Create URR
	C
	This IE shall be present if a measurement action shall be applied to packets matching one or more PDR(s) of this PFCP session. 

Several IEs within the same IE type may be present to represent multiple URRs.
See Table 7.5.2.4-1.
	X
	X
	X
	X
	Create URR

	Create QER
	C
	This IE shall be present if a QoS enforcement or QoS marking action shall be applied to packets matching one or more PDR(s) of this PFCP session.

Several IEs within the same IE type may be present to represent multiple QERs.
See Table 7.5.2.5-1.
	-
	X
	X
	X
	Create QER

	Create BAR
	O
	When present, this IE shall contain the buffering instructions to be applied by the UP function to any FAR of this PFCP session set with the Apply Action requesting the packets to be buffered and with a BAR ID IE referring to this BAR. See table 7.5.2.6-1.
	X
	-
	-
	X
	Create BAR

	Create Traffic Endpoint
	C
	This IE may be present if the UP function has indicated support of PDI optimization.

Several IEs within the same IE type may be present to represent multiple Traffic Endpoints.
See Table 7.5.2.7-1.
	X
	X
	X
	X
	Create Traffic Endpoint

	PDN Type
	C
	This IE shall be present if the PFCP session is setup for an individual PDN connection or PDU session (see subclause 5.2.1). 

When present, this IE shall indicate whether this is an IP or non-IP PDN connection/PDU session or, for 5GC, an Ethernet PDU session.
	X
	X
	-
	X
	PDN Type

	SGW-C FQ-CSID
	C
	This IE shall be included according to the requirements in clause 23 of 3GPP TS 23.007 [24].
	X
	X
	-
	
	FQ-CSID

	MME FQ-CSID
	C
	This IE shall be included when received on the S11 interface or on S5/S8 interface according to the requirements in clause 23 of 3GPP TS 23.007 [24].
	X
	X
	-
	-
	FQ-CSID

	PGW-C FQ-CSID
	C
	This IE shall be included according to the requirements in clause 23 of 3GPP TS 23.007 [24].
	X
	X
	-
	-
	FQ-CSID

	ePDG FQ-CSID
	C
	This IE shall be included according to the requirements in clause 23 of 3GPP TS 23.007 [24].
	-
	X
	-
	-
	FQ-CSID

	TWAN FQ-CSID
	C
	This IE shall be included according to the requirements in clause 23 of 3GPP TS 23.007 [24].
	-
	X
	-
	-
	FQ-CSID

	User Plane Inactivity Timer
	O
	This IE may be present to request the UP function to send a User Plane Inactivity Report when no user plane packets are received for this PFCP session for a duration exceeding the User Plane Inactivity Timer. 

When present, it shall contain the duration of the inactivity period after which a User Plane Inactivity Report shall be generated.
	-
	X
	X
	X
	User Plane Inactivity Timer

	User ID
	O
	This IE may be present, based on operator policy. It shall only be sent if the UP function is in a trusted environment. 

See NOTE.
	X
	X
	X
	X
	User ID

	Trace Information
	O
	When present, this IE shall contain the trace instructions to be applied by the UP function for this PFCP session.
	X
	X
	X
	X
	Trace Information

	NOTE:
This can be used for troubleshooting problems in the UP function affecting a subscriber. 


* * * Next Change * * * *

7.5.2.2
Create PDR IE within PFCP Session Establishment Request
The Create PDR grouped IE shall be encoded as shown in Figure 7.5.2.2-1.
Table 7.5.2.2-1: Create PDR IE within PFCP Session Establishment Request
	Octet 1 and 2
	
	Create PDR IE Type = 1(decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	N4
	

	PDR ID
	M
	This IE shall uniquely identify the PDR among all the PDRs configured for that PFCP session.
	X
	X
	X
	X
	PDR ID

	Precedence
	M
	This IE shall indicate the PDR's precedence to be applied by the UP function among all PDRs of the PFCP session, when looking for a PDR matching an incoming packet.
	-
	X
	X
	X
	Precedence

	PDI
	M
	This IE shall contain the PDI against which incoming packets will be matched. 
See Table 7.5.2.2-2.
	X
	X
	X
	X
	PDI

	Outer Header Removal 
	C
	This IE shall be present if the UP function is required to remove one or more outer header(s) from the packets matching this PDR.
	X
	X
	-
	X
	Outer Header Removal

	FAR ID 
	C
	This IE shall be present if the Activate Predefined Rules IE is not included or if it is included but it does not result in activating a predefined FAR.
When present this IE shall contain the FAR ID to be associated to the PDR.
	X
	X
	X
	X
	FAR ID

	URR ID
	C
	This IE shall be present if a measurement action shall be applied to packets matching this PDR.

When present, this IE shall contain the URR IDs to be associated to the PDR. 

Several IEs within the same IE type may be present to represent a list of URRs to be associated to the PDR.
	X
	X
	X
	X
	URR ID

	QER ID 
	C
	This IE shall be present if a QoS enforcement or QoS marking action shall be applied to packets matching this PDR.

When present, this IE shall contain the QER IDs to be associated to the PDR. Several IEs within the same IE type may be present to represent a list of QERs to be associated to the PDR.
	-
	X
	X
	X
	QER ID

	Activate Predefined Rules 
	C
	This IE shall be present if Predefined Rule(s) shall be activated for this PDR. When present this IE shall contain one Predefined Rules name.
Several IEs with the same IE type may be present to represent multiple "Activate Predefined Rules" names.
	-
	X
	X
	X
	Activate Predefined Rules 


Table 7.5.2.2-2: PDI IE within PFCP Session Establishment Request
	Octet 1 and 2
	
	PDI IE Type = 2 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	N4
	

	Source Interface
	M
	This IE shall identify the source interface of the incoming packet.
	X
	X
	X
	X
	Source Interface

	Local F-TEID 
	O
	This IE shall not be present if Traffic Endpoint ID is present.
If present, this IE shall identify the local F-TEID to match for an incoming packet. 

The CP function shall set the CHOOSE (CH) bit to 1 if the UP function supports the allocation of F-TEID and the CP function requests the UP function to assign a local F-TEID to the PDR.
	X
	X
	-
	X
	F-TEID

	Network Instance
	O
	This IE shall not be present if Traffic Endpoint ID is present.
If present, this IE shall identify the Network instance to match for the incoming packet. See NOTE 1, NOTE2.
	X
	X
	X
	X
	Network Instance

	UE IP address 
	O
	This IE shall not be present if Traffic Endpoint ID is present.
If present, this IE shall identify the source or destination IP address to match for the incoming packet. 
	-
	X
	X
	X
	UE IP address

	Traffic Endpoint ID
	C
	This IE may be present if the UP function has indicated the support of PDI optimization. 

If present, this IE shall uniquely identify the Traffic Endpoint for that PFCP session.
	X
	X
	X
	X
	Traffic Endpoint ID

	SDF Filter
	O
	If present, this IE shall identify the SDF filter to match for the incoming packet. Several IEs with the same IE type may be present to provision a list of SDF Filters. The full set of applicable SDF filters, if any, shall be provided during the creation or the modification of the PDI.

See NOTE 3.
	-
	X
	X
	X
	SDF Filter

	Application ID
	O
	If present, this IE shall identify the Application ID to match for the incoming packet. 
	-
	X
	X
	X
	Application ID

	Ethernet PDU Session Information
	O
	This IE may be present to identify all the (DL) Ethernet packets matching an Ethernet PDU session (see subclause 5.13.1).
	-
	-
	-
	X
	Ethernet PDU Session Information

	Ethernet Packet Filter
	O
	If present, this IE shall identify the Ethernet PDU to match for the incoming packet.
Several IEs with the same IE type may be present to represent a list of Ethernet Packet Filters.
The full set of applicable Ethernet Packet filters, if any, shall be provided during the creation or the modification of the PDI.
	-
	-
	-
	X
	Ethernet Packet Filter

	QFI
	O
	If present, this IE shall identify the QoS Flow Identifier to match for the incoming packet. 

Several IEs with the same IE type may be present to provision a list of QFIs. When present, the full set of applicable QFIs shall be provided during the creation or the modification of the PDI. 
	-
	-
	-
	X
	QFI

	Framed-Route
	O
	This IE may be present for a DL PDR if the UPF indicated support of Framed Routing (see subclause 8.2.25). If present, this IE shall describe a framed route. 

Several IEs with the same IE type may be present to provision a list of framed routes. 
	-
	X
	-
	X
	Framed-Route

	Framed-Routing
	O
	This IE may be present for a DL PDR if the UPF indicated support of Framed Routing (see subclause 8.2.25). If present, this IE shall describe a framed route. 
	-
	X
	-
	X
	Framed-Routing

	Framed-IPv6-Route
	O
	This IE may be present for a DL PDR if the UPF indicated support of Framed Routing (see subclause 8.2.25). If present, this IE shall describe a framed IPv6 route. 

Several IEs with the same IE type may be present to provision a list of framed IPv6 routes. 
	-
	X
	-
	X
	Framed-IPv6-Route

	NOTE 1:
The Network Instance parameter is needed e.g. in the following cases:


-
PGW/TDF UP function supports multiple PDNs with overlapping IP addresses; 


-
SGW UP function is connected to PGWs in different IP domains (S5/S8);


-
PGW UP function is connected to SGWs in different IP domains (S5/S8);


-
SGW UP function is connected to eNodeBs in different IP domains;

-
UPF is connected to 5G-ANs in different IP domains.
NOTE 2:
When a Local F-TEID is provisioned in the PDI, the Network Instance shall relate to the IP address of the F-TEID. Otherwise, the Network Instance shall relate to the UE IP address.
NOTE 3:
SDF Filter IE(s) shall not be present if Ethernet Packet Filter IE(s) is present. 

NOTE 4:
When several SDF filter IEs are provisioned, the UP function shall consider that the packets are matched if matching any SDF filter. The same principle shall apply for Ethernet Packet Filters and QFIs.


Table 7.5.2.2-3: Ethernet Packet Filter IE within PFCP Session Establishment Request
	Octet 1 and 2
	
	Ethernet Packet Filter IE Type = 132 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	N4
	

	Ethernet Filter ID
	C
	This shall be present if Bidirectional Ethernet filter is required. This IE shall uniquely identify an Ethernet Filter among all the Ethernet Filters provisioned for a given PFCP session.
	-
	-
	-
	X
	Ethernet Filter ID

	Ethernet Filter Properties
	C
	This IE shall be present when provisioning a bidirectional Ethernet Filter the first time (see subclause 5.x.4).
	-
	-
	-
	X
	Ethernet Filter Properties

	MAC address
	O
	If present, this IE shall identify the MAC address.

This IE may be present up to 16 times.
	-
	-
	-
	X
	MAC address

	Ethertype
	O
	If present, this IE shall identify the Ethertype.
	-
	-
	-
	X
	Ethertype

	C-TAG
	O
	If present, this IE shall identify the Customer-VLAN tag.
	-
	-
	-
	X
	C-TAG

	S-TAG
	O
	If present, this IE shall identify the Service-VLAN tag.
	-
	-
	-
	X
	S-TAG

	SDF Filter
	O
	If packet filtering is required, for Ethernet frames with Ethertype indicating IPv4 or IPv6 payload, this IE shall describe the IP Packet Filter Set. 

Several IEs with the same IE type may be present to represent a list of SDF filters.
	-
	-
	-
	X
	SDF Filter


* * * Next Change * * * *

7.5.2.5
Create QER IE within PFCP Session Establishment Request
The Create QER grouped IE shall be encoded as shown in Figure 7.5.2.5-1.
Table 7.5.2.5-1: Create QER IE within PFCP Session Establishment Request 

	Octet 1 and 2
	
	Create QER IE Type = 7 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	N4
	

	QER ID
	M
	This IE shall uniquely identify the QER among all the QER configured for that PFCP session
	-
	X
	X
	X
	QER ID

	QER Correlation ID
	C
	This IE shall be present if the UP function is required to correlate the QERs of several PFCP sessions, for APN-AMBR enforcement of multiple UE's PDN connections to the same APN.
	-
	X
	-
	X
	QER Correlation ID

	Gate Status
	M
	This IE shall indicate whether the packets are allowed to be forwarded (the gate is open) or shall be discarded (the gate is closed) in the uplink and/or downlink directions.
	-
	X
	X
	X
	Gate Status

	Maximum Bitrate
	C
	This IE shall be present if an MBR enforcement action shall be applied to packets matching this PDR. When present, this IE shall indicate the uplink and/or downlink maximum bit rate to be enforced for packets matching the PDR.

This IE may be set to the value of: 

-
the APN-AMBR, for a QER that is referenced by all the PDRs of the non-GBR bearers of a PDN connection; 

-
the TDF session MBR, for a QER that is referenced by all the PDRs of a TDF session;

-
the bearer MBR, for a QER that is referenced by all the PDRs of a bearer;
-
the QoS Flow MBR, for a QER that is referenced by all the PDRs of a QoS Flow (for 5GC);

-
the SDF MBR, for a QER that is referenced by all the PDRs of a SDF.

	-
	X
	X
	X
	MBR

	Guaranteed Bitrate
	C
	This IE shall be present if a GBR has been authorized to packets matching this PDR. When present, this IE shall indicate the authorized uplink and/or downlink guaranteed bit rate.

This IE may be set to the value of: 

-
the aggregate GBR, for a QER that is referenced by all the PDRs of a GBR bearer;
-
the QoS Flow GBR, for a QER that is referenced by all the PDRs of a QoS Flow (for 5GC);

-
the SDF GBR, for a QER that is referenced by all the PDRs of a SDF.

	-
	X
	X
	X
	GBR

	Packet Rate
	C
	This IE shall be present if a Packet Rate enforcement action (in terms of number of packets per time interval) shall be applied to packets matching this PDR. 

When present, this IE shall indicate the uplink and/or downlink maximum packet rate to be enforced for packets matching the PDR.

This IE may be set to the value of: 

-
downlink packet rate for Serving PLMN Rate Control, for a QER that is referenced by all PDRs of the UE belonging to the PDN connection using CIoT EPS Optimizations as described in 3GPP TS 23.401 [2])

-
uplink and/or downlink packet rate for APN Rate Control, for a QER that is referenced by all the PDRs of the UE belonging to PDN connections to the same APN using CIoT EPS Optimizations as described in 3GPP TS 23.401 [2]).
	-
	X
	-
	
	Packet Rate

	DL Flow Level Marking
	C
	This IE shall be set if the UP function is required to mark the packets for QoS purposes: 

-
by the TDF-C, for DL flow level marking for application indication (see subclause 5.4.5); 

-
by the PGW-C, for setting the GTP-U Service Class Indicator extension header for service indication towards GERAN (see subclause 5.4.12).
	-
	X
	X
	-
	DL Flow Level Marking

	QoS flow identifier
	C
	This IE shall be present if the QoS flow identifier shall be inserted by the UPF.
	-
	-
	-
	X
	QFI

	Reflective QoS
	C
	This IE shall be present if the UP function is required to insert a Reflective QoS Identifier to request reflective QoS for uplink traffic.
	-
	-
	-
	X
	RQI


* * * Next Change * * * *

8.2.56
Outer Header Creation

The Outer Header Creation IE type shall be encoded as shown in Figure 8.2.56-1. It contains the instructions to create an Outer Header.

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 2
	Type = 84 (decimal)
	

	
	3 to 4
	Length = n
	

	
	5 to 6
	Outer Header Creation Description
	

	
	m to (m+3)
	TEID
	

	
	p to (p+3)
	IPv4 Address
	

	
	q to (q+15)
	IPv6 Address
	

	
	r to (r+1)
	Port Number
	

	
	s to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.2.56-1: Outer Header Creation

The Outer Header Creation Description field, when present, shall be encoded as specified in Table 8.2.56-1. It takes the form of a bitmask where each bit indicates the outer header to be created in the outgoing packet. Spare bits shall be ignored by the receiver.

Table 8.2.56-1: Outer Header Creation Description 

	Octet / Bit
	Outer Header to be created in the outgoing packet

	5/1
	GTP-U/UDP/IPv4 (see NOTE 1)

	5/2
	GTP-U/UDP/IPv6 (see NOTE 1)

	5/3
	UDP/IPv4 (see NOTE 2)

	5/4
	UDP/IPv6 (see NOTE 2)

	NOTE 1:
The SGW-U/I-UPF shall also create GTP-U extension header(s) if any has been stored for this packet, during a previous outer header removal (see subclause 8.2.64).

NOTE 2:
This value may apply to UL packets sent by a PGW-U for non-IP PDN connections with SGi tunnelling based on UDP/IP encapsulation (see subclause 4.3.17.8.3.3.2 of 3GPP TS 23.401 [14]).


At least one bit of the Outer Header Creation Description field shall be set to 1. Bits 5/1 and 5/2 may both be set to 1 if an F-TEID with both an IPv4 and IPv6 addresses has been assigned by the GTP-U peer. In this case, the UP function shall send the outgoing packet towards the IPv4 or IPv6 address. 

The TEID field shall be present if the Outer Header Creation Description requests the creation of a GTP-U header. Otherwise it shall not be present. When present, it shall contain the destination GTP-U TEID to set in the GTP-U header of the outgoing packet. 

The IPv4 Address field shall be present if the Outer Header Creation Description requests the creation of a IPv4 header. Otherwise it shall not be present. When present, it shall contain the destination IPv4 address to set in the IPv4 header of the outgoing packet. 

The IPv6 Address field shall be present if the Outer Header Creation Description requests the creation of a IPv6 header. Otherwise it shall not be present. When present, it shall contain the destination IPv6 address to set in the IPv6 header of the outgoing packet. 

The Port Number field shall be present if the Outer Header Creation Description requests the creation of a UDP/IP header (i.e. it is set to the value 4). Otherwise it shall not be present. When present, it shall contain the destination Port Number to set in the UDP header of the outgoing packet.

* * * Next Change * * * *

8.2.64
Outer Header Removal

The Outer Header Removal IE type shall be encoded as shown in Figure 8.2.64-1. It contains the instructions to remove an Outer Header.

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 2
	Type = 95 (decimal)
	

	
	3 to 4
	Length = n
	

	
	5
	Outer Header Removal Description
	

	
	6
	GTP-U Extension Header Deletion
	

	
	7 to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.2.64-1: Outer Header Removal

The Outer Header Removal Description field, when present, shall be encoded as specified in Table 8.2.64-1.

Table 8.2.64-1: Outer Header Removal Description 

	Outer Header to be removed from the incoming packet
	Value (Decimal)

	GTP-U/UDP/IPv4 (see NOTE 1)
	0

	GTP-U/UDP/IPv6 (see NOTE 1)
	1

	UDP/IPv4 (See NOTE 3)
	2

	UDP/IPv6 (See NOTE 3)
	3

	For future use. Shall not be sent. If received, shall be interpreted as the value "1".
	4 to 255

	NOTE 1:
The SGW-U/I-UPF shall store GTP-U extension header(s) required to be forwarded for this packet (as required by the comprehension rules of Figure 5.2.1-2 of 3GPP TS 29.281 [3]) that are not requested to be deleted by the GTP-U Extension Header Deletion field.

NOTE 3:
This value may apply to DL packets received by a PGW-U for non-IP PDN connections with SGi tunnelling based on UDP/IP encapsulation (see subclause 4.3.17.8.3.3.2 of 3GPP TS 23.401 [14]).


The GTP-U Extension Header Deletion field (octet 6) shall be present if it is required to delete GTP-U extension header(s) from incoming GTP-PDUs. Octet 6 shall be absent if all GTP-U extension headers required to be forwarded shall be stored as indicated in NOTE 1 of Table 8.2.64-1.
The GTP-U Extension Header Deletion field, when present, shall be encoded as specified in Table 8.2.64-2. It takes the form of a bitmask where each bit provides instructions on the information to be deleted from the incoming GTP-PDU packet. Spare bits shall be ignored by the receiver.

Table 8.2.64-2: GTP-U Extension Header Deletion 

	Octet / Bit
	GTP-U Extension Header to be deleted from incoming packet

	6/1
	PDU Session Container (NOTE)

	NOTE:
This value shall be used for data forwarding during a 5GS to EPS handover for a UPF that supports EPS-5GS interworking (see subclause 5.17.x).   


* * * End Of Changes * * * *


