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* * * First Change * * * *

1.1
Normative references

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies.  In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TS 21.905: "Abbreviations and acronyms".

[2]
3GPP TS 22.041: "Operator Determined Barring".

[3]
3GPP TS 23.040: "Technical realization of the Short Message Service (SMS)".

[4]
3GPP TS 23.060: " General Packet Radio Service (GPRS) Service description Stage 2".

[5]
3GPP TS 29.234: Release 11 "3GPP system to Wireless Local Area Network (WLAN) interworking; stage 3".

[6]
3GPP TS 23.401: "General Packet Radio Service (GPRS) enhancements for Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access".
[x]
3GPP TS 23.502: "Procedures for the 5G System; Stage 2".
* * * Next Change * * * *
2.3
Barring of Roaming

2.3.1
Application or Change of Barring in the HLR/HSS/UDM
If barring of roaming is applied to a subscription (or modified or removed) by administrative action in the HLR/HSS/UDM, the HLR/HSS/UDM shall update the subscription information accordingly. If the HLR/HSS/UDM determines from the identity of the VLR and/or the SGSN and/or MME and/or the AMF that the mobile subscriber is currently registered in a barred PLMN, the HLR/HSS/UDM shall put the barring into effect by using a Cancel Location operation to the VLR and/or the SGSN and /or to the MME when applied in HLR/HSS or a UECM Deregistration to AMF when applied in UDM, as shown in figure 2.3.1/1. In the 5G Core case, barring of roaming may be stored in UDR. Upon change of barring of roaming in UDR, UDM clears also user registration in UDR using Nudr_DM_Update operation and unsubscribes to changes on barring of roaming data using Nudr_DM_Unsubscribe operation.
If the mobile subscriber is not currently registered in a barred PLMN, the HLR/HSS/UDM shall take no further action.
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Figure 2.3.1/1: Immediate Application of Barring of Roaming in HLR/HSS
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Figure 2.3.1/2: Immediate Application of Barring of Roaming in UDM
2.3.2
Invocation of Barring

Barring of roaming is invoked in the HLR/HSS/UDM. If the HLR receives a request from a VLR for location updating for a mobile which is attempting to roam to an area prohibited by Operator Determined Barring, the HLR shall reject the location updating request with an appropriate error indication and this error indication shall be relayed by the MSC and the BSS/RNS to the mobile station over the radio path. If the HLR receives a request from a SGSN for location updating for a mobile which is attempting to roam to an area prohibited by Operator Determined Barring, the HLR shall reject the location updating request with an appropriate error indication and this error indication shall be relayed by the SGSN and the BSS/RNS to the mobile station over the radio path. If the HSS receives a request from a MME for location updating for a mobile which is attempting to roam to an area prohibited by Operator Determined Barring, the HSS shall reject the location updating request with an appropriate error indication and this error indication shall be relayed by the MME to the mobile station over the radio path. If the UDM receives a request from an AMF for 5G registration for a user equipment who is attempting to roam to an area prohibited by Operator Determined Barring, the UDM shall reject the registration request with an appropriate error indication and this error indication shall be relayed by the AMF to the user equipment over the radio path.
In the 5G Core case, barring of roaming can be optionally stored in UDR. Upon change of barring of roaming in UDR, UDM clears also user registration in UDR using Nudr_DM_Update operation and unsubscribes to changes on barring of roaming data using Nudr_DM_Unsubscribe operation.
Indicative message flow diagrams for the handling of Operator Determined Barring of roaming are given in figures 2.3.2/1, 2.3.2/2, 2.3.2/3 and 2.3.2/4.
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Figure 2.3.2/1: Operator Determined Barring of Roaming invocation in HLR. Roaming in a prohibited VLR
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Figure 2.3.2/2: Operator Determined Barring of Roaming invocation in HLR. Roaming in a prohibited SGSN
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Figure 2.3.2/3: Operator Determined Barring of Roaming invocation in HSS. Roaming in a prohibited MME
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Figure 2.3.2/4: Operator Determined Barring of Roaming invocation in UDM. Roaming in a prohibited AMF
* * * Next Change * * * *

2.5B
Barring of PDU Session establishment

Barring of PDU Session establishment shall be performed based on the Operator Determined Barring for Packet Oriented Services defined in 3GPP TS 22.041 [2]. 
2.5B.1
Application or Change of Barring in the UDM
If barring of Packet Oriented Services is applied to a subscription (or existing barring of Packet Oriented Services is modified or removed) by administrative action in the UDM, the UDM shall update the subscription information accordingly, and transfer the updated subscription information to the AMF using Nudm_SDM Notification operation, as shown in figure 2.5B.1/1.
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Figure 2.5B.1/1: Transfer of updated subscription information to AMF
2.5B.2
Invocation of Barring

Barring of PDU Session establishment is invoked in the AMF. If the AMF receives from an UE connected over 5GS a PDU Session connectivity request which is prohibited by Operator Determined Barring, the AMF shall return a negative response to the request with an appropriate error indication to the UE over the 5G radio path. 

NOTE:
Barring of PDU Session establishment for Packet Oriented Services is not applicable for Local Access Data Network (LADN).
For subscribers completely barred from the Packet Oriented Services, the AMF may reject the registration requests.

Barring of PDU Session establishsment for other barring categories for the Packet Oriented Services requires the AMF to selects the DNN and SMF before it can determine whether a request for PDU Session establishment shall be barred or not: 
-
For "bar a subscriber from requesting Packet Oriented Services from access points that are within the HPLMN whilst the subscriber is roaming in a VPLMN", AMF shall check whether or not the subscriber is located in the HPLMN. If it is not and the SMF being accessed is located in HPLMN, then the AMF shall reject the PDU connectivity request,

-
For "bar a subscriber from requesting Packet Oriented Services from access points that are within the roamed to VPLMN", AMF shall check whether or not the subscriber is located in the HPLMN. If it is not and the SMF being accessed is located in VPLMN, then the AMF shall reject the PDU connectivity request.

Indicative message flow diagram for the handling of Operator Determined Barring of PDU Session establishment is given in figures 2.5B.2/1. 
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Figure 2.5B.2/1: Operator Determined Barring of PDU Session Establishment in the AMF
* * * Next Change * * * *

2.6C
Barring of existing PDU Sessions
Barring of existing PDU Sessions shall be performed based on the Operator Determined Barring for Packet Oriented Services defined in 3GPP TS 22.041 [2]. 
2.6C.2
Invocation of Barring

Barring of existing PDU Sessions is invoked in the AMF. If the AMF receives Nudm_SDM Notification message due to barring of Packet Oriented Services being applied to a subscription (or existing barring of Packet Oriented Services is modified) by administrative action in the UDM, the AMF shall take the following action depending on barring category when one or more PDU Sessions exist in AMF.
-
For "bar subscribers completely from the Packet Oriented Services", AMF shall release all existing PDU Sessions.

-
For "bar a subscriber from requesting Packet Oriented Services from access points that are within the HPLMN whilst the subscriber is roaming in a VPLMN", AMF shall check whether or not the subscriber is located in the HPLMN. If it is not and the SMF being accessed is located in HPLMN, then all associated PDU Sessions with this path shall be released.

-
For "bar a subscriber from requesting Packet Oriented Services from access points that are within the roamed to VPLMN", AMF shall check whether or not the subscriber is located in the HPLMN. If it is not and the SMF being accessed is located in VPLMN, then all associated PDU sessions with this path shall be released. 
NOTE:
Barring of existing EPS Bearer contexts for Packet Oriented Services is not applicable for Local Access Data Network (LADN).
2.6C.1
Application or Change of Barring in the UDM

If barring of Packet Oriented Services is applied to a subscription (or existing barring of Packet Oriented Services is modified or removed) by administrative action in the UDM, the UDM shall update the subscription information accordingly, and transfer the updated subscription information to the AMF using Nudm_SDM Notification operation, as shown in figure 2.6C.1/1.
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Figure 2.6B.1/1: Transfer of updated subscription information to AMF

* * * Next Change * * * *

2.9.2
Application or Change of Barring in the UDM/HSS/HLR

When barring of access to all except some specific DNNs/APNs is invoked in the UDM/HSS/HLR, the UDM/HSS/HLR shall update the subscription profile to contain only the specific non barred DNNs/APNs as the subscribed DNNs/APNs and indicate the updated subscription information to the AMF, MME or the SGSN.

If the existing default DNN/APN is barred, one of the specific non barred DNN/APNs shall be the new default DNN/APN.

The UDM/HSS/HLR shall disable any other barring of Packet Oriented Services when this function is used.

When barring of access to all except some specific DNNs/APNs is removed in the UDM/HSS/HLR, the UDM/HSS/HLR shall update the subscription profile to restore the originally subscribed DNN/APNs, including the original default DNN/APN and indicate the updated subscription information to the AMF, the MME or the SGSN.

* * * Next Change * * * *

2.9.3
Invocation of Barring

When the AMF, the MME or the SGSN updates the subscription, and if the subscriber has existing PDN connectivity for DNNs/APNs not in the received list of subscribed DNN/APN, the MME or the SGSN deactivates the PDN connectivity for these APNs as specified in 3GPP TS 23.502 [x], 3GPP TS 23.401 [6] and 3GPP TS 23.060 [7].

To bar a subscriber from access to all except some specific DNNs/APNs, when the AMF, the MME or the SGSN receives PDN Connectivity Request message from the UE or the MS, the AMF, the MME or the SGSN shall check whether or not the requested DNN/APN is included in the list of subscribed DNNs/APNs for the subscriber. If included, then the AMF, the MME or the SGSN continues the Attach or UE-requested PDN/PDU connectivity or MS-requested PDP Context Activation procedures as specified in 3GPP TS 23.502 [x], 3GPP TS 23.401 [6] and 3GPP TS 23.060 [7]. If not included, then the AMF, the MME or the SGSN rejects the Attach or UE-requested PDN/PDU connectivity or MS-requested PDP Context Activation requests as specified in 3GPP TS 23.502 [x], 3GPP TS 23.401 [6] and 3GPP TS 23.060 [7].
* * * Next Change * * * *
3
Information stored in location registers

3.1
Information stored in the HLR/HSS
The HLR must store subscription information for each mobile subscriber to define which of the following categories of barring is to be applied, independently of each other:

Barring of outgoing calls (including mobile originated short messages) - one of:

-
Barring of all outgoing calls;

-
Barring of all outgoing international calls;

-
Barring of all outgoing international calls except those directed to the home PLMN country;

-
Barring of all outgoing calls when roaming outside the home PLMN country;

-
Barring of all outgoing inter-zonal calls;

-
Barring of all outgoing inter-zonal calls except those directed to the home PLMN country;

-
Barring of all outgoing international calls except those directed to the home PLMN country AND barring of all outgoing inter-zonal calls.

Barring of incoming calls (including mobile terminated short messages) - one of:

-
Barring of all incoming calls;

-
Barring of all incoming calls when roaming outside the home PLMN country;

-
Barring of all incoming calls when roaming outside the zone of the home PLMN country.

Barring of roaming - one of:

-
Barring of roaming outside the home PLMN;

-
Barring of roaming outside the home PLMN country.

Barring of outgoing premium rate calls - one or both of:

-
Barring of outgoing premium rate (information) calls;

-
Barring of outgoing premium rate (entertainment) calls.

Barring specific to the home PLMN - when the mobile station is registered in its home PLMN, any one or more of:

-
Operator Specific Barring (Type 1);

-
Operator Specific Barring (Type 2);

-
Operator Specific Barring (Type 3);

-
Operator Specific Barring (Type 4).

Barring of Supplementary Services Management.

Barring of registration of call forwarding - one of:

-
Barring of registration of any forwarded-to number;

-
Barring of registration of any international forwarded-to number;

-
Barring of registration of any international forwarded-to number except a number within the HPLMN country;

-
Barring of registration of any inter-zonal forwarded-to number;

-
Barring of registration of any inter-zonal forwarded-to number except a number within the HPLMN country.

Barring of invocation of call transfer:

one of:

-
Barring of invocation of any call transfer;

-
Barring of invocation of call transfer where at least one of the two calls is a call charged to the served subscriber;

-
Barring of invocation of call transfer where at least one of the two calls is a call charged to the served subscriber at international rates, i.e. the call is either an outgoing international call or an incoming call when the served subscriber roams outside the HPLMN country;

-
Barring of invocation of call transfer where at least one of the two calls is a call charged to the served subscriber at inter-zonal rates, i.e. the call is either an outgoing inter-zonal call or an incoming call when the served subscriber roams to a VPLMN in a different zone from the HPLMN;

and independently:

-
Barring of invocation of call transfer where both calls are calls charged to the served subscriber;

and independently:

-
Barring of invocation of call transfer when there is an existing transferred call for the served subscriber in the same MSC/VLR.

Barring of Packet Oriented Services - one of:

-
Barring of all Packet Oriented Services;

-
Barring of Packet Oriented Services from access points that are within the HPLMN whilst the subscriber is roaming in a VPLMN;

-
Barring of Packet Oriented Services from access points that are within the roamed to VPLMN;

-
Barring of access to all except some specific APNs.
3.1A
Information stored in the UDM/UDR

Barring of roaming - one of:

-
Barring of roaming outside the home PLMN;

-
Barring of roaming outside the home PLMN country.
Barring of Packet Oriented Services - one of:

-
Barring of all Packet Oriented Services;

-
Barring of Packet Oriented Services from access points that are within the HPLMN whilst the subscriber is roaming in a VPLMN;

-
Barring of Packet Oriented Services from access points that are within the roamed to VPLMN;
-
Barring of access to all except some specific DNNs.

* * * End of Changes * * * *

