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1. Introduction
Scenarios leading to overload in a service based 5GC need to be specified. This will allow for evaluating potential solutions for overload control.
2. Reason for Change
Specify some of the scenarios in 5GC that may cause overload in the 5GC service based interfaces.
3. Conclusions

<Conclusion part (optional)>

4. Proposal

It is proposed to agree the following changes to 3GPP TR 29.843 v0.2.0.
* * * First Change * * * *
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6
Overload Scenarios


6.1
Introduction
3GPP has done a detailed study of scenarios leading to overload in the core network elements in 3GPP Release 12, available in 3GPP TR 23.843 [x1]. Many of the scenarios are applicable to 5GC as well, while some scenarios like overload due to frequent IDLE-CONNECTED state transition can be mitigated in 5GC by using solutions like RRC-INACTIVE state. The following subclauses provide a list of scenarios that may lead to overload situation in the 5GC service based interfaces.
6.2
Overload Caused due to UE Initiated Signalling
The following different UE initiated and/or UE induced signalling events can cause overload in the 5GC service based interfaces.

1.
Large number of UEs performing mobility registration procedure. In densely populated areas, mass rapid transport systems transport large number of people from one location to another at high speeds. This will lead to a large number of UEs doing mobility registrations simultaneously after they move from one registration area to another. In the case of 5G this problem can be further aggravated since it is not only the smartphones that get transported along with the humans that travel, but there will be lot of IoT devices like wearables, V2X UEs and sensors monitoring and transmitting active vehicle diagnostic information that will be generating signalling towards the core network due to rapid mobility.
2.
Large number of UEs generating application signalling that induces signalling at the 3GPP 5GC elements 
-
An example scenario is large number of people watching a live sports event at a stadium and trying to catch the action replay videos, videos of player profiles, use of Augmented Reality (AR) glasses / headsets to get augmented information at realtime related to the event and players. These scenarios can create / update / delete QoS flows which can lead to massive signalling in the 5GC service based interfaces.
-
Another example is the application level heartbeat messages from large number of UEs in a region, causing frequent IDLE-CONNECTED state transitions leading to NG-RAN to AMF to SMF to UPF signalling. Though this can be mitigated in 5GC by use of RRC-INACTIVE state, such scenarios may still cause a core network overload if RRC-INACTIVE is not used.
3.
Large number of UEs generating application layer broadcasts which results in signalling flood towards each member of that application layer broadcast domain. For example, when large number of UEs are part of an Ethernet DN and they run IP above the Ethernet PDU session, ARP or IPv6 Neighbour Discovery can generate huge signalling if ARP proxying / IPv6 ND proxying are not implemented. As per 3GPP TS 23.501 [2], subclause 5.6.10.2

NOTE 4:
Entities on the LAN connected to the 5GS by the UE may have an IP address allocated by the DN but the IP layer is considered as an application layer which is not part of the Ethernet PDU Session.

and 
Neither a MAC nor an IP address is allocated by the 5GC to the UE for a PDU Session.


Since IP address allocation to entities on the LAN (including the UE which is part of the LAN) is considered as an application layer functionality, it is possible that 3GPP 5GC NFs like UPF and SMF have no visibility into the MAC address to IP address mapping and hence ARP / IPv6 ND proxying cannot be effectively implemented. In such cases, an ARP / IPv6 Neighbour Solicitation request may result in being broadcasted to every Ethernet entity (including UEs) that are part of the DN. If many UEs are in CM-IDLE state, this will result in N11 signalling for triggering N3 tunnel setup which would further lead to massive paging and subsequent service request leading to N11 communication again. 
* * * Next Change * * * *

6.3
Overload Caused due to Failure and Restart of Network Functions
The following different scenarios related to failure and restart of network functions can cause overload in the 5GC service based interfaces.
1.
Restart of a network function, indicated by its recovery timestamp, can lead to re-creation of resources at the restarted NF, if the peer NFs decide to restore the resources or it can lead to clean-up of resources which will then induce resource release related signalling towards downstream NFs. See 3GPP TS 23.527 [x2], clause 6. In either case, restart of a network function can result in large number of signalling messages on the 3GPP 5GC service based interfaces within a short interval of time. 
2.
When the FTEID allocation is done by the UPF, upon restart of a V-UPF, then restoration of the PFCP sessions as specified in subclause 4.3.4 of 3GPP TS 23.527 [x2], can result in large number of signalling messages on the N16 interface for Home Routed PDU sessions, if the V-UPF allocated different FTEIDs.
* * * Next Change * * * *

6.x
Overload Caused due to Notifications
The following different scenarios related to notifications can cause overload in the 5GC service based interfaces.

1.
Some of the 5GC NFs support EventExposure service. This allows any authorized NF to subscribe for event notifications. Depending on the type of event, some events may occur very frequently for a large number of UEs. Examples are: Location change, UE presence in an area of interest report. This can lead to a lot of event notifications on the service based interfaces leading to overload.
2.
NRF supports subscribing for NF status reports at an NF type level. Any change of NF profile of NFs of the subscribed type can lead to a notification. 3GPP Release 15 has specified mechanisms to filter such notifications based on monitored and unmonitored attributes of NF profile. When such filtering mechanisms are not used, then, if there are large number of instances of a particular NF type, this may result in frequent notifications leading to overload in the service based interfaces.
* * * End of Changes * * * *

