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	Reason for change:
	There are few editor's note on how to identify notifications at a SEPP and correspondingly apply the protection policy specific to that notification. This needs to be resolved. Given that the mechanism proposed in CT4#86 of using a <attribute name, value> pattern to identify notifications is considered complex, a simpler solution has to be found. It should be noted that unlike request / response semantic APIs, notifications are not delivered on a fixed pattern URI. The callback URI provided at the time of subscription for the notification can be any URI as per implementation.
So the only other way to deterministically identify notifications at SEPP is to use a 3GPP specific custom HTTP header. Here is how the solution works:

1. Define a custom 3GPP HTTP header called 3gpp-Sbi-Callback whose value is a string identifying the type of notification/callback.

2. During protection policy exchange, the sending SEPP provides for each "3gpp-Sbi-Callback = <callback type>" pair the corresponding policy for data encryption and modification.

3. During N32-f data forwarding, the SEPP looks up if the incoming HTTP message has this custom HTTP header and if yes, check if the value of that header matches against one of the values provided in step /2/ above. If a match is found, then the SEPP applies the corresponding protection policy. 

	
	

	Summary of change:
	1. Specify that 3GPP custom header "3gpp-Sbi-Callback" is used to identify notifications/callback
2. Clarify the protection policy lookup steps when notifications/callback are received.

3. Update the ApiSignature mutually exclusive data structure with details on how to identify notification
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* * * First Change * * * *

5.2.3.3
Parameter Exchange Procedure for Protection Policy Exchange
The parameter exchange procedure for protection policy exchange may be performed after the Parameter Exchange Procedure for Cipher Suite Negotiation (see subclause 5.2.3.2). If a HTTP/2 connection does not exist towards the peer SEPP at the time of initiating this procedure, the HTTP/2 connection shall be established. If the parameter exchange procedure for the protection policy exchange is not performed then the protection policies between the SEPP shall be exchanged out of bands.
The procedure is described in Figure 5.2.3.3-1 below.
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Figure 5.2.3.3-1: Parameter Exchange Procedure for Protection Policy Negotiation
1.
The initiating SEPP issues a HTTP POST request towards the responding SEPP with the request body containing the "SecParamExchReqData" IE carrying the following information

-
Protection policy information 
The protection policy information contains:

-
API to IE mapping containing the mapping information of list of leaf IEs for each:
-
Request/response and Subscribe / Unsubscribe service operation, identified by the API URI and method; and/or

-
Callbacks (e.g Notification service operation), identified by the value of the 3GPP custom HTTP header "3gpp-Sbi-Callback" (see subclause 5.2.3 of 3GPP TS 29.500 [4]). 

-
List of IE types that are to be protected across N32-f (i.e the data type encryption policy as specified in subclause 13.2.3.2 of 3GPP TS 33.501 [6]); and

-
Against each leaf IE in the API to IE mapping information, a boolean flag indicating whether that IE is allowed to be modified by an IPX on the side of the SEPP sending the protection policy information.


2a.
On successful processing of the request, the responding SEPP shall respond to the initiating SEPP with a "200 OK" status code and a POST response body that contains the following information

-
Selected protection policy information

The SEPPs shall store the selected protection policy information and shall apply this policy for subsequent message transfers over N32-f. The selected protection policy is applicable for both the directions of communication between the SEPPs.

2b.
On failure, the responding SEPP shall respond to the initiating SEPP with an appropriate 4xx/5xx status code as specified in clause 6.1.4.3.

An illustration of how the protection policy is stored and looked up in the SEPP is provided in figure 5.2.3.3-2
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Figure 5.2.3.3-2: Protection Policy Storage and Lookup in SEPP
During the N32-f message forwarding, the SEPP looks at a HTTP request or response it receives from an NF service consumer or NF service producer and then uses the above tables to decide which IEs and headers in the message it shall cipher and integrity protect and which IEs it shall allow the IPXes to modify.

* * * Next Change * * * *

5.3.2.2
Protection Policy Lookup

When a SEPP receives a HTTP/2 request or response message intended to be routed towards another PLMN, the sending SEPP shall identify the protection policy as given below

1.
Identify the target PLMN from the ":aurthority" part of the message using the format specified in subclause 6.1.4.3 of 3GPP TS 29.500 [4].

2.
Check if the incoming HTTP/2 message has the "3gpp-Sbi-Callback" header. When present, the SEPP shall select the data encryption and modification policy applicable for the specific notification type, identified by the value of the "3gpp-Sbi-Callback" header and the target PLMN, using the notification type list stored as specified in subclase 5.2.3.3.

3.
Else, if it is a HTTP/2 request message, then from the ":authority" and ":path" part of the received HTTP/2 request message, form the API URI. 
For the identified PLMN, check if a protection policy exists for the API URI using the table stored as specified in subclause 5.2.3.3.
4. 
Else, if it is a HTTP/2 response message, then based on the HTTP/2 stream ID on which the response is received, identify the corresponding request that was sent by the SEPP and the protection policy applicable for that request, as specified in step 3.
5.
If an entry is not found, then it means that either the particular API has no protection policy exchanged. 


Once a protection policy is identified, the SEPP shall apply the application layer security as per the identified protection policy.
* * * Next Change * * * *

6.1.5.1
General

This subclause specifies the application data model supported by the API.

Table 6.1.5.1-1 specifies the data types defined for the N32 interface.

Table 6.1.5.1-1: N32 specific Data Types

	Data type
	Section defined
	Description

	SecNegotiateReqData
	6.1.5.2.2
	Defines the security capabilities of a SEPP sent to a receiving SEPP.

	SecNegotiateRspData
	6.1.5.2.3
	Defines the selected security capabilities by a SEPP.

	SecurityCapability
	6.1.5.3.3
	Enumeration of security capabilities.

	SecParamExchReqData
	6.1.5.2.4
	Request data structure for parameter exchange

	SecParamExchRspData
	6.1.5.2.5
	Response data structure for parameter exchange

	ProtectionPolicy
	6.1.5.2.6
	The protection policy to be negotiated between the SEPPs.

	ApiIeMapping
	6.1.5.2.7
	API URI to IE mapping on which the protection policy needs to be applied.

	IeInfo
	6.1.5.2.8
	

	ApiSignature
	6.1.5.2.9
	

	N32fContextInfo
	6.1.5.2.10
	N32-f context information.

	CallbackName
	6.1.5.2.x
	Callback Name.

	HttpMethod
	6.1.5.3.4
	Enumeration of HTTP methods.

	IeType
	6.1.5.3.5
	Enumeration of types of IEs (i.e kind of IE) to specify the protection policy.

	IeLocation
	6.1.5.3.6
	Location of the IE in a HTTP message.


Table 6.1.5.1-2 specifies data types re-used by the N32 interface protocol from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Namf service based interface. 

Table 6.1.5.1-2: N32 re-used Data Types

	Data type
	Reference
	Comments

	Fqdn
	3GPP TS 29.571 [12]
	


* * * Next Change * * * *

6.1.5.2.9
Type: ApiSignature

Table 6.1.5.2.9-1: Definition of type ApiSignature as a list of "mutually exclusive alternatives"
	Data type
	Cardinality
	Description
	Applicability

	Uri
	1
	API URI of a request/response or subscribe/unsubscribe NF service operation.
	

	CallbackName
	1
	A value identifying the type of callback.
	



* * * Next Change * * * *

6.1.5.2.x
Type: CallbackName

Table 6.1.5.2.x-1: Definition of type CallbackName

	Attribute name
	Data type
	P
	Cardinality
	Description

	callbackType
	string
	M
	1
	This IE shall contain a string identifying the type of callback. The value shall be one of the values specified in 3GPP TS 29.500 [x], Annex X.


* * * End of Changes * * * *
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