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1. Overall Description:

SA3 would like to update CT4 that it has discussed security of N32-f between SEPPs and IPXs based on inputs in S3-183009 and analysed its impact on how SEPP generates HTTP messages on N32-f. 

SA3 recommends that if confidentiality protection of all IEs is required during transport, then hop-by-hop security between SEPP and IPXs should be established on N32-f, in addition to Application Layer Security (ALS).  This hop-by-hop security could be established using an IPSec or TLS VPN, and not based on setting up individual TLS sessions for messages sent by a SEPP. 
SA3 would therefore like to inform CT4 that:
a) There is no need to setup HTTPS connections for messages generated by the SEPP.
b) In the HTTP message generated by a SEPP, the “authority” sub-component in target URI points to an NF or a SEPP in target PLMN, and the “scheme” is set to HTTP.
2. Actions:

To TSG CT4
ACTION: 
TSG SA3 kindly asks TSG CT4 to take the above information into account.
3. Date of Next TSG-SA WG3 Meetings:

TSG-SA3 Meeting #93

12th –16th November 2018
Spokane, USA
TSG-SA3 Meeting #94

28th Jan –1st Feb 2019

Kochi, India (TBD)
