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1. Introduction
-
2. Reason for Change
Introduce the features of QUIC not applicable to 3GPP SBI
3. Conclusions

-
4. Proposal

It is proposed to agree the following changes to 3GPP TR 29.893 v0.2.0.
* * * First Change * * * *

5.5
Features of QUIC Not Applicable to 3GPP SBI

5.5.1
General

This sub-section reviews the features of QUIC that potentially are not applicable to 3GPP SBI and why they are not applicable.
5.5.2
0-RTT DATA

0-RTT Data has very limited applicability to 3GPP SBI for several reasons. The foremost is the security properties of 0-RTT data. As the 0-RTT data is protected using a Pre-Shared Key (PSK) and not a connection specific established state, the 0-RTT data is possible to replay by an adversary. It is also does not have full forward secrecy, i.e. if the PSK key is later compromised, then this message can be decrypted at that point. 

The possibility for replay has multiple impacts. If the HTTP request in the 0-RTT data is not idempotent then the state of the NF can be changed. Secondly, when replaying the order of requests can be changed by an adversary. Thus, changing the effect of them, e.g. moving a delete after a create. If multiple replays are allowed additional attacks are possible, including timing and measurement to attempt to determine other state. Overload concerns are also present both on the server side, as well as using 0-RTT as a method for amplifying the amount of data a spoofed source address attack results in. 

Due to that many 3GPP SBI requests are not idempotent the potential use of 0-RTT data is very limited. By not allowing its use at all several vulnerabilities are avoided, resulting in a safer and less complex systems as no mitigations are needed. 
* * * End of Changes * * * *

