Page 1



3GPP TSG CT WG4 Meeting #86-bis
C4-187252
Vilnius, Lithuania, 15-19 October 2018
	CR-Form-v11.2

	CHANGE REQUEST

	

	
	29.509
	CR
	0025
	rev
	-
	Current version:
	15.1.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	X


	

	Title:

	Adding a reference to the Annex in the Specification

	
	

	Source to WG:
	Orange

	Source to TSG:
	CT4

	
	

	Work item code:
	5GS_Ph1-CT
	
	Date:
	2018-10-04

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-15

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)
Rel-14
(Release 14)
Rel-15
(Release 15)
Rel-16
(Release 16)

	
	

	Reason for change:
	According to  http://www.3gpp.org/specifications-groups/delegates-corner/20-specifications/1565-writing-a-new-spec: “Every annex except the change history (see below) MUST be referred to from somewhere within the main body of the Spec.  Such references set the context of the annexes, which would otherwise be floating out of orbit, like uncharted asteroids.”
It is thus proposed to add an newsubclause which will refer to the Annex B related to EAP-TLS

	
	

	Summary of change:
	

	
	

	Consequences if not approved:
	Annex B will be floating out of orbit.

	
	

	Clauses affected:
	5.2.2.2.3.X (new)

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications

	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	


* * * First Change * * * *

5.2.2.2.3
EAP-based authentication method

5.2.2.2.3.1
General

In this procedure, the NF Service Consumer requests the authentication of the UE by providing UE related information and the serving network and the EAP-based authentication is selected. EAP messages are exchanged between a UE acting as EAP peer, an NF Service Consumer (AMF) acting as a pass-through authenticator and the AUSF acting as the EAP peer.
5.2.2.2.3.2
EAP method: EAP-AKA'

EAP-AKA' is the EAP method used in this procedure
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Figure 5.2.2.2.3-1: EAP-based authentication with EAP-AKA' method

1.
The NF Service Consumer (AMF) shall send a POST request to the AUSF. The payload of the body shall contain at least the UE Id, Serving Network Name.

2a.
On success, "201 Created" shall be returned. The payload body shall contain the representation of the resource generated and the "Location" header shall contain the URI of the generated resource (e.g. .../v1/ue_authentications/{authCtxId}/eap-session). The AUSF generates a sub-resource "eap-session". The AUSF shall provide an hypermedia link towards this sub-resource in the payload to indicate to the AMF where it shall send a POST containing the EAP packet response. The body payload shall also contain the EAP packet EAP-Request/AKA'-Challenge.

2b.
On failure, one of the HTTP status code listed in table 6.1.7.3-1 shall be returned with the message body containing a ProblemDetails structure with the "cause" attribute set to one of the application error listed in Table 6.1.7.3-1. In particular, if the serving network is not authorized, the AUSF shall use the "Cause" SERVING_NETWORK_NOT_AUTHORIZED.

3.
Based on the relation type, the NF Service Consumer (AMF) shall send a POST request including the EAP-Response/AKA' Challenge received from the UE. The POST request is sent to the URI provided by the AUSF or derived by the NF Service Consumer (AMF).

4a.
On success, and if the AUSF and the UE have indicated the use of protected successful result indications as in IETF RFC 5448 [9], the AUSF shall reply with a "200 OK" HTTP message containing the EAP Request/AKA' Notification and an hypermedia link towards the sub-resource "eap-session".

4b.
On failure, one of the HTTP status code listed in table 6.1.7.3-1 shall be returned with the message body containing a ProblemDetails structure with the "cause" attribute set to one of the application error listed in Table 6.1.7.3-1.

NOTE: Steps 4 to 5 are optional.

5.
The NF Service Consumer (AMF) shall send a POST request including the EAP Response/AKA' Notification received from the UE. The POST request is sent to the URI provided by the AUSF or derived by the NF Service Consumser (AMF).

6a.
If the EAP authentication exchange is successfully completed (with or without the optional Notification Request/Response messages exchange), "200 OK" shall be returned to the NF Service Consumer (AMF). The payload shall contain the result of the authentication, an EAP success/failure and the Kseaf if the authentication is successful.

6b.
On failure, one of the HTTP status code listed in table 6.1.7.3-1 shall be returned with the message body containing a ProblemDetails structure with the "cause" attribute set to one of the application error listed in Table 6.1.7.3-1.

5.2.2.2.3.X
EAP method:
EAP-TLS

The EAP-TLS method can be used in private networks as an EAP method (see Annex B.1 3GPP TS 33.501 [8]). The corresponding stage 3 implementation is described in Annex B.
* * * End of Change * * * *
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