Page 1



3GPP TSG CT WG4 Meeting #86bis
C4-187053
Vilnius Lithuania 15th – 19th October 2018
	CR-Form-v11.2

	CHANGE REQUEST

	

	
	29.244
	CR
	0169
	rev
	-
	Current version:
	15.3.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	X


	

	Title:

	VLAN Tag support in outer header creation

	
	

	Source to WG:
	Huawei

	Source to TSG:
	CT4

	
	

	Work item code:
	5GS_Ph1-CT
	
	Date:
	2018-09-24

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-15

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)
Rel-14
(Release 14)
Rel-15
(Release 15)
Rel-16
(Release 16)

	
	

	Reason for change:
	SA2 Has agreed  S2-188830. 
Which adds to the Outer header creation and removal:

-Instructs the UP function to add an outer header (e.g. IP+UDP+GTP+QFI, VLAN tag) to the outgoing packet.
-Instructs the UP function to remove one or more outer header(s) (e.g. IP+UDP+GTP, VLAN tag), from the incoming packet.
TS 29.244 does not cover the removal of VLAN-TAG.

	
	

	Summary of change:
	VLAN-TAG is added to the outerheader removal

	
	

	Consequences if not approved:
	Misalignment with stage2 with regard to Ethernet support.

	
	

	Clauses affected:
	7.5.2.3, 7.5.4.3, 8.2.56, 8.2.64

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications

	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	


* * * First Change * * * *

7.5.2.3
Create FAR IE within PFCP Session Establishment Request
The Create FAR grouped IE shall be encoded as shown in Figure 7.5.2.3-1.
Table 7.5.2.3-1: Create FAR IE within PFCP Session Establishment Request
	Octet 1 and 2
	
	Create FAR IE Type = 3 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	N4
	

	FAR ID
	M
	This IE shall uniquely identify the FAR among all the FARs configured for that PFCP session.
	X
	X
	X
	X
	FAR ID

	Apply Action
	M
	This IE shall indicate the action to apply to the packets, See subclauses 5.2.1 and 5.2.3.
	X
	X
	X
	X
	Apply Action

	Forwarding Parameters
	C
	This IE shall be present when the Apply-Action requests the packets to be forwarded. It may be present otherwise. 

When present, this IE shall contain the forwarding instructions to be applied by the UP function when the Apply-Action requests the packets to be forwarded. 

See table 7.5.2.3-2.
	X
	X
	X
	X
	Forwarding Parameters

	Duplicating Parameters 
	C
	This IE shall be present when the Apply-Action requests the packets to be duplicated. It may be present otherwise. 

When present, this IE shall contain the forwarding instructions to be applied by the UP function for the traffic to be duplicated, when the Apply-Action requests the packets to be duplicated. 

Several IEs with the same IE type may be present to represent to duplicate the packets to different destinations. See NOTE 1.
See table 7.5.2.3-3.
	X
	X
	-
	X
	Duplicating Parameters

	BAR ID
	O
	When present, this IE shall contain the BAR ID of the BAR defining the buffering instructions to be applied by the UP function when the Apply Action requests the packets to be buffered. See table 7.5.2.6-1.
	X
	-
	-
	X
	BAR ID

	NOTE 1:
The same user plane packets may be required, according to operator's policy and configuration, to be duplicated to different SX3LIFs.


Editor's Note: Regarding duplication of parameters for interception is FFS on N4, needs confirmation from SA3.
Table 7.5.2.3-2: Forwarding Parameters IE in FAR 
	Octet 1 and 2
	
	Forwarding Parameters IE Type = 4 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	N4
	

	Destination Interface
	M
	This IE shall identify the destination interface of the outgoing packet.
	X
	X
	X
	X
	Destination Interface

	Network Instance
	O
	When present, this IE shall identify the Network instance towards which to send the outgoing packet. See NOTE 1.
	X
	X
	X
	X
	Network Instance

	Redirect Information
	C
	This IE shall be present if the UP function is required to enforce traffic redirection towards a redirect destination provided by the CP function. 
	-
	X
	X
	X
	Redirect Information

	Outer Header Creation 
	C
	This IE shall be present if the UP function is required to add one or more outer header(s) to the outgoing packet. If present, it shall contain the F-TEID of the remote GTP-U peer when adding a GTP-U/UDP/IP header, the Destination IP address and Port Number when adding a UDP/IP header or the C-TAG/S-TAG (for 5GC). See NOTE 2.
	X
	X
	-
	X
	Outer Header Creation

	Transport Level Marking 
	C
	This IE shall be present if the UP function is required to mark the IP header with the DSCP marking as defined by IETF RFC 2474 [22]. When present, it shall contain the value of the DSCP in the TOS/Traffic Class field set based on the QCI, and optionally the ARP priority level, of the associated EPS bearer, as described in sub-clause 4.7.3 of 3GPP TS 23.214 [2].
	X
	X
	-
	X
	Transport Level Marking

	Forwarding Policy 
	C
	This IE shall be present if a specific forwarding policy is required to be applied to the packets. It shall be present if the Destination Interface IE is set to SGi-LAN / N6-LAN. It may be present if the Destination Interface is set to Core, Access, or CP-Function.  See NOTE 2.

When present, it shall contain an Identifier of the Forwarding Policy locally configured in the UP function.
	-
	X
	X
	X
	Forwarding Policy

	Header Enrichment
	O
	This IE may be present if the UP function indicated support of Header Enrichment of UL traffic. When present, it shall contain information for header enrichment.
	-
	X
	X
	X
	Header Enrichment

	Linked Traffic Endpoint ID
	C
	This IE may be present, if it is available and the UP function indicated support of the PDI optimisation feature, (see subclause 8.2.25). When present, it shall identify the Traffic Endpoint ID allocated for this PFCP session to receive the traffic in the reverse direction (see subclause 5.2.3.1).
	X
	X
	-
	X
	Traffic Endpoint ID

	Proxying
	C
	This IE shall be present if proxying is to be performed by the UP function.
When present, this IE shall contain the information that the UPF shall perfom ARP proxying as specified in IETF RFC 1027 [32] and / or IPv6 Neighbour Solicitation Proxying as specified in IETF RFC 4861 [33] functionality for the Ethernet PDUs.
	-
	-
	-
	X
	Proxying

	NOTE 1:
The Network Instance parameter is needed e.g. in the following cases:


-
PGW/TDF UP function supports multiple PDNs with overlapping IP addresses; 


-
SGW UP function is connected to PGWs in different IP domains (S5/S8);


-
PGW UP function is connected to SGWs in different IP domains (S5/S8);


-
SGW UP function is connected to eNodeBs in different IP domains;


-
UPF is connected to 5G-ANs in different IP domains.
NOTE 2:
If the Outer Header Creation and Forwarding Policy are present, the UP function shall put the user plane packets in the user plane tunnel by applying Outer Header Creation, after enforcing the required Forwarding Policy.


Table 7.5.2.3-3: Duplicating Parameters IE in FAR 
	Octet 1 and 2
	
	Duplicating Parameters IE Type = 5 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	N4
	

	Destination Interface
	M
	This IE shall identify the destination interface of the outgoing packet.
	X
	X
	-
	X
	Destination Interface

	Outer Header Creation 
	C
	This IE shall be present if the UP function is required to add one or more outer header(s) to the outgoing packet. If present, it shall contain the F-TEID of the remote GTP-U peer. See NOTE 1.
	X
	X
	-
	X
	Outer Header Creation

	Transport Level marking
	C
	This IE shall be present if the UP function is required to mark the IP header with the DSCP marking as defined by IETF RFC 2474 [22]. When present, it shall contain the value of the DSCP in the TOS/Traffic Class field. 
	X
	X
	-
	X
	Transport Level Marking

	Forwarding Policy 
	C
	This IE shall be present if a specific forwarding policy is required to be applied to the packets. When present, it shall contain an Identifier of the Forwarding Policy locally configured in the UP function.
	X
	X
	-
	X
	Forwarding Policy

	NOTE 1:
If the Outer Header Creation and Forwarding Policy are present, the UP function shall put the user plane packets in the user plane tunnel by applying Outer Header Creation, after enforcing the required Forwarding Policy.


Editor's Note: Interception is FFS on N4, needs confirmation from SA3LI.




	
	
	

	
	
	

	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	

	
	
	
	
	

	
	
	
	
	
	
	
	

	




	
	
	

	
	
	

	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	

	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	

	
	
	
	
	

	
	
	
	
	
	
	
	

	



	
	
	

	
	
	

	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	

	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	



* * * Next Change * * * *

8.2.56
Outer Header Creation

The Outer Header Creation IE type shall be encoded as shown in Figure 8.2.56-1. It contains the instructions to create an Outer Header.

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 2
	Type = 84 (decimal)
	

	
	3 to 4
	Length = n
	

	
	5 to 6
	Outer Header Creation Description
	

	
	m to (m+3)
	TEID
	

	
	p to (p+3)
	IPv4 Address
	

	
	q to (q+15)
	IPv6 Address
	

	
	r to (r+1)
	Port Number
	

	
	t to (t+2)
	C-TAG
	

	
	u to (u+2)
	S-TAG
	

	
	s to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.2.56-1: Outer Header Creation

The Outer Header Creation Description field, when present, shall be encoded as specified in Table 8.2.56-1. It takes the form of a bitmask where each bit indicates the outer header to be created in the outgoing packet. Spare bits shall be ignored by the receiver.

Table 8.2.56-1: Outer Header Creation Description 

	Octet / Bit
	Outer Header to be created in the outgoing packet

	5/1
	GTP-U/UDP/IPv4 (see NOTE 1)

	5/2
	GTP-U/UDP/IPv6 (see NOTE 1)

	5/3
	UDP/IPv4 (see NOTE 2)

	5/4
	UDP/IPv6 (see NOTE 2)

	5/x
	C-TAG (see NOTE x)

	5/y
	S-TAG (see NOTE x)

	NOTE 1:
The SGW-U shall also create GTP-U extension header(s) if any has been stored for this packet, during a previous outer header removal (see subclause 8.2.64).

NOTE 2:
This value may apply to UL packets sent by a PGW-U for non-IP PDN connections with SGi tunnelling based on UDP/IP encapsulation (see subclause 4.3.17.8.3.3.2 of 3GPP TS 23.401 [14]).
NOTE x:
This value may apply to UL packets sent by a UPF for Ethernet PDU sessions over N6 (see subclause 5.8.2.11.6 of 3GPP TS 23.501 [28]).


At least one bit of the Outer Header Creation Description field shall be set to 1. Bits 5/1 and 5/2 may both be set to 1 if an F-TEID with both an IPv4 and IPv6 addresses has been assigned by the GTP-U peer. In this case, the UP function shall send the outgoing packet towards the IPv4 or IPv6 address. 

The TEID field shall be present if the Outer Header Creation Description requests the creation of a GTP-U header. Otherwise it shall not be present. When present, it shall contain the destination GTP-U TEID to set in the GTP-U header of the outgoing packet. 

The IPv4 Address field shall be present if the Outer Header Creation Description requests the creation of an IPv4 header. Otherwise it shall not be present. When present, it shall contain the destination IPv4 address to set in the IPv4 header of the outgoing packet. 

The IPv6 Address field shall be present if the Outer Header Creation Description requests the creation of an IPv6 header. Otherwise it shall not be present. When present, it shall contain the destination IPv6 address to set in the IPv6 header of the outgoing packet. 

The Port Number field shall be present if the Outer Header Creation Description requests the creation of a UDP/IP header (i.e. it is set to the value 4). Otherwise it shall not be present. When present, it shall contain the destination Port Number to set in the UDP header of the outgoing packet.

The C-TAG field shall be present if the Outer Header Creation Description requests the setting of the C-Tag in Ethernet packet. Otherwise it shall not be present. When present, it shall contain the destination Customer-VLAN tag to set in the Customer-VLAN tag header of the outgoing packet. 

The S-TAG field shall be present if the Outer Header Creation Description requests the creation of an Ethernet packet. Otherwise it shall not be present. When present, it shall contain the destination Service-VLAN tag to set in the Customer-VLAN tag header of the outgoing packet. 

* * * Next Change * * * *

8.2.64
Outer Header Removal

The Outer Header Removal IE type shall be encoded as shown in Figure 8.2.64-1. It contains the instructions to remove an Outer Header.

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 2
	Type = 95 (decimal)
	

	
	3 to 4
	Length = n
	

	
	5
	Outer Header Removal Description
	

	
	6 to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.2.64-1: Outer Header Removal

The Outer Header Removal Description field, when present, shall be encoded as specified in Table 8.2.64-1.

Table 8.2.64-1: Outer Header Removal Description 

	Outer Header to be removed from the incoming packet
	Value (Decimal)

	GTP-U/UDP/IPv4 (see NOTE 1)
	0

	GTP-U/UDP/IPv6 (see NOTE 1)
	1

	UDP/IPv4 (See NOTE 3)
	2

	UDP/IPv6 (See NOTE 3)
	3

	VLAN-TAG (See NOTE x)
	x

	
	

	For future use. Shall not be sent. If received, shall be interpreted as the value "1".
	y to 255

	NOTE 1:
The SGW-U shall store GTP-U extension header(s) required to be forwarded for this packet (as required by the comprehension rules of Figure 5.2.1-2 of 3GPP TS 29.281 [3]).

NOTE 3:
This value may apply to DL packets received by a PGW-U for non-IP PDN connections with SGi tunnelling based on UDP/IP encapsulation (see subclause 4.3.17.8.3.3.2 of 3GPP TS 23.401 [14]).
NOTE x:
This value may apply to DL packets received by a UPF for Ethernet connections for Ethernet based N6 (see subclause 5.8.2.11.3 of 3GPP TS 23.501 [28]).


* * * End of Changes * * * *

