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1. Overall Description:

SA3 would like to inform you that we have discussed the maximum size of scheme-output for SUPI concealment schemes. SA3 has reached preliminary conclusions but would need additional feedback from CT1 and CT4 for reaching a final conclusion.
2. Preliminary Conclusions:

For the schemes currently defined in TS 33.501, the maximum size of scheme-output is specified in Annex C.1 of TS 33.501. For convenience, the values are summarized here:

· null-scheme

size of input, i.e., size of username in NAI, or MSIN in IMSI,
· Profile <A> scheme
total of 320 bits, plus size of input;

· Profile <B> scheme
total of 328 bits, plus size of input.

For proprietary schemes and possible future schemes, giving a maximum size is more difficult. If quantum-resistance of the scheme is not required, SA3 estimates that the maximum size of scheme-output is given by:

· Non-quantum-resistant scheme

total of 1024 bits, plus size of input.
It may be the case that quantum-resistant schemes are required in the lifetime of the 5G system. Standardization of quantum-resistant schemes is not yet finished, so only informed guesses are possible. SA3's informed guess for the size of scheme-output for quantum-resistant schemes is given by:
· Lattice-based quantum-resistant scheme
order of magnitude 1000 bytes, plus size of input, or

· Code-based quantum-resistant scheme 

order of magnitude 100 bytes (*), plus size of input.
(*) Code-based quantum-resistant schemes require that a public key of order of magnitude at least 100,000 bytes is stored in the UE. 
3. Question to CT1 and CT4:
Q1: What are the limitations on the maximum size of scheme output that can be accommodated for NAS signalling and interfaces defined by CT4?
4. Actions:

To CT1 and CT4.

ACTION: 
SA3 kindly requests CT1 and CT4 to take the preliminary conclusions into account. 


SA3 kindly requests CT1 and CT4 to answer the question Q1 above.

SA3 kindly requests CT1 and CT4 to inform SA3 if the maximum size of input (specifically for NAI) has been decided.
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