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1. Overall Description:

SA3 would like to thank CT4 for their LS OUT on TLS and inter PLMN routing (S3-182133 / C4-185493).
SA3 selected as routing mechanism telescopic FQDNs and wildcard certificates. This is the closest to native HTTP routing that supports the security requirements of SA3.
To illustrate the concept, the following flow is given:

During NF service discovery in inter-PLMN communication, the involved elements perform the following actions:

1.
The consumer NF in the serving PLMN requests the service discovery from its own NRF for a producer NF in the home PLMN.
2.
The NRF sends a discovery request to the home NRF. Inter-PLMN message exchange between NRFs happens through cSEPP and pSEPP via N32.

4.
The home NRF returns the producer NF's FQDN, e.g. "pNF.foreign_network.tld", and sends the response back to the requesting NRF via the pSEPP.

5.
Depending on operator policy, the pSEPP may rewrite the producer NF's FQDN inside the discovery response if necessary for topology hiding, e.g. "rewritten_pNF.foreign_network.tld".

6. 
The pSEPP transfers the discovery response via N32 to the cSEPP. 

7. 
The cSEPP, of which the internal interface has FQDN "cSEPP.own_network.tld", rewrites the producer NF's FQDN to a telescopic FQDN, such as "rewritten_pNF.foreign_network.tld.cSEPP.own_network.tld".

8.
The cSEPP sends the discovery response including the telescopic FQDN to its own NRF, which will in turn forward this information to the consumer NF.

9.
The consumer NF resolves telescopic FQDN to the IP address of the cSEPP.

10.
The consumer NF sets up a TLS connection to the IP of cSEPP. The hostname shall be equal to the telescopic FQDN.

11.
The cSEPP authenticates the consumer NF using a wildcard certificate for "*.cSEPP.own_network.tld"

12.
The cSEPP rewrites hostname in the HTTP request, e.g. to "rewritten_pNF.foreign_network.tld"

13.
The pSEPP rewrites the hostname in the HTTP request, e.g. to "pNF.foreign_network.tld" and transfers the message to the corresponding producer NF.
2. Actions:

To CT4 group.

ACTION: 
SA3 would like to kindly ask CT4 to take the above into account.
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